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1. Mogzesni i MeTop, iHpopMalifiHO] TeXHOJIOTI] 3abe3re4eHHs TOTOBHOCTI Be6-CHUCTEM 3 ypaxyBaHHSIM ypa3auBOCTEN
IOCTYITHOCTi CEPBICiB

2. Models and method of information technology for web system availability assurance considering vulnerabilities
of service accessibility

Pedepar:

1. O6'eKT - mpolecy OLiHIOBaHHS Ta BUKOPUCTAHHS CEPBiC-OPi€EHTOBaHMX CUCTEM, IIOOYZOBaHMX Ha OCHOBI BEO-
TEXHOJIOTIH, Ki (PYHKLIOHYIOTh B yMOBax aTak Ha ypa3/jMBOCTi KOMIIOHEHTIB. MeTa - MiIBUILIEHHS TOYHOCTI
OLIiHIOBaHHSI Ta 3a0€3[1€4Y€HHs TOTOBHOCTI B€6-CHUCTEeM Ha OCHOBI pO3pO0JIEHHS MOiesiel i MmeToay iHpopmaLiiHoi
TEXHOJIOTii BUOOPY IapaMeTpiB OHOBJIEHHS Ta 0OCIYyTOBYBAaHHSI IPOTPAMHUX 3aCO0iB 3 ypaxyBaHHSIM aTak Ha
YPasJIMBOCTi NOCTYIIHOCTI Ce€pBiciB. MeTonM NOCIiIKEHb: METOLYM TEOPil MHOKUH 1 Teopii HaZilHOCTI, Teopii
MIMOBIDHOCTEM, MAPKOBCKOI'O aHaJIi3y, MATEMAaTU4YHOI CTAaTUCTMKY, iMiTallilHOrO MOJEIOBaHHS. Briepie
PO3p06JIEHO MOJeJIi TPOBEIEHHS OHOBJIEHHS Ta 0OCJIyrOBYBaHHS BEO-CUCTEM B YMOBaX aTaK Ha KOMIIOHEHTHU.

YI0CKOHaIeHO KOMILJIEKC MaTeMaTUYHUX MOjiesIell TOTOBHOCTI BeO-CHUCTEeM LIJISIXOM ypaxXyBaHHS 3MiHU IapameTpiB



ypas3IMBOCTEN KOMIIOHEHT, aTaK Ha JOCTYIHICTh LUX KOMIIOHEHT, IPOLECiB 00CIyrOByBaHHS Ta OHOBJIeHHS. JlicTaB
[I0/IAJIBIIOTO PO3BUTKY METO, BUOOPY pallioHAJIbHUX BapiaHTiB IPOBeeHHS 00CIyrOBYBaHHS Ta OHOBJIEHHS
IIPOrpaMHUX 3ac006iB 3 ypaxyBaHHSM ypa3aUBOCTEN i IPOEKTHUX NeeKTiB 32 KpUTEPieM FOTOBHICTb - BapTiCTb.
l'anysp - iHpOpMaLiliHi TEXHOJIOTII OLiHIOBaHHS Ta 320€31€4EHHSs] TOTOBHOCTI B€6-CUCTEM 3 YPaxyBaHHSIM

YPasanBOCTEN AOCTYIIHOCTI.

2. Object - processes of estimation and use for service oriented systems developed on the basis of web
technologies (web systems) that function under attacks on the vulnerabilities of components. The goal - is to
improve the accuracy of estimation and to assure the availability of web systems through the development of
models and method of information processing technology for parameter selection of update and maintenance of
software considering attacks on the vulnerabilities of services availability. Research Methods: set and reliability
theories, probability theory, Markov analysis, mathematical statistics, simulation. First developed model for update
and maintenance of web system operating under attacks on its components. Improved complex mathematical
models for availability of web systems taking into account changes in parameters of component vulnerabilities,
attacks on the availability of these components, processes of service update and maintenance. Further developed a
method for selecting rational options of maintenance and update of software considering vulnerabilities and
design flaws by (availability - cost) criterion. Domain - information technology assessment and ensuring web
system availability taking into account the availability vulnerabilities.
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