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2. Administrative and legal protection of state secrets in the State Criminal Enforcement Service of Ukraine

Pedepar:

1. Incepraris Ha 3006YTTSI HAYKOBOTO CTYIIEHs KaH[WaTa IOPUANYHMX Hayk 3a crenianpHicTio 12.00.07 (081 -
I[TpaBo). HaykoBo-pmocaigHu iHCTUTYT Iy6J1iyHOTO 1paBa, LleHTpanbHOYKpaiHChKUiL Jep>XKaBHUM YHIBepCUTET iMeHi
BonogumMupa BunHuuenka. KponuBHuubkuit, 2024. JlucepTaiiito NpucBsYeHO BUBHAYEHHIO OCOOIMBOCTEN
aIMiHiICTPaTMBHO-TIPABOBOTO PETYJIIOBAHHS BiIHOCHH, 1O CKJIAIAIOTLCS B CPePi OXOPOHU «IE€P>KABHOI TAEMHULI» B
Jep>kaBHill KpUMiHaIBbHO-BUKOHABYIN ciyx6i Ykpainu (JKBC Vkpainu), a Takox popMyTIOBaHHIO I1€PCIEKTUBHUX
HaIpsIMKIB yI0CKOHaJIEHHs! aIMiHICTpaTUBHOI'O 3aKOHOJABCTBA B 11il1 cdepi. B mocimpkeHHi 3BepHyTa yBara Ha
icHyBaHHs pi3HMX BUAIB «TaeMHOI iHpOpMallii», IKa MPU3BOAUTD A0 IPo6IEMH iX po3pisHEHHY, ineHTudikauii Ta
SIKICHOTO BPETyJIIOBAaHHS B HAlliOHAJIbLHOMY 3aKOHOJABCTBi. 3 METOI0 BUPIllIE€HHS Liiel TPo6IeMHOI CUTyallii

3aIMPOITIOHOBAHO MepeJTik 03HAK /IJ1s1 PO3Pi3HEHHsI BUAIB «TaeMHOI iH(popMallii» Ta OLiHKY SKOCTI iX MpaBoOBOTrO



BPETYJIIOBaHHS, SKUI BKJIIOYA€ TaKi CKJIAZOBi: 1) Ha3Ba BULy «TAa€MHOI iHpopMalii»; 2) meTa BUOKPEMIIEHHS BULY
«TaeMHHULi»; 3) cdpepa AisIIbHOCTI, B SIKill CTBOPIOETHCS «TaeMHA iHpopmallisi»; 4) XapaKTepUCTUKA 3arpo3, sIKi
CTAQHOBUTb PO3TOJIOLIEHHS «TAEMHOI iHpOpMalii»; 5) IpaBOBi 3aCail yHOPMYBaHHS BULY «TAaEMHULLIY; 6)
0COOJIMBOCTI 3aXUCTY «Ta€MHOI iHpoOpMaLLii» Ta IpaBOBOro pexxumy ii oxoponu. Haykosa po6oTa MiCTUTB
YTOYHEHHS MOHSTTS «00'€KT aJMiHiCTpaTMBHO-ITPAaBOBOI OXOPOHU [IeP>KaBHOI TA€EMHHULIi». B IKOCTi OCTaHHBOTO
3aIIPOIIOHOBAHO PO3YMITH: LOCTYII IO «CEKpeTHOI iHpopmalii» (B Oyzb-siKOoMy ii BUAi), BCTAHOBJIEHUI
3aKOHO/IAaBCTBOM I10PSIIOK [IOBOI)KEHHS i3 «J€p>KaBHOIO TAEMHUIIEIO» Ta PECYPCH, KOHTPOJIb SIKUX 37ilICHIOETHCS 3
METOIO0 OXOPOHU «JeP>XKaBHOI Ta€EMHMUILI» (MaTepianbHi HOcIi cekpeTHOi iHpopmaii (MHCI); pexxuMHi npumileHHS,
30HMU Ta TepuTopii; indopmMauiiiHi (aBTOMaTH30BaHi) Ta iHpopMaLifiHO-KOMYHIKalliiiHi cuctemu Toio). Ha ocHOBI
OIIpallbOBAHUX BifloMOCTE 6yJ10 COOPMYJILOBAHO Ta MIPECTABIEHO B 3MiCTi pOOOTH aBTOPChKE BU3HAUEHHS
MIOHSITTS «aIMiHICTPaTUBHO-TIPABOBA OXOPOHA AE€P>KaBHOI TaeMHHULI». [Tifl IUM IOHATTSAM 3alIpDOIIOHOBAHO
PO3YMITHU: KOMILJIEKCHY CUCTEMY aJMiHICTPATUBHO-TIPABOBUX HOPM, SKa Peali3ylOThCs BUSHAYEHNMU JEPKABOIO
cy0’eKTaMU 3 METOIO 3aI00iraHHs po3roJIOIeHHIO «CEKpeTHOI iHpopmaliii» Ta BTparam ii MaTepiasibHUX HOCIIB,
BU3Hauae i 3a0e3leuye BiAIOBiIaIbHICTh Ta BPETYJIbOBYE 3aX01U 3a0€3[1€YEHHS «PEKUMY CEKPETHOCTI» i
OOME>XEHHS IOCTYIY IO BilOMOCTEH, Ki MiCTSIThb «Iep>KaBHY TA€EMHHULIIO». B xoxi aHanisy 3akony Ykpainu «I1po
IepkKaBHY TAEMHHULII0» OYJIO BCTAHOBJIEHO, 1110 O3HAYEHNI HOPMATUBHO-TIPaBUH aKT MiCTUTH JIMIIE OKPeMi
IIPUHLUIIY, SIKi CTOCYIOThCSI 3aceKpedyBaHHs iHdopMmallii, a He BCiei 0XOPOHU «I€p>KaBHOI TAEMHHULL» B LIIJIOMY.
BpaxoBylo4M BejIMKe 3HAY€HHS], SIKE MalOTh IPUHLIANY 7151 IPUMHSITTS YIIPaBJIiHCbKUX PillleHb Ta 3 METOIO
YIOCKOHAJIEHHS 3aKOHOJABCTBA IIPO «JI€PKaBHY TAEMHHULIIO», 3alIPOIIOHOBAHO PO3MIMPUTHU 3MICT CIIeLiaIbHOrO
3akoHy. Jlo HbOrO 3allpONIOHOBAHO JOAATU TaKi NPUHIUIIAMU SIK: IPUHLUI 3aKOHHOCTI; TPUHLMII HEOOXiHOTO
3HAHHS; IPUHIUII I€PCOHAJIBHOI BiATIOBiAAIbHOCTI; MPUHIUIT KOMIIJIEKCHOTO OLiHIOBaHHS «iH(opMalLlii»; NpUHIUM
0671iKy «iHbOopMaLii» Ta JOKYMeHTyBaHHS AisbHOCTI. [1if yac gociimkeHHs 6yy10 Kiacu@ikoBaHO 3arajbHi
3aBJaHHS, SIKi IpUTaMaHHi JJ1s1 BCiX CyO'€KTIB, 110 IPOBalsTh AislTIbHICTD MOB'SI3aHY i3 «[lep>KaBHOIO TAEMHULICION.
BupineHo Taki rpynu 1ux 3aBiaHb: KOHTPOJIbHO-HAIJISLOBI; 00JIKY Ta JOKYMEHTYBaHHS; OpraHi3alliiiHi; aHaliTU4Hi,

KOMYHIKalliliHi, 3aBJ,aHH i3 IIJIaHyBaHHS.

2. Dissertation for obtaining the scientific degree of candidate of legal sciences, specialty 12.00.07 (081 - Law).
Research Institute of Public Law, Central Ukrainian State University named after Volodymyr Vinnichenko.
Kropyvnytskyi, 2024. The dissertation is devoted to defining the peculiarities of the administrative and legal
regulation of relations in the sphere of protection of "state secrets" in the State Criminal Enforcement Service of
Ukraine, as well as to the formulation of promising directions for the improvement of administrative legislation in
this area. The study draws attention to the existence of various types of "secret information", which leads to the
problem of their distinction, identification and qualitative regulation in national legislation. In order to solve this
problematic situation, a list of signs for distinguishing types of "secret information” and assessing the quality of
their legal regulation is proposed, which includes the following components: 1) the name of the type of "secret
information"; 2) the purpose of distinguishing the type of "mystery"; 3) the field of activity in which "secret
information" is created; 4) description of the threats posed by the disclosure of "secret information"; 5) legal
principles of normalization of the type of "secret”; 6) peculiarities of the protection of "secret information" and the
legal regime of its protection. The scientific work contains clarification of the concept of "object of administrative
and legal protection of state secrets". As the latter, it is proposed to understand: access to "secret information"” (in
any of its forms), the procedure for handling "state secrets" established by law, and resources, the control of which
is carried out for the purpose of protecting "state secrets" (material carriers of secret information; regime
premises, zones and territories; information (automated) and information and communication systems, etc.). Based
on the processed information, the author's definition of the concept of "administrative-legal protection of state
secrets" was formulated and presented in the content of the work. This concept is proposed to be understood as: a
complex system of administrative and legal norms, which is implemented by entities determined by the state in
order to prevent the disclosure of "secret information" and the loss of its material carriers, defines and ensures
responsibility and regulates measures to ensure the "secrecy regime" and limit access to information that contains
"state secrets". In the course of the analysis of the Law of Ukraine "On State Secrets" it was established that the



specified normative legal act contains only certain principles related to the classification of information, and not
the entire protection of "state secrets" as a whole. Taking into account the great importance of the principles for
making management decisions and in order to improve the legislation on "state secrets", it is proposed to expand
the content of the special Law. It is proposed to add such principles as: the principle of legality; the principle of
necessary knowledge; the principle of personal responsibility; the principle of comprehensive assessment of
"information"; the principle of "information” accounting and activity documentation. During the research, the
general tasks that are common to all entities involved in activities related to "state secrets" were classified. The
following groups of these tasks are distinguished: control and supervision; accounting and documentation;
organizational; analytical, communication, planning tasks.
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