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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYyOPHK: 50.41.23

Tema gucepranii:
1. MeTonu no6ynyBaHHS KOAiB aBTeHTUQIKalil TOBiIOMIIEHHS 3 MiABULLIEHOI0 BUAKOMAI€I0

2. Message authentication techniques with higher speed

Pedepar:

1. MeTor0 mocinKeHb € aHai3 iICHYIOUNX, YAOCKOHAJIEHHS Ta pO3p0o0Ka HOBUX METO/IiB I0OYAYyBaHHS KOZiB
aBTeHTUdIKallii TOBiTOMJIEHD, 5IKi 6 Maju 6isblily, Y IOPIBHSHHI 3 iCHYyIOUMMH, IBUAKO/II0 IIPU 30€pe>KeHHi
331aHOTO PiBHS CTiMKOCTI. O6'€KTOM IOCIiIPKEHHS € IPOLeCU aBTeHTU(iKallii JaHUX, sIKi IPYHTYIOTbCS Ha
BUKOPUCTaHHI yHiBepCasbHUX (PYHKLil relryBaHHs HA OCHOBI OOYMCJIEHHS 3HAYE€HHSI [10JIiHOMA B CKIHU€HHUX
MOJISIX Ta KiNblUsX. [IpeqMeToM [OoCTiiskeHb € MeToau aBTeHTuikalii JaHuX 3 33JaHUM PiBHEM CTiMKOCTi Ha OCHOBI
004YMCIIeHHS 3HaYeHHS M10J1iIHOMA B CKiIHYeHHUX MOJISIX Ta KiIbIISX, SKi JO3BOJISIOTh BUKOHATU BUMOTU /10 KOiB
aBTeHTUiKallii MOBiOMJIEHb, B TOMY YUCJIi 0O0B'I3KOBO KOJIi3iliHA CTiMKiCTh, CKIAIHICTb 3HAXOIKEHHS ITPO06pasy
Ta APYroro npoo6pasy, BUCOKA WIBUAKOMIS, IIPOCTOTA peanisalii Tomo. MeTonu gociifkeHb: METOIU Teopii irop Ta
teopii indopmauii npu JocaimKeHHi MaTeMaTUYHOI MOZeJli CUCTEMH 3 aBTeHTUdIKALieI0 NJaHUX Ta OOIPYHTYBaHHS
BMMOT JJO METO[IiB aBTeHTU(PiKallii JaHMX; METOX TeOPii M0JIiB i rpyI, METOAU TeOopii IMOBIpHOCTEN Ta
MaTeMaTW4Ha CTaTUCTUKA ITPU BU3HAUYEHI IMOBIPHOCTI M10SIBY CJIa0KUX KIII0YiB; METOAM TEOPii MapaseabHux

004KCIIeHb IpU 1100y IyBaHHi Ta OLiHLIi BJIACTUBOCTEN NapajleJbHUX aJITOPUTMIB relllyBaHHSI; METOIU CUCTEMHOTO



aHaJli3y NpY NOPiBHSHHI iCHYIOUMX MeTOZiB aBTeHTUdiKallii TOBifOMJIEHD; IPOTPaMHE MOJEJIIOBAHHS [IPU peartisarii
MIPOLIECIB YHiBEpCAIbHOrO TellyBaHHs. TeOpeTUYHI i NPaKTUYHI pe3yabTaTy AOCIiIKEHD 1. YIOCKOHANEHO METOZ,
VHiBEpCaJIbHOTO I'elllyBaHHS Ha OCHOBI OOYMCJIEHHS 3HaY€HHS [T0JIIHOMA HaJl CKiIHYEHHUM IOJIEM, KU
BiIpi3HSIETHCS Bif IPOTOTUILY TUM, 1O Nlepenbdadae rellyBaHHs OBiJOMIIEHHS y Nl IapaJleJIbHUX ITOTOKIB
Cyrep60KaMu 3 N 6JIOKIB 3 JeSIKUM KJII0UeM X 3 HACTYITHUM TellyBaHHSAM OTPUMaHUX IIPOMDKHUX rell-3Ha4yeHb 3
KJII0YeM X1, 1110 AO3BOJIWJIO 30iJIbIINTY IIBUIKOL{I0 y N pasiB, e N - YMCJIo NOTOKIB. 2. Briepie 3ariporioHOBaHO
METO]], yHiBE€PCaJIbHOTO relllyBaHHs, SKUI 6yyeTbCSl Ha OCHOBI 00YMCIIEHHS 3HAUE€HHSI II0JIIHOMA B KiJIbLIi LiNIUX
qucesl 3a Mogysem 271, mo 1o3BoJisie 3a6€3neYnTy iMOBIPHICTb KoJti3ii 1/(27(1-1)) He3anesxxHo Bif OBXUHU
[IOBiIOMJIEHHS!, 361IbIINTY MBUAKOLII0 IPUGIM3HO Y 2,5 pasiB y NOPIBHSIHHI 3 PYHKILi€I0 relyBaHHS Ha OCHOBI
004MCyIeHHs 3HaYeHHsI TIOJIiHOMa HaJ, CKiHY€eHHUM [10J1eM, 3a6e3M1eYnTy HeBPA3JIMBICTh JI0 aTaK CIIOCTEPEsKeHHs 3a
4acoOM BUKOHaHH4. 3. Brieple 3alIpoIIOHOBAHO METOJ, YHIBEPCaJIbHOTO TellyBaHHS, SIKAI OyIyeTbCSI HA OCHOBI
KOMITO3MLilIHOI KaCKaJiHOi CX€MH i TelllyBaHHS Ha OCHOBI 064N CJIEHHS 3HAUY€HHS TI0JIiHOMA B KiJIbLli LIiJIUX YKCeJ 32
MozyneM 271 Ha 060X KacKazax, o N03BOJIsi€ 3a6€3NeYUTH OiIblly KiJIbKiCTh KJIIOUIB, SIKi He HajexaTb [0 KJIaciB
CJIa0KMX KJIIOUiB, Y TIOPIBHSHHI 3 METOJIOM YHiBE€pPCaJIbHOTO relllyBaHHsI HA OCHOBI OOUMCJIEHHS 3HaY€HHs [10JIiHOMa
B KiJIbLii X ynces 3a monysem 27 1. 4. Briepie 3anrporioOHOBaHO aJITOPUTM I1apajesIbHOTO YHiBEPCATbHOTO
relyBaHHS Ha OCHOBI O0YMCIIEHHS 3HAUEeHHS II0JIiHOMA HaJ, CKIHUEHHUM I10JIeM, SIKUH [lepefbadae reiyBaHHs
IIOBiIOMJIEHHS ¥ N NIapajleJIbHUX NIOTOKIB CyIiep6sI0KamMu 3 N GJIOKIB 3 [EesSKUM KJI0UeM X 3 HAaCTYIIHUM rellyBaHHSIM
OTPMMAaHUX IIPOMDKHUX Tell-3HayeHb 3 KJIlo4eM X n. 5. Briepliie 3arporoHOBaHO aJrOPUTM YHIBEPCATIbHOTO
relIyBaHHS Ha OCHOBI OOYMCIIEHHS 3HAUE€HHS TI0JIIHOMA B KiJIbLii IiIUX YKcesl 32 MoAayJyieM 271, IKnii BUKOPHUCTOBYE
JIMIIE TEePETBOPEHHS HAJ KiJIbLIEM LIJINX YKCEJl MOLYJII0 3aMiCTh IEPETBOPEHD y MOJIAX. 6. Briepie 3anporoHoBaHO
napa’sesbHUI aJTOPUTM YHIBEPCAIbHOTO FElllyBaHHS, 0 peaslidye KOMIIO3ULIMHY KaCKaZHy CXeMy i relryBaHHs Ha
OCHOBI O0YMCJIEHHS 3HAU€HHSI [TOJIIHOMA B Ki/bLi LiNnKX yuces 3a modysem 271 Ha 060x Kackajax. 7. Po3pobeHi
KOMILJIEKCH IIPOrPaMHOTO 3abe3reyeHHs (IporpaMHi Moiei), o peasizyloTb po3pobiieHi MeTOIY YHIBepCalbHOIO
relyBaHHS B Kislblli Ljinux unces 3a mogysem 271, 8. OTprMaHo psij, aHANITUYHUX CIIiBBiAHOLIEHD, SIKi JO3BOJISIIOTH
3pOOMTH OLiHKM MMOBIPHOCTEN BUOOPY C/IA0KMX KJIIOYiB 151 yHiB€PCaIbHUX (PYHKIiM reuyBaHHS Ha OCHOBI
0064KCIIeHHS 3HaUY€HHSI I10JIiHOMa HaJ, CKIHUeHHUMHU TIOJIIMM Ta HaJ, KiJIbLieM LiJIuX 4uce 3a moaysiem 271, Haykosa
HOBU3HA. 1. YIOCKOHAJIEHO MEeTO/, YHiBepCabHOTO IelllyBaHHS Ha OCHOBI 004YMCIIEHHSI 3HAUE€HHSI II0JIiHOMa HaJ,
CKiHYEHHUM I10JIE€M, SIKUY BiIpi3HSAETHCS Bi IPOTOTUILY TUM, 110 Nlepebadae rellyBaHHs OBiOMIIEHHS y N
napa’sesyibHUX IIOTOKIB CyIiep6I0KaMu 3 N 6JIOKIB 3 AEesSKUM KJII0UeM X 3 HACTYITHUM TellyBaHHSIM OTPUMAaHUX
IIPOMIKHUX reli-3Ha4yeHb 3 KJII04eM X1, [0 T03BOJIMJIO 301IBIIMNTY WIBUAKOII0 ¥ N PasiB, [ie N - YKUCJIO IOTOKIB. 2.
Briepiue 3an1porioHOBaHO METO/, YHIBEPCAIbHOIO TelllyBaHHS, SIKUAi OyIyeTbCsl HA OCHOBI OOUMCIJIEHHS 3HaYEHHS
IIOJIIHOMA B KiJIbLIi LiIKX yKMcesl 32 ModysaeM 271, o [03BoJisie 3a6e3ne4nTy iMOBipHiCTb Koiii 1/(27(1-1))
HEe3aJIeXHO Bif TOBXUHY MOBiTOMJIEHHS, 30iJIbIINTY IIBUIKOZI0 IPUOIN3HO ¥ 2,5 pasiB y OPiBHAHHI 3 QyHKILEIO
relyBaHHS Ha OCHOBI 00YMCJIEHHSI 3HaUE€HHS II0JIIHOMa HaJ, CKIHUeHHUM I10J1eM, 3a0e311e4UTy HeBPa3JIUBIiCTh 10
aTak CIIOCTEPE’KEHHS 32 YaCOM BUKOHAHHSL. 3. Briepliie 3alipoNlOHOBAaHO METOJ, YHiBEPCAJIbHOTO I'€IllyBaHHSI, SIKUI
OyAyeTbCS HA OCHOBi KOMIIO3ULiHOI KACKaJHOI CX€MHU i relyBaHHS Ha OCHOBi OOUMCJIEHHS 3HaU€HHS I10JIiHOMA B
KiJIbLIi LiJIMX Yrces 3a MonysieM 271 Ha 060X KacKazax, 1o A03BOJIsIE 3a0e31eYnTH OibIIy KiJIbKiCTb KJIIOUiB, SIKi He
HaJjiexxaTb JI0 KJIaciB cJ1abKuX KJII0UiB, y IOPiBHSIHHI 3 METO/IOM YHIBEpCAJIbHOIO TelllyBaHHS Ha OCHOBI 00YMCIIEHHS
3HAYEHHS TI0JIIHOMA B KiJbLli LiIUX Yuces 3a MoayieM 27 1. HaykoBi TeopeTH4Hi Ta NPaKTUYHi pe3yJIbTaTh
IycepTaliiiHOI pO60TH MOXKYTb BUKOPUCTOBYBATHUCS IIPYU IPOEKTYBAHHI CTBOPEHHI BUCOKOIIBUAKICHUX 3aC00iB

3axucTy iHdpopMallii y KOMIT'IOTEPHUX CUCTEMAaX Ta Mepeskax

2. Aim of research is analysis of existing, improvement and development of methods of new construction of
authentication codes messages that would have greater compared with existing, speed while maintaining a given
level of security. The object of the study is to process authentication data, based on the use of universal hashing
functions based on polynomial value computation over finite fields and rings. The subject of research is the
authentication methods of data with a given level of resistance based on polynomial value computation over finite
fields and rings that allow to fulfill the requirements for message authentication codes, including the required
collision resistance, difficulty finding preimage and second preimage, high performance, ease of implementation.



Research methods: the methods of game theory and information theory in the study of the mathematical model
with data authentication and substantiation requirements for data authentication methods, methods of field
theory and group methods of probability theory and mathematical statistics in determining the probability of weak
keys and the methods of the theory of parallel computing in constructing and evaluation of the properties of
parallel algorithms for hashing, methods of system analysis when compared to existing methods of authentication
messages; software modeling in the implementation process of universal hashing. Theoretical and practical
research results 1. The improvement of method of universal hashing based on polynomial value computation over a
finite field, which is different from the prototype that involves hashing messages n in parallel streams superblock
with n blocks with some key x followed by hashing the received intermediate hash-value of key x ™ n, which
allowed to increase performance in n times, where n - number of threads, was proposed. 2. For the first time the
method of universal hashing, which is based on calculating the value of a polynomial in the ring of integers modulo
2 ™ 1, thus allowing for the probability of collisions 1 / (2 ™ (I-1)) regardless of the length of the message, increase
the speed of approximately 2, 5 times as compared with the function hashing based on polynomial value
computation over a finite field, provide invulnerability to attacks observation time performance, was proposed. 3.
For the first time the method of universal hashing, which is based on compositional cascade scheme and hashing
based on polynomial value computation in the ring of integers modulo 2 ~ 1 in both stages, which allows a greater
number of keys that do not belong to the class of weak keys, in comparison with universal hashing method based
on polynomial value computation in the ring of integers modulo 2 ™ 1, was proposed. 4. For the first time algorithm
of parallel universal hashing based on polynomial value computation over a finite field, involving hashing messages
n parallel streams superblock with n blocks with some key x followed by hashing the received intermediate hash-
value of key x ™ n, was proposed. 5. For the first time universal hashing algorithm based on calculating the value of
a polynomial in the ring of integers modulo 2 ™ 1, which uses only the transformation over the ring of integers
modulo instead of changes in the fields, was proposed. 6. For the first time parallel algorithm universal hashing,
realizing compositional cascade scheme and hashing based on polynomial value computation in the ring of
integers modulo 2 * 1 in both stages, was proposed. 7. Software that implement the methods of universal hashing
in the ring of integers modulo 2 ™ | was developed. 8. Some analytical relationships, which allows to estimate the
probability of choosing weak keys for universal hashing functions based on polynomial value computation over
finite fields and over the ring of integers modulo 2 ~ 1, were developed. Scientific novelty. 1. The improvement of
method of universal hashing based on polynomial value computation over a finite field, which is different from the
prototype that involves hashing messages n in parallel streams superblock with n blocks with some key x followed
by hashing the received intermediate hash-value of key x ™ n, which allowed to increase performance in n times,
where n - number of threads, was proposed. 2. For the first time the method of universal hashing, which is based
on calculating the value of a polynomial in the ring of integers modulo 2 ” 1, thus allowing for the probability of
collisions 1 / (2 ™ (1-1)) regardless of the length of the message, increase the speed of approximately 2, 5 times as
compared with the function hashing based on polynomial value computation over a finite field, provide
invulnerability to attacks observation time performance, was proposed. 3. For the first time the method of
universal hashing, which is based on compositional cascade scheme and hashing based on polynomial value
computation in the ring of integers modulo 2 ~ 1 in both stages, which allows a greater number of keys that do not
belong to the class of weak keys, in comparison with universal hashing method based on polynomial value
computation in the ring of integers modulo 2 ~ 1, was proposed. Scientific theoretical and practical results of the
thesis can be used in the design of high-speed protection of information in computer systems and networks
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