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V. BimoMocTi npo guceprariio
MoBga guceprariii:
Koau TeMaTHYHHX PyOPHK: 14.35.09

Tema gucepranii:
1. Teopis i MeToguMKa NiATOTOBKU OaKasaBpiB 3 KibepOe3neKku B yMOBax OCBITHbO-LIU(POBOro CEPENOBUIIA.

2. Theory and methods of training bachelors in cybersecurity in an educational and digital environment.

Pedepar:

1. O6'eKT mocCHimpKeHHs - MiAroTOBKa 6aKayaBpiB 3 KibepOesneKky y 3aKiafax BUILOI OCBITH; IPeIMEeT NOCTiIKeHHS ~
Teopis i mpakTHKa MiiroTOBKYU 6aKasaBpiB 3 KibepOesrneku B yMOBax OCBITHbO-LIM(PPOBOTO CEPEIOBUILA B
VHIBEpPCUTETAX; META JOCJIiIP)KEHHS - TEOPETUYHO OOI'PYHTYBATU, PO3POOUTU I €KCIIEPUMEHTAJIBHO IIEPEBipUTH
e(eKTUBHICTb MOZEJI MiArOTOBKY 6aKalaBpiB 3 KibepOe3NneKu B yMOBaX OCBITHbO-IIM(POBOT0O CEPELOBUILA,;
METOAM: TEOPETUYHI METOAM - BUBYEHHS Ta aHAJIi3 [ICUXO0JIOrO-TIEHArOriYHOl, METOAMYHOI JIiTEPATypH, a TAKOX
iHopmauiitHux pecypciB mepexi IHTepHeT - [J151 BU3Ha4eHHs NTpo6JieM Ta 0COOIMBOCTEN HaBUYaHHS B YMOBax
IVCTaHLIMHUX KypcCiB, GOPMYBaHHS OCOOMCTOCTI 6aKalaBpiB 3 KibepOe3eKr B yMOBaX BUBYEHHSI HABYaJIbHOTO
Martepiany B OCBITHBO-LIM(POBOMY CEPELOBUIL; MPOrHO3yBaHHS, (popMasisallis, KaTeropiaabHuii i JOTiYHUN

aHaJi31 3 METOI0 BU3BHAYEHHS TIICUX0JIOrO-TIeJaroriyHux XapaKTePUCTHUK MiIr0OTOBKY 6akasaBpiB 3 KibepOesneku,



y3arajbHEHHs OTPMMAaHMX PE3yJIbTaTiB i JOCBiAy; eMIIIPUYHI METOAM - ONUTYBAHHS, aHKETYBAHH4,
CaMOOILIiHIOBaHHS, TECTYBaHHS, IIPSIME i ONIOCEPENKOBAHE CITOCTEPEKEHHS 3a IIPOLIECOM HaBYaHHS, [1€4aroriyHui
€KCIIEPMMEHT, METOAY MaTEMATUYHOI CTATUCTUKY, - SIKi JO3BOJIMJIN 00'€KTUBHO OLiHWUTY PE3yJIbTaTU AOCiIyKEHHs
i 1OBECTU [OCTOBIPHICTh MO3UTHBHUX 3MiH, 110 BiIoy11Cs Ha (OPMYBAJIBHOMY €Talli €KCIIEPUMEHTY; HAyKOBa
HOBU3HA - BIIEpLIE: OOIPYHTOBAHO TEOPETUKO-METOOJIOTIUHI 3acaay (y3aralbHEeHO aKTyalbHUM /1711 PO3BUTKY
Cy4yacHOI CUCTEMH OCBITU JIOCBij, MifroTOBKY 6aKasaBpiB 3 Kibepbesneky 3aco6amMu OCBITHbO-1L[U(PPOBOTro
CepeloBHUIIA; OKPECIEHO HAYKOBI MiJIX0u [0 MiArOTOBKY 6aKasaBpiB 3 Kibep6e3neKy y 3aKkjali BUILOI OCBITH SIK
[eJaroriyHoi cucremu, mo QyHKIIOHYE 3 ypaxyBaHHSM N1€ArorivHoOro AOCBily IPOBiIHNAX HAyKOBLB KPaiHU i CBiTy
IIJISIXOM BiIKPUTOI OCBITU Ta HACTYITHOCTI HA BCiX eTarax I[bOro Npolecy); 3filicHeHo gudepeHialio
npodeciiiHOro HaByaJabHO-METOUYHOTO MaTepiay; po3po6JIeHO aBTOPChKY MOZEJb Ta TEXHOJIOTIIO MiirTOTOBKU
6akaaBpiB 3 KibepOe3neKr B yMOBaxX OCBITHbO-LIM(POBOrO CEPEIOBUIIA; HAYKOBO OOI'PYHTOBAHO I€1aroriyHi
YMOBHU MiJrOTOBKU 6aKajiaBpiB 3 KibepOesrneKku, BIPOBAIKEHHSI B OCBITHil IIpoLieC OCBITHbO-IIU(POBOTro
cepeoBHUIIa; 3aIIpONIOHOBAHO 1 HAYKOBO OOI'PYHTOBAHO 3aco6u peasizallii 1r¢ppoBOro HaBYaHHS y 3aKkJjaziax BUIIO]
OCBITH 3 ypPaxyBaHHSM Cy4aCHUX CYCIiJIbHO-iCTOPMYHUX, COLia/IbHO-NI€JaroriYHuX Ta iH(popMaliiiHuX 3MiH B
YKpaiHi Ta CBITOBOMY OCBITHbOMY ITPOCTOPi. OKPECIEHO 3HAYYLIICTh NPOQeCiiHOro MOTeHIiany NiAroTOBKU
OakasaBpiB 3 Kibep6e3neKky B yMOBaX OCBITHbO-LIU(PPOBOrO CepeloBULIA SIK iHHOBaLiMHOI (OPMU HiITOTOBKU
(daxiB1IiB B KOHTEKCTi AMHAMIYHOTIO PO3BUTKY iH(OpMallilHO-TeJIeKOMYHIKallillHUX TEXHOJIOTi1; BUBHAYEHO

KpUTePii, MOKa3HMKHU Ta OXapaKT€PU30BAaHO PiBHi TOTOBHOCTI 6aKalaBpiB 3 KibepOe3neKy y BUBHAY€HOMY HaIpsIMi.

2. The object of research is preparing of bachelor's degree in cybersecurity in higher education institutions; the
subject of research - theory and practice of preparing of bachelor's degree of cybersecurity in an education-digital
environment in universities; theoretically ground, develop and experimentally test the effectiveness of the model
of bachelor training in cybersecurity in an educational-digital environment; theoretical methods - study and
analysis of psychological and pedagogical, methodological literature, as well as information resources of the
Internet - to identify the problems and peculiarities of distance learning courses, formation of bachelors in
cybersecurity studies in the study of educational material in a digital environment; prediction, formalization,
categorical and logical analysis to determine psychological and pedagogical characteristics of bachelors'
cybersecurity training, summarizing the obtained results and experience; empirical methods - assessment,
questionnaires, self-assessment, tests, direct and indirect observation of the training process, pedagogical
experiment, mathematical statistics methods, which allowed us to evaluate the results of the study and prove the
positive changes that took place during the formative stage of the experiment; the scientific novelty of the
dissertation is that for the first time: the article provides theoretical and methodological grounds (summarizes the
experience of training bachelors in cybernetics by means of the educational and digital environment, which is
relevant for the development of the current educational system; outline a scientific approach to educating
bachelors in cybersecurity in higher education as a pedagogical system, which functions by taking into account the
educational experience of leading scientists in the country and the world through an open educational process at
all stages of this process); the differentiation of professional teaching and learning material is carried out;
developed the author's model and technology for training bachelors in cybersecurity in a digital environment;
substantiated the pedagogical conditions for training bachelors in cybersecurity and the implementation of a
digital environment in the educational process; the means of implementation of digital learning in higher
education institutions taking into account current socio-historical, socio-pedagogical and informational changes
in Ukraine and the world educational space was proposed and scientifically substantiated. The significance of
professional potential of undergraduate cyber security training in the educational and digital environment as an
innovative form of training of teachers in the context of the dynamic development of information and
telecommunications technology; criteria, indicators and preparedness level of bachelors in cybersecurity in the
specified direction were determined.
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