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Pedepar:

1. BcTaHOBJIEHO, 1O OOHUM i3 PyHAAMEHTAJIbHUX KOHCTUTYLIMHUX [IPaB 0COOH, SIKE MOPS], 3 TPaBOM Ha JKUTTS,
IIPUBATHOTO XUTTS. IMIIepaTUBHI IPUNKCHU HALIiIOHAJILHOTO Ta M>)KHAPOAHOTO 3aKOHOJABCTBA, 110 Ji€ Ha TEPEeHax
YKpainu, He3Ba)Kal0yM Ha BUKJIIOYHO JIIHTBiICTUYHI BiJMiHHOCTI TEKCTiB, OXOPOHSIIOTh OJJHAKOBi 32 3MiCTOBHUM
HaAIMlOBHEHHSIM aCIeKTU [IPaBa Ha IPUBATHICTb, OJJHAK iCHy€e HarajbHa IOTpe6a B yHidikawii TepmiHOJIOrii
3aKOHOZABYMX aAKTiB B YKpPAiHi 1 YHEMOXJINBJIEHHS 3BYy)KEHHS O0CSTY 3aXMCTY MPAB JIOJVHYU Y IPAKTUYHIN
IJIOMMHI. BU3Ha4YeHo, 1110 XapaKTepHOIO PUCOI0 IIPABOBOTO PETyJIOBaHHS chepy NPUBATHOCTI B YUHHOMY
3aKOHOJABCTBI BUCTYIIA€ CUHEPTis KOHCTUTYLIMHO 3aKPIIJIEHMK FapaHTil Ta LUBiJIbHO-TIPABOBOI, aIMiHICTPAaTUBHO-
IIPABOBOi Ta KpUMiHAJIbHO-TIPABOBOI OXOPOHMU, IPEIMETOM SIKUX BUCTYyINa€e KOHQifeHLiiHa iHdopmallis mpo ocooy.

BrokpemsieHO HaiibinblI 3HAUYIIi HEJOIIKY KOXKHOI 3 rayyseil, siki 3ByKYITb 3MICT caMOi 0XOPOHU Ta e(peKTHUBHICTb



ii BmBYy. BusaHaueHo, mo Bcboro npotsirom 2015-2023 pp. B YkpaiHi 6ys10 3apeecTpoBaHo 19 770 KpuMiHaIbHUX
IIPaBOIOPYLIEHb IPUBATHOCTI, OJJHaK BU3HAYAJIIBHUM CKJIZOM Y CTPYKTYPi IPaBONOPYIIE€Hb IPOTY IPUBATHOCTI €
cT. 162 KK Vkpainu (87%), Tozi 5K OpylIeHHs! HeJOTOPKAHHOCTI IIPUBATHOTO XXUTTSI CKIaAAl0Th Juile 6J11U3bKO 12%.
JocigKeHHs piBHA CyIMMOCTI BKa3aJio Ha HasgABHICTb BCbOro 24 BUPOKIB 3a cT. 182 KK Ykpainu 3a gocigKyBaHui
nepioz. Piske nigBuieHHs KoeQillieHTy 3/104MHHOI iHTEHCUBHOCTI y 2023 p. € LITyYHUM, OCKiJIbKU CIIPOBOKOBAHE
CKOPOUYEHHSIM KiJIbKOCTi ITOCTiITHOTO HacesieHHs KpaiHy Yy 3B’13Ky 3 IOBHOMACIITAaOHUM BTOPTHEHHSIM.
CdopMysibOBaHO KaTeropii criocobiB NopyueHHs HeJJOTOPKaHHOCT] IPUBATHOTO KUTTSI HA Cy4acHOMY €Talli, cepef,
sKuX GIMIMHT; XaKiHT; IePeBUILIEeHHS CIy>KOOBUX TOBHOBAXXEHD YU 3JIOBXKUBAHHS HUMU; BUKOPUCTAHHS TeXHIYHUX
3aco0iB 5K ayzio-, Bifeo, porodikcanii, Tak i 115 nourpeHHs iHpopmauii. 3arrporoHOBaHO KaTeropusarliiio
MIOPYLIHMKIB 3a IBOMa KPUTEPISIMU — LIJIECIIPSIMOBAaHICTb 3JI0YMHHO] [TIOBEIHKU Ta HASgBHICTb LOCTYII [0
[IEPCOHAJIHUX JaHUX NOTepHinnx. Ha nifcrasi eMnipryHux gaHuX 3po6JI€HO BUCHOBOK IIPO BUCOKUIL PiBEHb
JIATEHTHOCTI NOPYIIEHb IPUBATHOCTI, IEPEBAXKHO MEXKOBOTO BUY, [1J15 SIKOTO € XapaKTEPHUM BIIJIMB 00’ €KTUBHUX Ta
Cy0’eKTMBHUX YMHHUKIB. [103a MeXXamu 00J1iKy 3HaXOAUTHCS B [I€B'SITh PasiB Oijbllle IOPYIIEHb IPUBATHOCTI, HIX ix
BUSBJIEHO. Y JeTepMiHallilHOMY KOMILJIEKCI TOPYIIEeHb [IPMBATHOCTI 3alIPOIIOHOBAHO BUI/ISITU YMHHUKY, 11O
NoB'sI3aHi 3 U} PpoBi3ali€0 CyCnibHUX BiTHOCKH; YUHHUKH, 110 ITOB’A3aHi 3 HELOCTaTHIM 3aXMCTOM iHpopmaliii;
YWHHWKY, 1[0 MOB's13aHi 3 pO60TOI0 MPaBOOXOPOHHUX OPTaHIB, @ TAKOX COLiaJIbHO-€KOHOMiYHi, COIiaJIbHO-
NOJIiTUYHi (1IpaBoOBi), coLjiabHO-KyJIbTYPHI Ta BIKTUMOJIOTi4UHI YNHHUKMU. [TliKpecseHo, 1110 3ar106KHUI BIJIMB 5K Ha
MIXKHApPOJHOMY PiBHi, Tak i y MeXax KO>KHOI IOCJIiI)KeHOi 3apy0iKHOI KpaiHY HalliJleHni Ha KOHTPOJIb 32
IisITIBHICTIO IOpUIIMYHUX OCi6, 2 He epeciYHnX rPOMa/isiH, X04a Ha PiBHI KpUMIHAJIbHOTO 3aKOHOAABCTBA KOKHA 3
HUX BU3HA€E Ta 3aXUIIA€E IIPABO HA MPUBATHE KUTTsL. 3alIPOMIOHOBAHO I'OJIOBHI CTpATeTiyHi HapsIMU 3ar06i>KHOTO
BIUJIMBY, Ha IKMX Mae 6a3yBaTuCs Jep>kKaBHa I0JliTHKa Y cdepi 3arnobiraHHs Ta NPOTUii NOPYLIEHHSIM IPUBAaTHOCTI
Ha TepeHax YKpaiHu, 30kpema: 1) IpoTuiis NoB’s13aHiil 3 IOPYIEHHSIM IPUBATHOCTI KiOeP3JI0UNHHOCTI; 2)
yIOCKOHAJIEHHS Hal[iOHAJIbHOTO 3aKOHOJABCTBA, 110 PEryJIloe CyCIiybHI BilTHOCUHU y cdepi 3aXUCTy i 06poOKHU
[IEPCOHAJIBHUX JaHUX; 3) yAOCKOHAJIEHHS Aisl/IbHOCTI OpraHiB KpUMiHa/IbHOI IocTULi y cdepi 3abesnedeHHs
HEJIOTOPKaHHOCTI ITPUBATHOTO XUTTS; 4) MiJBUIIEHHS] €TUYHUX CTaHAAPTIB IPEICTAaBHUKIB OKPEMUX IIPOeECilt Ta
IiIBUIIEHHS iX 3arajibHOi KOMIIETEHTHOCTI y cdepi IPpMBAaTHOCTI; 5) MiJBUILEHHS PiBHS 00i3HAaHOCTi TPOMAaJISIH IIPO
MIPaBO Ha MPUBaTHE XXUTTS, MOTO HEJOTOPKAHHICTh, CKJIa/I0Bi, MOXKJIMBI MOCSITaHHSI, CIIOCOOU 3arobiraHHs Ta
3aXMCTY Bifl OCTaHHIX, a TaKOXX 3alIpOIIOHOBAHO KOMILJIEKC 3aXO[iB 3a1100iraHHs [IOPYIIEHHSIM HEJJOTOPKAaHHOCTI
IIPUBATHOTIO XUTTS Yy MeXax LUX HanpsMiB. Taka nositTuka Mae 6yTH y3ro>Ke€HOI0, iepapXiuHo10, BIIOPSAKOBAHOIO Ta
XapaKTepU3yBaTHCS KOMIIETEHTHICTIO BiIIOBiITHUX BIaJHUX OpPraHiB. [JoBe€HO, 110 IepEBaXKHA KiJIbKiCTb
NOpYyILIEHb HEJJOTOPKAHHOCTI IPUBATHOTO KUTTSI BilOYBa€ThCS Yepe3 3HAaUHUI BHECOK >KEPTBU TAKOTO 3JI0UMHHOIO
nocsiranHs1. KOHKpeTHn30BaHO 3aX0[1 BiIKTUMOJIOTIUHOI IPO(INAKTUKY B MEXKAX 3arajbHOro, CIeLiaJIbHOTO Ta
iHAMBinyanbHOrO PiBHIB, 30KpEMa, 3alIPOIIOHOBAHO: 1) pO3po6Ka HaJIEXKHOTO HOPMATUBHO-TIPABOBOTO MiAIPYHTS OJIs
sIKicHOTO 3a0€e31e4eHHs BiKTHMOJIOTIYHOI NPOo(inakTUKK; 2) CTBOPEHHS CUCTEMU e(PEeKTUBHOIO COLiaIbHOrO
3aXMCTy HaceJIeHHS; 3) IEPEOPieHTyBaHHs POOOTH IPAaBOOXOPOHHUX OPraHiB Ha K€PTB KPUMiHAJIbHUX
[IPaBONOPYLIEHD 3 OJAJIBIION MiFOTOBKOIO BifITOBiIHOIO KapOBOTroO 3a6€3Me4YeHHS; 4) MiBUILEHHS PiBHS NOBIipH
>KEPTB /10 IPAaBOOXOPOHHUX OPTaHiB; 5) MPOBEJeHHS BIKTUMOJIOTIYHUX «30HAYBaHby; 6) IIporaraHza Ta

IIPOCBITHUIIbKA POGOTa Cepe HaCceJIeHHS TOLIO.

2. It has been determined that one of the fundamental constitutional rights of a person, which, along with the right
to life, health, honour, dignity and safety, ensures his /her existence and development, is the human right to
privacy. It has been emphasised that the mandatory requirements of national and international laws in force on the
territory of Ukraine, despite exclusively linguistic differences in texts, protect the same content aspects of the
right to privacy. However, there is an urgent need to unify the terms of legislative acts in Ukraine to prevent
narrowing the scope of practical human rights protection. It has been determined that a characteristic feature of
legal regulation of the sphere of privacy in current laws is synergy of the guarantees enshrined by the Constitution,
and civil, administrative and criminal protection, the subject matter of which is person’s confidential information.
The most significant shortcomings of each domain, which narrow the content of protection and the efficacy of its
impact, are identified. It has been determined that during the years 2015-2023, 19770 criminal offences against



privacy were registered in Ukraine in total. However, the defining body in the structure of offences against privacy
is Article 162 of the Criminal Code of Ukraine (87%), while violations of privacy account for only about 12%. The
study of the criminal record indicated that there were only 24 sentences under Article 182 of the Criminal Code of
Ukraine during the study period. A sharp increase in crime intensity rate in 2023 is artificial as it is provoked by a
reduction in the number of permanent residents of the country due to the full-scale invasion. The categories of
privacy violation methods at the present stage have been formulated, including phishing; hacking; override or
abuse of authority; the use of technical facilities for audio, video, photo recording, and information dissemination.
It has been proposed to classify such violators according to two criteria — purposefulness of criminal behaviour
and access to victims’ personal data. Based on empirical data, it has been concluded that there is a high level of
latency of privacy violations, mainly of the boundary type, marked by the influence of objective and subjective
factors. There are nine times more unaccounted privacy violations than those detected. In the context of study of
the determinative complex of privacy violations, among the macro environment factors, it has been proposed to
distinguish factors related to digitization of public relations; factors related to insufficient information protection;
factors related to law enforcement agencies’ work, as well as social and economic, social and political (legal), social
and cultural and victimologic factors. It has been emphasised that preventive influence both at the international
level and within each foreign country studied is aimed at monitoring the activities of legal entities, and not
ordinary citizens, although at the level of criminal legislation, each of them recognises and protects the right to
privacy. The main strategic areas of preventive influence on which the state policy in the field of preventing and
countering privacy violations on the territory of Ukraine should be based have been proposed, in particular: 1)
countering the privacy violations-related cybercrime; 2) improving the national laws regulating the public relations
in the field of personal data protection and processing; 3) improving the activities of criminal justice bodies in the
field of privacy; 4) improving the ethical standards of representatives of certain professions and increasing their
general competence in the field of privacy; 5) raising the level of awareness of citizens about the right to privacy,
its inviolability, components, possible encroachments, methods of prevention and protection against the latter, as
well as a set of measures to prevent privacy violations in these areas has been proposed. Such policies should be
consistent, hierarchical, orderly and marked by competence of the relevant authorities. It has been proved that an
overwhelming number of privacy violations occur owing to the significant contribution of a victim of such criminal
encroachment. The measures of victimologic prevention at the general, special and individual levels have been
specified, in particular, it has been proposed to: 1) develop an appropriate regulatory framework for quality
provision of victimologic prevention; 2) create a system of efficient social protection of the population; 3) re-orient
the law enforcement agencies’ work to victims of criminal offences with further training of the appropriate
personnel; 4) increase the level of trust of victims in law enforcement agencies; 5) conduct victimologic “probing”;
6) ensure outreach and awareness-building of the population, etc.
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IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: HayKOBO-HOCIiHNI IHCTUTYT BUBYEHHS IPOGIIEM

3JI0YMHHOCTI iMeHi akazemika B. B. Cramnca HanioHanbHOI akageMii IpaBOBUX HayK YKpaiHU
Kog, 3a €IPITIOY: 23464860

MicueBHaxo,ereHHﬂ: ByJ. [lymkiHchKa, 6yz. 49, XapkiB, XapkiBcekuii p-H., 61002, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: HaujonasnbHa akazeMis IpaBOBUX HAyK YKpaiHu

InenTudikarop ROR:

BiacHe IIpi3Buie Im'sa Ilo-6aThKOBI:

1. Konopsoxkuuit Makcum 'eHHagiioBUY

2. MAKSYM G. KOLODIAZHNY]I

KBasidikamis: . 0. H., crapmmii HayKoBu#i CiBpO6iTHHUK, 12.00.08
ImenTudikarop ORCID ID: 0000-0003-2149-9165
JoparkoBa indpopmamist:

ITloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: HayKOBO-IOCiHNI IHCTUTYT BUBYEHHS IPOGIIEM

3JI0YMHHOCTI iMeHi akaziemika B. B. Cramnca HanioHanbHOI akageMii IpaBOBUX HayK YKpaiHU
Kog, 3a €IPITIOY: 23464860

Micue3HaxoaKeHHS: ByJ. [lymkiHceKa, 6yz. 49, Xapkis, XapkiBcekuii p-H., 61002, Ykpaina
dopma BiracHOCTI: lepxasHa

Cdepa yIIpaBJIiHHﬂZ HaujonasnbHa akazeMis IpaBOBUX HAyK YKpaiHU

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi
Biacue IlpisBume Im's ITo-6aThKOBI Tonina Bononumup Bacuibosny

TOJIOBH pajgu

Bsacue IlpisBume Im'st [To-6aThKOBI Tonitia Bonoaumunp Bacuibosird

rOJIOBYIOYOTO Ha 3acCiiaHHi



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 peECTpallil0 HAyKOBOIi

OisIIBHOCTI

[ITpamko Cabpie CeiTxeniiBHa

VKpIHTEI

FOpuenko TetsHa AHaToJiiBHA



