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Pedepar/anoTanis:

1. Incepranjiiina po60Ta IpUCBIYEHA PO3B'SI3aHHIO aKTyaJbHOTO HAyKOBO-TIPUKJIAIHOTO 3aBJIaHHSI MiJ|BULLEHHS
e€(EeKTUBHOCTI 3aXUCTY JaHUX y IPMBAaTHUX XMAPHUX CEPBicax IIJISIXOM Y OCKOHAJIEHHS METOIiB 6aliT-
Opi€HTOBAHOrO relllyBaHHs Ta PO3PO0JIEHHS CIeljali30BaHOi anlapaTHO-IIPOTrPaMHOI apXiTEKTYPU
KpuntorpadiqHoro npoiecopa. 3arajJbHUM 06CAr po60TH CTaHOBUTD 174 CTOPiHKH, 3 IKUX OCHOBHUM 3MiCT
BUKJIJIeHO Ha 158 cTopiHkax. [luceprauis micTuth 32 pucyHku Ta 21 Tabnuio. PoboTa BUKOHyBajach BillOBIGHO 10O
TE€MaTUYHUX IJIaHiB HAYKOBUX OCJIIKEHb Kadeap 004MCII0BaIbHOI TEXHIKM Ta 3aXUCTy iH(popmaii BiHHMIIbKOTO
HalliOHaJIbHOTO TEXHIYHOTO yHiBepcuTeTy. OCHOBHI HAyKOBi Pe3yJIbTaTH Ta BUCHOBKHU JAUCEPTALiIIHOI po60TH
OTPUMaHi aBTOPOM CaMOCTIMHO Ta BUKJIaZieHi y 5 HayKOBUX Npalsx Ta 19 Te3ax nonosinel Ha KOHPepeHLisx.
AKTyasnbHICTb JOCIiIKEHHS 3yMOBJIEHA CTPIMKMM PO3BUTKOM XMAapPHUX TEXHOJIOTIN, 3DOCTaHHSIM OOCSTiB JaHUX,
HEeOOXiIHICTIO 3a6€e3Me4eHHs iX LiTiCHOCTI, aBTEeHTUYHOCTI Ta €(PeKTUBHOI 0OPOOKM B yMOBAX OOMEKEHUX

004K CII0BATIBHUX PECYPCIB, a TAKOX IiABUILIEHMU BUMOTaMU [0 IPOAYKTUBHOCTI CydyacHUX KibepdisnuHux



cucteM, loT-npuctpois Ta edge-o6uncaenb. O6'eKTOM [OCIIKEHHS € IPOLeCH 3a6e3NeYeHHs LiTiCHOCTI JaHUX Y
[IPUBAaTHUX XMAapHUX cepBicax. [[peamMeToM HOCiIKeHHs] BUCTYIIAal0Th METOAM, MOZEJi Ta 3acobu 6aiT-
OPi€HTOBAHOrO rellyBaHHS, a TAKOXK apXiTEKTyPHi pillleHHd [ iX araparHoi peasnisauii. MeTol guceprauiiHoi
po6OTH € MifgBUILIEHHS IPOLYKTUBHOCTI IIPOLIECiB KOHTPOJIIO LiJIiICHOCTI JaHUX Y IPUBAaTHUX XMAPHUX CepBicax
LJISIXOM PO3PO06JIEHHS METO/IiB 6AaliT-OPiEHTOBAHOTO TelIyBaHHS Ta CIIELiali30BaHOI apXiTeKTypu
KpurnrorpadiyHoro npotecopa, 1o 3a6e31e4yi0Th 3MEHIIEHHS Yacy 00p0oOKU [10BiJOMJIEHb ITpY 36€pesKeHHi
HeoOxiJIHOro piBHS KpuntorpadivyHoi CTifKOoCTi. Y po6OTi NPOBEAEHO aHali3 CyYaCHUX METOIiB KpunrTorpagidyHoro
reuryBaHHS, BU3HAYEHO iX IlepeBaru Ta 06MeXeHHs 0JJ0 BUKOPUCTAHHS B PeCYPCHO-00MeXeHUX iH(pOopMaliltHUX
crucTteMax. 3arponoHOBaHO HOBi MeTOM 6aiiT-OpieHTOBAHOTO relllyBaHHSI, 3aCHOBAHi Ha IONepeIHbOMY
(hopMyBaHHI XapaKTEPUCTUYHUX CTPYKTYP MOBiOMJIEHHS Ta iX 10AAbLUIOMY VLIiIbHEHH], 1110 J03BOJIsSI€ 3MEHUIUTU
006CAr NPOMDKHUX OOUMCIIEHD i MiIBULIUTY WBUAKOMII0 aTOPUTMY. YIOCKOHAJIEHO MATEMATUYHY MOJIEJIb [TPOLIECY
reuyBaHH4, sIKa BpaxOBye OCOOJIMBOCTI OpraHizatlii 6aiiTOBUX IIOTOKIB IaHUX Ta 3a6e3neuye e(peKTUBHY MapaesbHy
00p0o6Ky. Po3po6sieHo 6araTouapoBy arapaTHO-IPOrpaMHy apxiTekTypy KpunrorpagiyHoro npoiecopa,
ajanToBaHy A0 peanizalii Ha FPGA, sika 3abe3nedye KOHBeepuU3allilo onepatiiii, napasjejbHe BUKOHAaHHS OKPEMUX
eTarliB 06pOOKM Ta MAaCIITAb0BAHICTb 3aJI€XKHO Bifl BUMOT NPUKJIAIHOI CUCTEMU. 3alIPOIIOHOBAHI apXiTeKTypHi
pillIeHHs 103BOJISIIOTh 3MEHIIUTY 3aTPUMKHU IpY 00YKCIIEHHI reli-3HauyeHb, MiIBULIUTH IPOITYCKHY 30aTHICTD
CHCTEeMHU Ta 3a6e3ne4uTy e(PeKTUBHE BUKOPUCTAaHHSI allapaTHUX pecypciB. Y Npoleci AoCaiIpKeHHs po3po6IeHO
CTPYKTYPHI Ta (PyHKLiOHAIbHI MOJeli KpunTorpagivyHoro Npouecopa, BUKOHAHO iX IporpaMHe MOZEJIIOBAaHHS Ta
anaparny peasisanito Ha FPGA. [IpoBejeHO eKCIIepUMEHTAJIbHI JOCIII)KEHHS ITPOLYKTUBHOCTI, SIKi MiATBEpAUIN
Npale3aTHICTb 3alIPOIIOHOBAHNX METO/IB i apXiTeKTYPHUX pilmeHb. OTprUMaHi pe3yabTaTH JEMOHCTPYIOTh
CKOPOUYEHHS Yacy 00pOoOKU JaHWX Ta MiJBULLEHHS IPOAYKTUBHOCTI NOPiBHSHO 3 IPOrPaMHOI0 peastizallielo
KpUNTOrpaQiyHuX aJIrOPUTMIB 3arajIbHOrO IIPU3HAYEHHS [IPY PalliOHaJIbLHOMY BUKOPHCTaHHI JIOTIYHMX PECYPCiB
IIporpamMoBaHoi Jioriku. HaykoBa HOBU3HA OZlep>KaHUX pe3yJIbTaTiB [10J1srae y po3pobJieHHi HOBUX METO/iB 6ailT-
OPi€EHTOBAHOIO TelllyBaHHS, YAOCKOHAJIIEHHI MOoJesieil opraHisatii npolecy o6poOKu 1aHUX Ta CTBOPEHHI
CIIelliali3oBaHoi 6araTomapoBoi apXiTeKTYpy KpUIITOrpaiyHoro npouecopa s 3abe3nedeHHs: KOHTPOJIIO
uinicHOCTi iHpopMallil y NpUBaTHUX XMapHUX cepaicax. [lofanbmoro po3BUTKy Haby/IM MiAXO4U 10 allapaTHOTO
IIPUCKOPEHHS KpunTorpadiyHux rnepetTBopeHs Ha ocHOBi FPGA i3 3acTocyBaHHSIM KOHBEEPHOI Ta [1apajesibHO1
00po6KHU fgaHux. [IpakTMyHe 3HAa4EHHSI OTPUMAaHUX PE3YJIbTATIB I10JIATa€ Y MOXKIMBOCTI BUKOPUCTAHHS
PO3pO6JIEHNX METO/IiB T aPXiTEKTypHUX PillleHb IiJ] YaC CTBOPEHHSI BUCOKOIIPOAYKTUBHUX 3aCO0iB KOHTPOJIIO
uinicHocTi indopMalii y IpuBaTHUX XMapHUX iHPPACTPYKTypax, LIeHTPax 00pOOKY aHMX, CUCTEMAaX pe3epBYyBaHHS
Ta Aeaymuikanii ingpopmarii, kKibepdizuunux cucremax, loT- Ta edge-npucTposix i crienjianizoBaHux iHpopmaniliHo-
KOMVHIKaliiHMX KOMILJIEKCaX. Pe3ynbTraty JOCliIKeHHI MOXYTb OYyTY BUKOPUCTaHi [Py IIPOEKTYBaHHI allapaTHUX
Kpunrorpa@ivHux MOZYJIB, @ TAKOXK y HaBYaJIbHOMY IIPOLIECi 3aKJIaZiB BUAILIOI OCBITH Mif, YaC BUKJIALAHHS
IUCIUILIIH, TOB'SI3aHUX i3 KpUITorpadieio, KOMIT'IOTEPHOIO iHXKeHepieo Ta iHpopMmaliitHo 6e3nmekor. OCHOBHi
II0JIOKEHHS JUCEPTaLifiHOi po60TH artpo60BaHO Ha MDKHAPOJHUX Ta BCEYKPAiHChKUX HAYKOBO-IIPAaKTUYHUX
KOH(QepeHLigx. Pe3ynbTraty foCiIKeHHs OIy0JIiKOBaHO Y HAYKOBUX NPALlsiX, 30KpeMa Y (haxOBUX BUIAHHSIX

Ykpainu Ta BUAAHHSX, WO iHAEKCYIOThCSI MDKHapOOHUMY HAYKOMETPUYHUMU 6a3aMU JJaHUX.

2. The dissertation is devoted to solving the relevant scientific and applied problem of improving data protection
efficiency in private cloud services by enhancing byte-oriented hashing methods and developing a specialized
hardware-software architecture of a cryptographic processor. The dissertation comprises 174 pages, including 158
pages of the main text. It contains 32 figures and 21 tables. The research was carried out in accordance with the
scientific research plans of the Departments of Computer Engineering and Information Protection of Vinnytsia
National Technical University. The main scientific results and conclusions of the dissertation were obtained
independently by the author and are presented in 5 scientific publications and 19 conference proceedings. The
relevance of the research is determined by the rapid development of cloud technologies, the continuous growth of
data volumes, the need to ensure data integrity, authenticity, and efficient processing under limited computing
resources, as well as the increasing performance requirements of modern cyber-physical systems, Internet of
Things (IoT) devices, and edge computing. The object of the research is the processes of ensuring data integrity in



private cloud services. The subject of the research comprises methods, models, and tools of byte-oriented hashing,
as well as architectural solutions for their hardware implementation. The aim of the dissertation is to improve the
performance of data integrity control processes in private cloud services through the development of byte-
oriented hashing methods and a specialized cryptographic processor architecture that reduces message
processing time while maintaining the required level of cryptographic strength. The dissertation includes an
analysis of modern cryptographic hashing methods and identifies their advantages and limitations for application
in resource-constrained information systems. New byte-oriented hashing methods based on the preliminary
formation of message characteristic structures followed by their compression are proposed, making it possible to
reduce the amount of intermediate computations and improve algorithm performance. A mathematical model of
the hashing process has been improved, taking into account the specific features of byte-stream organization and
providing efficient parallel data processing. A multilayer hardware-software architecture of a cryptographic
processor adapted for FPGA implementation has been developed. The proposed architecture provides operation
pipelining, parallel execution of individual processing stages, and scalability according to the requirements of a
target application. The proposed architectural solutions reduce hash computation latency, increase system
throughput, and ensure efficient utilization of FPGA hardware resources. During the research, structural and
functional models of the cryptographic processor were developed, software simulation was performed, and
hardware implementation on an FPGA platform was carried out. Experimental performance evaluation confirmed
the efficiency of the proposed methods and architectural solutions. The obtained results demonstrate reduced
data processing time and improved performance compared with software implementations of general-purpose
cryptographic algorithms while ensuring rational utilization of programmable logic resources. The scientific
novelty of the obtained results lies in the development of new byte-oriented hashing methods, the improvement of
data processing organization models, and the creation of a specialized multilayer cryptographic processor
architecture intended for ensuring information integrity in private cloud services. The approaches to FPGA-based
hardware acceleration of cryptographic transformations using pipelined and parallel data processing have been
further developed. The practical significance of the obtained results lies in the possibility of applying the developed
methods and architectural solutions to create high-performance information integrity control tools for private
cloud infrastructures, data centers, backup and data deduplication systems, cyber-physical systems, IoT and edge
devices, and specialized information and communication systems. The research results can also be used in the
design of hardware cryptographic modules and in the educational process of higher education institutions when
teaching courses related to cryptography, computer engineering, and information security. The main provisions of
the dissertation have been presented at international and national scientific and practical conferences. The
research results have been published in scientific papers, including articles in Ukrainian peer-reviewed journals
and publications indexed in international scientometric databases.
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KBasigikamnis: .1.1., npodecop, 05.13.05

InenTudikarop ORCID ID: 0000-0001-7466-7738

JoparkoBa indpopmamnist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL OCOOM: BiHHUIILKMII HAI[IOHA/ILHUI TEXHIYHUI YHIBEPCUTET
Kopg, 3a €IPITIOY: 02070693

Micuesnaxomxeunﬂ: ByJI. XMeJIbHUILIBKE 1I0Ce, BiHHMI, BiHHMLBKUY p-H., 21021, YKpaina
dopma BracHOCTI: JlepxasHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Baacue IlpizBumie Im's Ilo-6aTbKOBI:
1. Baxapuenko Cepriii MuxannoBuy

2. Serhii Zakharchenko

KBasigikanis: k.1.1., gou,, 05.13.05

ImenTudikarop ORCID ID: 0000-0003-3977-2908

JoparkoBa iHdopmamist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0COOH: BiHHUIIbKMII HAlliOHA/IbHUIT TEXHIYHUIT YHiBEpCUTET
Kopg 3a €IPIIOY: 02070693

Micuesnaxo,zm(eﬂnﬂ: ByJI. XMeJIbHUILIbKE IOCe, BiHHMIS, BiHHMLIbKUY p-H., 21021, Ykpaina

dopma BiracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HAayKu YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiriiHUX OTIOHEHTIB Ta pelleH3€eHTiB



OdiuiiiHi OTIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Kopmyn Haranis Bonogumupisaa

2. Nataliia V. Korshun

KBasigikamis: n. . u., npodecop, 05.12.13

InenTudgikarop ORCID ID: 0000-0003-2908-970X

JoparkoBa indpopmamuist:

IloBHe HaliMEeHYBaHHS IOPHUAHUYHOI 0COOM: KuiBCchKuil CTONIMYHMI yHIBEpCUTET iMeHi Bopuca I'pinueHka
Kopg 3a €IPIIOY: 45307965

Micuesﬂaxo,rm(eHHﬂ: ByJ1. BynbBapHO-KynpsiBerka, Kuis, 04053, Ykpaina

dopma BiracHoOCTI: Komynanbha

C(l)epa yIIpaBJIiHHﬂ: HepxagMiHicTpanis

InenTudikarop ROR:

Baacue IlpizBuuie Im's Ilo-6aTbKOBI:
1. ®ecenko Anpnpiit OnexcilioBud

2. Andrii O. Fesenko

KBasigikamis: . . u., gou., 05.13.21

InenTudikarop ORCID ID: 0000-0001-5154-5324

JoparkoBa iHdpopmamist:

ITIoBHe HaﬁMeHyBaHHﬂ IOpI/I,I;I/I‘{HOi 0CO0M: HaujoHambHuit yHiBepcuteT «KuiBCbKUi aBialliiHUM iHCTUTYT»
Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHs: npocr. I'yzapa Jlio6omupa, Kuis, 03058, Vkpaina

dopma ByacHOCTI: Jlepxasna

Cdepa ynpaBiriHHS: MiHicTrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Biacue IlpizBuuie Im's I1o-6aThKOBI:
1. IBan4eHKO €BreHisa BikropiBHa

2. Yevheniia V. Ivanchenko

KBasigikamis: n. 1. v., npodecop, 05.13.21
InenTudgikarop ORCID ID: 0000-0003-3017-5752
JoparkoBa iHdpopmamnis:

IloBHe HaiMeHYBaHHSI IOPHUAUYHOI OCOOH: [lepkaBHuii yHiBepCUTET iHGOPMALIHO-KOMYHIKALiAHIX

TEXHOJIOTIN



Kopg 3a €IPIIOY: 38855349

Micueanaxo,zm(eﬂml: ByJs1. ConoM'siHChKa, KuiB, 03110, Ykpaina
dopma ByacHOCTI: Jlepxkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

PeuenseHTu

Baacue IlpizBuuie Im's I1o-6aThbKOBI:
1. bapumes Opiit Bonogumuposuy

2. Yurii V. Baryshev
KBasigikanis: . t. u., gou., 05.13.05
I,ILeHTPI(l)iKaTOP ORCID ID: 0000-0001-8324-8869

JopaTrkoBa indpopmamnist:

IToBHEe HafIMeHYBaHHH IOpH,lIPI‘-IHOi 0COOH: BiHHUIbKUIT HAI[IOHAJIBHUI TEXHIYHUIL yHiBEpCHUTET

Kopg 3a €IPIIOY: 02070693

Micue3HaxoaKeHHS: ByJI. XM€JIbHULBKE 1I0Ce, BiHHMIM, BiHHMUIBKUY p-H., 21021, YKpaina

dopma ByacHOCTI: Jlepkasna
Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIl04Hi BiZoMOCTi
BiiacHe IIpizBuie Im'sa Ilo-6aTbKOBI
TOJIOBH paju

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBI
roJIOBYIOYOrO Ha 3aciJaHHi
BignoBigasibHuUI 3a MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

Peectparop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 3a peecTpallilo HayKOBOi

OisIIBHOCTI

KostyH B'suecnas Bacuibosuy

KostyH B'sguecnas BacuiboBuy

IBaHuyk fpocnas BosoguMuposuy

FOpuenko TetsHa AHaToiiBHA

FOpuenko TetsHa AHaToJiiBHA



