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2. Elements of the theory and practice of creating multicomputer systems of combined anti-virus baits and traps in
corporate networks

Pedepar:

1. Y puceprauii 37iliCHEHO aHasi3 METOMiB CUHTE3y OOMaHHUX MYJIbTUKOMITIOTEPHUX CUCTEM 3 IPMMAaHKaMHU i
nacTkami, Kiacudikaniio 0OMaHHUX CUCTEM, aHaJIi3 MOJIEIIOBAaHHS 3JI0BMUCHUX 3arp03 3 BUKOPUCTAHHIM
IIPMMaHOK, aHaJli3 MEeTOIiB opraHisauii pyHKLiOHYBaHHSI OOMaHHUX CUCTEM Ta METO/iB BUSIBJIEHHS 3JI0BMUCHOTO
MIPOrpaMHOTOo 3abe3MeyeHHs | KOMITIOTEpPHUX aTakK 3 BUKOPHUCTaHHSIM MPUMAaHOK i acTok. B po6oTi 3amponoHoBaHa
KOHIIEMlis BUPilIeHHsI HAYyKOBO-TIPUKJIAAHOI IIPOOJIEMH, KA MOJIATa€ Y PO3BUTKY €JIEMEHTIB TEOPIi i MPaKTUKU
CTBOPEHHSI MyJIbTUKOMITIOTEPHUX CUCTEM 3 KOMOIHOBaHUX aHTUBIPYCHUX IIPUMAHOK i IaCTOK Ta KOHTPOJIepa
IIPUMHATTS pillleHb B KOPIIOPAaTUBHUX MEPEXKax, PO3po6JIeHO IPUHLIUI CUHTE3Y MYJIbTUKOMITIOTEPHUX CUCTEM 3
KOMOIHOBaHMMMU IIPUMAHKaMHU i TACTKaMU Ta KOHTPOJIEPOM MPUMHSATTS PillleHb AJ151 BUSBJIEHHS Ta NIPOTUAii
3JI0BMUCHOMY IIPOTPaMHOMY 3a0€3I1e4eHHIO i KOMITIOTEPHUM aTakaM, po3pobJIeHO KOHIEINTYaJbHY MOJEb

MYJIbTUKOMITIOTEPHUX CUCTEM Ha OCHOBI BUBHAYAJIbHUX XapaKTEPUCTHUK, 3aIIPOIIOHOBAHO PO3pO0JIeHI MaTeMaTUYHi



MozeJii 1711 KpUTepiiB ONepaTUBHOCTI, CTIMKOCTI, L[ITICHOCTI Ta 6€3MeKH 1010 LIEHTPY CUCTEMU [1Jis1 BUOOPY
HACTYIIHUX BapiaHTiB leHTpai3aliii, po3po6ieHO MEeTO], BUBHAUEHHS BapiaHTy LieHTpaJizalii B
MYJIbTUKOMITIOTEPHUX CUCTEMAX JiJ1s1 BUOOPY HACTYITHOTO BapiaHTy LieHTpaJizallii 3a KOMIJIEKCHUMU KPUTEPisIMU
ONEPATUBHOCTI, CTiMIKOCTI, L1iJ1iCHOCTI, 6€3MeKU Ta 3 BpaxyBaHHIM IIOJiy TUIY apXiTeKTypH Ha LIeHTPaJli30BaHy,
9aCTKOBO LIEHTPasli30BaHy, YaCTKOBO JIELIeHTPaJi30BaHy i JeleHTpanizoBany, po3pobIeH0 METO L OpraHisarii
(YHKLiOHYBaHHS KOHTpOJIepa IIpUIHSTTS pillleHb 17151 3a6e3le4eHHs] BUOOPY OJIHOTO BapiaHTy BUKOHAHHS 3aBJlaHHS
i3 MiArOTOBJIEHUX Ta MPOIIOHOBAHUX JI0 PO3IJISAY BapiaHTiB LIEHTPOM CUCTEMU 3 yPaxyBaHHSIM MONIEPEIHbOTO
IOCBiy cCTeMH i3 3aCTOCYBaHHs BapiaHTiB BUKOHAHHS 3aBJlaHHS, PiBHIB 6€311eK1 KOMIIOHEHT CUCTeMH, KiTbKOCTi
KOMITOHEHT Ta 3B’13KiB Mi>K HUMH, po3p06JIeHO MeToJ, opraHisalii GyHKIiOHyBaHHS MyJIbTUKOMITIOTEPHUX CUCTEM
17151 3a6e31eYeHHs] CIPOMOXXHOCTI CUCTEM 10 CaMOCTiMHOI 3MiHM CBOIX BJIaCTUBOCTEM, OpraHisallii eJ1IeMeHTiB Ta

KOMIIOHEHTIB i BCTAaHOBJIEHHS 3B'3KiB MXK HUMU 3 YpaxyBaHHSIM CTaHy QYHKUINHOI Ta Kibep6e3neKu.

2. The dissertation analyzes the methods of synthesis of deceptive multicomputer systems with decoys and traps,
classification of deceptive systems, analysis of modeling of malicious threats using decoys, analysis of methods for
organizing the functioning of deceptive systems and methods for detecting malware and computer attacks using
decoys and traps. The paper proposes a concept for solving a scientific and applied problem, which consists in the
development of elements of theory and practice creation of multicomputer systems from combined anti-virus
decoys and traps and a decision controller in corporate networks, the principle of synthesis of multicomputer
systems with combined decoys and traps and a decision controller for detecting and countering malware and
computer attacks has been developed, a conceptual model of multicomputer systems based on defining
characteristics has been developed, and the development of mathematical models for the criteria of efficiency,
stability, integrity and security relative to the center of the system for the selection of the following options for
centralization, a method for determining the option of centralization in multicomputer systems has been
developed for the selection of the next option of centralization according to complex criteria of efficiency,
stability, integrity, security and taking into account the division of the type of architecture into centralized,
partially centralized, partially decentralized and decentralized, the method has been developed organization of the
functioning of the decision-making controller to ensure the choice of one option for performing the task from the
options prepared and proposed for consideration by the system center, taking into account the previous
experience of the system in the application of task execution options, security levels of system components, the
number of components and connections between them, has been developed a method of organizing the
functioning of multicomputer systems to ensure the ability of systems to independently change their properties,
organize elements and components and establish connections between them, taking into account the state of
functional and cybersecurity.
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«[TpomixkHe TporpamMHe 3a6e3Me4eHHs] MyJIbTUKOMITIOTEPHUX CUCTEM CIIelliasli3oBaHOro Npru3HaveHHs». Jlata

peectpauii 11.03.2024
HaykoBa (HayKOBO-T€XHiYHa) MPOAYKILiSL: TeXHOOTi]

ComniasibHO-eKOHOMIYHA CIPSIMOBAHICTh: CTBOPEHHS PUHIMIIOBO HOBOI MPOJYKILii (MaTepiais,
TEXHOJIOTI! TOIIO) AJ1s1 3a6e3eYeHHs eKCIIOPTHOTO MOTeHIialy Ta 3aMillleHHIO iMIIOpTY; 3abe3redyeHHs

IIPOMUCJIOBOCTI UY HAaceJIEeHHS HOBMM BUIOM iHpOpMaliliHO-KOMYHIKal[ifHUX TOCTYT
OxoponHi gokymeHTH Ha OIIIB:
Bunaxopau, KOpUCHiI MOJieJIi, MPOMUCIIOBI 3pa3Ku
Kamrasnbsu A.C., ABcieBud B.P., Hivenopyk A.O., CaBenko O.C. A. c. 124518, Vkpaina. Komn'iorepHa nporpama

<<HpOMi)KHe NporpaMHe 3abe3rneyeHHs MYJIbTI/IKOMH’IOTepHI/IX CHUCTEM cneuianisoBaHoro TNIPU3HAYEHHS». ILaTa

peectpauii 11.03.2024
BrnipoBagkeHHs pe3yJIbTaTiB AUCEPTalii: BiposamkeHo

3B'A30K 3 HAYKOBHMH Te€MaMH: 0119U100662 0121U109936 0124U000980



VI. BizoMocTi mpo HayKOBOT0 KEPiBHUKA /KEePiBHHUKIB (KOHCYJIbTAaHTA)

BaacHe IlpizBume Im's I10o-6aThKOBI:
1. CaBenko Oner CraHicjiaBOBUY

2. Savenko Oleh S.

KBasigikamnis: 1. 1. n., npodecop, 05.13.05

InenTudikarop ORCID ID: He 3acrocosyetncs

JoparkoBa iHdpopmamnist:

IToBHE HafIMCHYBaHHH Iopn,zmqﬂoi OCOOM: XMeIbHULBKMIT HAL[IOHATIBbHUI YHiBEpCUTET

Kopg 3a €IPIIOY: 02071234

MicueSHaxo,T.pKeHHﬂ: BYJI. [HCTUTYTCBKA, 6y, 11, XMenbHULIbKUI, XMEeJIbHULBKUN p-H., 29016, YKpaiHa
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBITH i HAayKu YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta pEl€H3€HTIiB
OdiniitHi onoHEHTH

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. MyxiH Bagym €BreHinoBny

2. Vadym Y. Mukhin

KBasigikamis: n. 1. u., npodecop, 05.13.05

InenTudikarop ORCID ID: 0000-0002-1206-9131

HoparkoBa indopmamnist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanjioHanbHuii TexHiuyHuil yHiBepcuteT Ykpainu "KuiBchKuit

MOJIITEXHIYHMN iIHCTUTYT imMeHi Irops Cikopcpkoro”

Kopg 3a €IPIIOY: 02070921

Micue3HaxoaKeHHS: npociekT bepecTeiichKuii, oyx. 37, Kuis, 03056, Ykpaina
dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. KoBaneHko Anapiit AHaTOI0OBIY

2. Andrii A. Kovalenko

KBasigikanis: 1. 1. u., npodecop, 05.13.05



InenTudgikarop ORCID ID: 0000-0002-2817-9036

JoparkoBa iHpopMmauist: https://www.scopus.com/authid /detail.uri?authorld=56423229200;
https: / /www.webofscience.com /wos /author /record /283165;
https:/ /scholar.google.com.ua/citations?user=9KzEtDMAAAAJ&hl=ua

IloBHE HaliMeHYBaHHS IOPUAHYHOL 0CO0H: XapKiBCbKMii HAlliOHAILHU YHIBEPCUTET PajlioeNEKTPOHIKY
Kopg 3a €IPIIOY: 02071197

Micue3Haxoa>KeHHs: npocniekt Hayku, 6yz. 14, Xapkis, XapkiBcbkuii p-H., 61166, Ykpaina

dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. Bo3na Haranig SIpocnasiBHa

2. Nataliia Vozna

KBasigikamis: 1.1, npodecop, 05.13.05

InenTudikarop ORCID ID: 0000-0002-8856-1720

JoparkoBa indpopmanist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: 3axinHOYKPaiHCHKUII HALIOHAJIBHMIA YHIBEPCUTET
Kopg 3a €IPIIOY: 33680120

Micue3Haxoa>KeHHS: By JIbBicbKa, 6y1. 11, TepHomisb, TepHoMiNbcbKuii p-H., 46009, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBitiHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi

BnacHe IlpizBume Im's I10-6aTbKOBI l'osopymenko TersHa Onexcan/pisHa
rOJIOBH pagu

BaacHe IlpizBuie Im's [10-6aTbKOBI l'oBopymenko TeTsHa OseKcan/piBHa
rOJIOBYIOYOro0 Ha 3acigaHHi

BiagmoBizasibHHU 32 MiATOTOBKY Hiveropyk Auzpiii OsiekcaHapoBuy

00JIIKOBHX JOKYMEHTIB

PeectpaTop VYkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




