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1. KpuMiHasibHa BiAIOBiNANBHICTD 3a MIAXPANCTBO, BUNHEHE LIJIIXOM HE3aKOHHUX Ollepalill i3 BUKOPUCTaHHAM

KOMITIOT€PHOI TeXHIK1

2. Criminal liability for fraud committed through illegal operations using computer equipment

Pedepar:

1. TIpoBeneHo aHami3 37ilicHeHUX B YKpaiHi HAyKOBUX JOCJIIIPKEHb, 5IKi CTOCYIOThCS TPO6JIeM KPUMiHaIbHOI
BiZITOBiAAZIbHOCTI 32 37I0YMHU B chepi BUKOPUCTAHHS €JIEKTPOHHO-004YMCII0OBAJIbHUX MAIIUH, CUCTEM,
KOMITIOTEPHUX MEPEX Ta MePeK eJeKTPO3’ 13Ky Ta BCTAHOBJIEHO Pi3Hi MiTX04u 10 BU3HAYEHHS ITOHSTD

«KOMITIOTEPHUII 3JI0YUH» Ta «KiGEP3JI0UNH», & TAKOK HEJOCTATHICTb JOCIiKEHHS [IPOob6JIeMU BiTMeKyBaHHS

IaXpaiCcTBa, BUNHIOBAHOTO MIJIIXOM HE3aKOHHHUX OIepalliil i3 BAKOPUCTAaHHSIM KOMITIOTEPHOI TeXHIKH, Bif 37I0YMHIB

y chepi BuUKoprcTaHHs iHPopMaLifiHUX TeXHOJIOriN. [JoBeeHo, 1110 Y BUIaIKaX, KOJIU 1aXpaiiCTBO, BUMHEHE



LIJISIXOM HE3aKOHHUX ONepalill i3 BAKOPUCTaHHSIM €JIEKTPOHHO-004UCIII0BAIbHOI TEXHIKHY, 30iICHIOETHCS MOL0
0e3roTiBKOBUX Ipolleil, 6e3rocepesHiM 06’'eKTOM BUCTYIAIOTh CYCIIiJIbHI BiTHOCUHU BJIaCHOCTI, OIIOCEPEeIKOBaHi
BHUKOPHCTaHHSIM OaHKiBCbKMX PAXyHKIB Ta €JIEKTPOHHUX IJIATDKHUX CUCTEM. Y TaKUX BUIA/Kax 6€3roTiBKOBi rpoli
SBJISIIOTh COOOIO IIPEIMET 3JI0YMHHOTO BIJIMBY. Be3roTiBKOBI rpolli, K NpeAMET 3JI0YMHHOTO BIUIMBY LIaXpanCcTBa,
IIpeICTaBIIsAI0Th COOOI0 ITpaBa MOTEPIiIoi 0cOOM BUMAaraTu Bif 6aHKyY IEBHOI CyMU KOIITIB, & TAKOXX 3000B'I3aHHS
0aHKy BUKOHATH 1110 BUMOT'Y, 3MEHIIUTH OOCSAT SIKUX HaMaraeTbCsl BUHHA ocoba. Y BUNaKax, KoJy 1axpancTso,
BYMHEHE IIJIIXOM HE3aKOHHHUX OIepalliil i3 BAKOPUCTAaHHSIM €JIEKTPOHHO-004YMCIII0BAIbHOI TEXHIKY, 3[ilICHIOEThCS
1010 BipTyaJIbHUX aKTUBIB (KPUIITOBAJIIOTH), 6e3110cepefHiM 06'€KTOM BUCTYNAIOTh CYCHi/IbHI BiTHOCUHU
BJIACHOCTI, OIIOCEPEKOBaHI BUKOPUCTAHHSIM IUIATI)KHUX CUCTEM BipTyaJIbHUX aKTUBIB. BipTyasibHi akTUBU B TaKHUX
BUIIAJIKax SBJISIIOTh COOOIO IIPeAMET 3JI0UMHHOIO BILJIMBY. BipTyasnbHi akTUBY, SIK IpEIMET 3JI0YMHHOTO BILJIUBY
maxpaicTBa, BiZJIOBiAHO, € HeMaTepiaybHi 6J1ara, siKi CTAaHOBJISTh 00’€KT LIUBIJIbHUX NPaB NOTEPIIiIOi 0CO6U, MAIOTh
BapTiCTh Ta BUPAKEHi CYKYNHICTIO JaHUX B €JIEKTPOHHIN (OPMI, 110 MiATPUMYETbCSI CUCTEMOIO 3a0€3T1€4EeHHS
000pOTY BipTyaJIbHUX aKTUBIB, IIOZ0 SIKUX BUHHA 0CO0a HaMaraeThCs 3/iICHUTH HE3aKOHHY TPaH3aKIIilo.
Oc06MBOCTi 06’€EKTUBHOI CTOPOHH IIAaXpPaiCTBa, SIKE BUMHSETHCS LIJISIXOM HE3aKOHHUX OIlepallill i3 BUKOPUCTaHHIM
€JIEKTPOHHO-004YMCIIIOBAJIBHOI TEXHIKY, [0JI0 6€3rOTiBKOBUX IPOLIEH MOJISITAIOTh Y TOMY, 10 BUHHA 0C006a
0OMaHHMM LIJISIXOM CIIOHyKa€e OaHK-eMIiTeHT BUKOHYBATH [ii, SIKi He OyJIi CaHKIIOHOBaHi 3aKOHHUM yTPUMYyBadeM
KapTKy. Hazicuiaoyy HeCaHKIIOHOBAHMI 3alIUT Ha IVIATDK Ta BUKOPUCTOBYIOYY HASBHY IJIATIKHY CUCTEMY,
3JI0BMUCHUK BBOJUTb OaHK B OMaHy 00 HEOOXiAHOCTI BUKOHAHHS 3000B'513aHb 3a JIOTOBOPOM i3 3aKOHHUM
yTpuMyBadeMm. Uepes 1110 OMaHy 6aHK 0€3MiCTaBHO CIMCY€e KOLITH 3 PAaXyHKY 3aKOHHOTO YTPUMYBaya, 3aBHal0un
oMy 36uTKiB. [lii 37104uMHLIA 3 iHiliIOBaHHS NepeKasy KOIITIB Ta 3a3HavyeHi UIKifInBi HaciIKy nepebyBaloThb y
IIPUYMHHO-HACJIIIKOBOMY 3B'A3Ky. OGI'DyHTOBAHO, 10 CIIOCi6 MaxpaicTBa, IIIXOM HE3aKOHHUX Olepalii i3
BHMKOPHCTAHHSIM €JIEKTPOHHO-00UYNCIIIOBAJIbHOI TEXHIKH, XapaKTepU3ye MOPSLOK, METO, IPUIAOMH, IO 3aCTOCOBYE
BMHHA 0c00a B IpoLieci 3[iiCHeHHS IaXpancTBa, [I0€IHAHOIO BUKOPHUCTAHHSIM €JIEKTPOHHO-00YMCIII0BaIbHOL
TEXHiKY, IPUYOMY TaKe BUKOPUCTAHH OyJe 3aBKI1 HE3aKOHHUM, OCKIiJIbKY ITPSIMO 3a60poHeHo cT. 190 KK.
BopHouac noBeseHo, 10 1oJ10XeHHs 4. 4 ¢T. 190 KK He 3a6e31e4yl0Tb HOPMATUBHOTO BilOOPaKEHHS CYCIiNbHOI
He6e3eYHOCT] MaxpanicTBa, BAMHEHOTO 3 BUKOPUCTAHHSIM KOMITIOTEPHOI TeXHIKU. 3alIpONOHOBAHO BUKJIIOYEHHS
KBali(piKyl040i O3HAKM «BYMHEHE LIJIIXOM HE3aKOHHUX Ollepalliil i3 BAKOPUCTAaHHSM €J1eKTPOHHO-004YMCIII0BAJIbHO]
TexHikm» 3i 3micty craTTi 190 KK. [1paBoBy OLHKY MiZBUIEHO]I CYCITiIbHOI HE6E3IIEYHOCTI MAaXpanCTBa,
«OOTSDKEHOT0» BUMHEHHSIM {HINMX KPMMiHAJIbHUX IIPABONOPYLIEHD, 30KpEMa HECAHKIIIOHOBAHOTO BTPYYaHHS B
poboTy KoMIT'IoTepHOi TexHiku (cT. 361 KK), He3aKOHHUX Aii i3 WKiZJIMBUMY TPOTPAMHUMU YU TEXHIUHUMU
3acobamu (cT. 361-1 KK) Toio, peKoMeH0BaHO JaBaTH Y BUTIJISi KpUMiHaIbHO-TIPaBOBOi KBastigikariii 3a
CYKYIIHICTIO. 3 ypaxyBaHHSIM TE€HIEHLIN TPOTULII IaXpanCTBY, BCTAHOBJIEHUX Ha IifCTaBi aHaJIi3y ONPUIIOLHEHNX
CTaTUCTNYHUX JaHuX JICA, BU3HAHO HENOLIJIbHAM 3MEHILIEHHS BiKy KPMMIiHAJIBHOI BiATIOBINANIBHOCTI 32
IOCIIiIKyBaHe KpMMiHaJlbHE MTPaBONOPYIIEHHS. SIK rirnoresy 11 NoJaablNX JOCiIKE€Hb, BUTAETbCS MOKINBUM
cpOpMyJIIOBATU TaKE MOJIOKEHHS: PO3MIKUPEHHS IpolieciB iHpopmaTHU3allii Ha CyyaCHOMY €Talli € OJHUM i3
YMHHUKIB 301/IbIIEHHS Cepe]], 3aCyAKEHUX 32 axpaiicTBO YacTKu ocib BikoM Bif 30 1o 50 pokiB, a TAKOXK
3MEHIIEHHS 4aCTKH 0Cib i3 BUIIOIO OCBiTOI0. BusdHavueHo crienudiky 3MicTy Cy0'€KTUBHOI CTOPOHU IIaxpaiiCcTBa,
BYMHIOBAHOTO IIJIIXOM HE3aKOHHUX OTlepalliil i3 BUKOPHUCTaHHSIM eJIeKTPOHHO-00UMCITIIOBAIbHOI TEXHIKY, sIKa
[OJISITa€ Y BUBHAUEHHI MEX YCBiJOMJIEHHS Cy0'€KTOM CBOIX Aill Ta Iepe0ayeHHs HACHiKiB. BcTaHOBIEHHS
BCE6IYHOr0 Ta IOBHOTO PO3YMiHHSI 3MICTY BCiX IIPOLECIB, SIKi Bil0YBaIOTbCS Y XOZi «KOMITIOTEPHOT0» MaxXpancTBa, €

HaOJIMIIKOBUM.

2. The analysis of the scientific research carried out in Ukraine, which concerns the problems of criminal liability
for crimes in the field of the use of electronic computing machines, systems, computer networks and
telecommunication networks, was carried out and different approaches to defining the concepts of "computer
crime" and "cybercrime" were established ", as well as the inadequacy of research on the problem of distinguishing
fraud, committed through illegal operations using computer equipment, from crimes in the field of information
technology use. It has been proven that in cases where fraud, committed through illegal operations using
electronic computing equipment, is carried out in relation to non-cash money, the direct object is social property



relations, mediated by the use of bank accounts and electronic payment systems. In such cases, non-cash money is
a subject of criminal influence. Non-cash money, as a subject of the criminal influence of fraud, represents the
legal rights of the victim to demand a certain amount of funds from the bank, as well as the bank's obligation to
fulfill this demand, the amount of which the guilty person is trying to reduce. In cases where fraud perpetrated
through illegal operations using electronic computing equipment is carried out in relation to virtual assets
(cryptocurrency), the immediate object is social property relations mediated by the use of payment systems of
virtual assets. Virtual assets in such cases represent a subject of criminal influence. Virtual assets, as the subject of
the criminal influence of fraud, are intangible goods that are the object of civil rights of the victim, have a value and
are expressed by a set of data in electronic form, supported by a system for ensuring the turnover of virtual assets,
in relation to which the guilty person tries to carry out an illegal transaction . Features of the objective side of
fraud, which is committed through illegal transactions using electronic computing technology, in relation to non-
cash money, are that the guilty person fraudulently induces the issuing bank to perform actions that were not
authorized by the legal card holder. By sending an unauthorized payment request and using an existing payment
system, the attacker misleads the bank about the need to fulfill the obligations under the contract with the legal
holder. Because of this mistake, the bank unreasonably debits funds from the account of the legal holder, causing
him losses. The actions of the criminal in initiating the transfer of funds and the specified harmful consequences
are in a cause and effect relationship. It is substantiated that the method of fraud, by means of illegal operations
using electronic computing equipment, characterizes the procedure, method, techniques used by the guilty
person in the process of committing fraud combined with the use of electronic computing equipment, at the same
time, such use will always be illegal, because directly prohibited by Art. 190 of the Criminal Code. At the same time,
it is proven that the provisions of part 4 of Art. 190 of the Criminal Code do not provide a regulatory reflection of
the public danger of fraud committed using computer equipment. It is proposed to exclude the qualifying feature
"committed by illegal operations using electronic computing equipment” from the content of Article 190 of the
Criminal Code. A legal assessment of the increased public danger of fraud, "encumbered” by the commission of
other criminal offenses, in particular, unauthorized interference with the operation of computer equipment
(Article 361 of the Criminal Code), illegal actions with malicious software or technical means (Article 361-1 of the
Criminal Code), etc., is proposed to be given in the form of a criminal-law qualification in aggregate. Taking into
account the anti-fraud tendencies, established on the basis of the analysis of the published statistical data of the
State Court Administration, it was recognized that it is inappropriate to reduce the age of criminal responsibility
for the investigated criminal offense. As a hypothesis for further research, it seems possible to formulate the
following proposition: the expansion of informatization processes at the current stage is one of the factors of the
increase in the share of persons aged 30 to 50 among those convicted of fraud, as well as the decrease in the share
of persons with higher education. The specifics of the content of the subjective side of fraud committed through
illegal transactions using electronic computing technology, which consists in determining the limits of the
subject's awareness of his actions and predicting the consequences, have been determined. Establishing a
comprehensive and complete understanding of the content of all processes that occur in the process of
"computer” fraud is redundant.
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