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Pedepar:

1. TIpoBeneHo aHani3 3ailicHeHUX B YKpaiHi HAyKOBUX JOCJIiI’KEHb, SIKi CTOCYIOThCSI IPO6IeM KPUMiHAIbHO]
BiZIMTOBIAAIbHOCTI 32 37I0YMHU B chepi BUKOPUCTAHHS €JIeKTPOHHO-00YNCII0BAJIbHUX MAIIUH, CUCTEM,
KOMITIOTEPHUX MEPEX Ta MEPEXK €JIEKTPO3'513KY Ta BCTAHOBJIEHO Pi3Hi MigX04u 10 BUSHAYEHHS ITIOHATh
«KOMITIOTEPHUI 3JI0YMH» Ta «KiGEP3JI0UMH», @ TAKOXK HEJJOCTATHICTb JOCJiIPKEHHS TPO6JIeMU BiIMEXKyBaHHS
[IaxpaicTBa, BYNHIOBAHOTO MIJIIXOM HE3aKOHHUX OIepaLiil i3 BUKOPUCTAaHHSM KOMITIOTEPHOI TeXHIKH, Bif 37I0YMHIB
y cdepi BUKOpUCTaHHS iHpOpMaLifHUX TeXHOJIOTIH. [JoBeJeHo, 110 y BUNaiKaX, KOJIM axpaiCcTBO, BUINHEHE
IIJISIXOM HE3aKOHHUX OIepalill i3 BAKOPUCTaHHSIM €JIEKTPOHHO-004YUCII0BAIbHOI TEXHIKH, 3iICHIOETHCS MIOH0
0€3roTiBKOBUX IpolIeil, 6e3rnocepeHiM 06'eKTOM BUCTYNAIOTh CYCIIIbHI BiTHOCUHU BJIACHOCTI, OIIOCEPEKOBaHi

BHUKOPHCTaHHSIM OaHKiBCbKMX PaXyHKIB Ta €JIEKTPOHHUX IVIAaTDKHUX CUCTEM. Y TaKUX BUIa/IKaxX 6€3roTiBKOBi rpoli



SIBJISIIOTh COOOIO MTPeIMET 3JI04MHHOrO BILIMBY. Be3roTiBKOBI rpoli, K MpegmeT 3JI04MHHOTO BIJIMBY IaXPaiiCTBa,
[IpeICTaBJIsI0Th COOOIO [IpaBa MOTEPIiIoi 0coOU BUMAaraTy Bif 6aHKyY IEBHOI CyMU KOIITIB, & TAKOXX 3000B’I3aHHS
0aHKy BUKOHATH 1110 BUMOT'Y, BMEHIIUTH OOCST SIKMX HAaMaraeTbCsl BUHHA ocoba. Y BUNaaKax, KoJy 1axpancTso,
BYMHEHE MIJIIXOM HE3aKOHHUX OIepalliil i3 BAKOPUCTAaHHSIM €JIEKTPOHHO-004YMCIIIOBAIbHOI TEXHIKY, 3[ilICHIOEThCS
1010 BipTyaJIbHUX aKTUBIB (KPUIITOBAJIIOTU), 6€3110CcepefHiM 06'€KTOM BUCTYAIOTh CYCHi/bHI BiTHOCUHU
BJIACHOCTI, OIIOCEPEKOBaHI BUKOPUCTAHHSAM IUIATIKHUX CUCTEM BipTyaJIbHUX aKTUBIB. BipTyasibHi akTUBU B TaKHUX
BUIIAJIKaX SBJISIIOTh COOOIO IIPEAMET 3JI0UMHHOTO BILIMBY. BipTyasibHi akTUBY, SIK IPpE€IMET 3JI0YMHHOTO BILJIUBY
axpaiCTBa, BiAMOBigHO, € HeMaTepiasbHi 61ara, SIKi CTAaHOBJISITh O0’€KT LIMBIJIbHUX [IPaB MOTEPIIiIol 0cobu, MaIOTh
BapTICTb Ta BUPaXXEHi CYKYITHICTIO IaHUX B €JIeKTPOHHIN (HOpMi, 110 MiATPUMYETHCS CUCTEMOIO 3a0€e3T1eYeHHs
000pOTY BipTyaJIbHUX aKTUBIB, 100 SIKUX BUHHA 0CO0a HaMaraeThCs 3/i¥ICHUTH HE3aKOHHY TPaH3aKIIilo.
Oc06MBOCTi 06’€KTUBHOI CTOPOHH MIAXPANCTBA, SIKE BUMHSIETHCS LIISIXOM HE3aKOHHUX OIepalill i3 BUKOPUCTAHHIM
€JIEKTPOHHO-004KCITIOBAJIBHOI TEXHIKY, 10710 6€3roTiBKOBUX I'POIIEH [10JIAraioTh Y TOMY, 1[0 BUHHA 0c06a
00MaHHUM LIJISIXOM CIIOHyKa€ OaHK-eMIiTeHT BUKOHYBATH [ii, SIKi He OyJIi CaHKIiIOHOBaHi 3aKOHHUM yTpHUMYyBauem
KapTku. Hazcuiaoun HeCaHKIIIOHOBAHMI 3alIUT Ha MJIATK Ta BUKOPUCTOBYIOUY HasIBHY IIJIATDKHY CUCTEMY,
3JIOBMUCHUK BBOJIUTb 6aHK B OMaHy I0/I0 HEOOXiTHOCTI BUKOHAHHSI 3000B'13aHb 32 JOTOBOPOM i3 3aKOHHUM
yTpuMyBadeM. Yepes 1110 OMaHy 6aHK 6e3MiJICTaBHO CIIMCY€E KOLITH 3 PaXyHKY 3aKOHHOT'O YTPUMYBaJa, 3aBalouun
oMy 36uTKiB. [lii 37104MHLIA 3 iHilliI0BaHHS NepeKasy KOIITIiB Ta 3a3Ha4yeHi MIKiInBi HaCTiIKY 1epebyBaloTh y
IIPUYMHHO-HACJIIIKOBOMY 3B'A3Ky. OGI'DYyHTOBAHO, 11O CIIOCI6 MaxpaiCTBa, IJIIXOM HE3aKOHHUX Olepalii i3
BUKOPUCTAHHSM €JIEKTPOHHO-00UNCIIIOBA/IbHOI TEXHIKM, XapaKTePU3ye MOPsLOK, METOI, TPUIIOMY, 110 3aCTOCOBYE
BMHHA 0c00a B IpOoLeCi 3[iiCHeHHS IaXpanicTBa, I0€IHAHOI'O BUKOPHUCTAHHSIM €JIeKTPOHHO-004YMCIII0BaIbHOL
TEXHiKY, IPUYOMY TaKe BUKOPUCTAHH OyJe 3aBKI1 HE3aKOHHUM, OCKIiJIbKY ITPSIMO 3a60poHeHO cT. 190 KK.
BonHouac 10BeEeHO, 10 NMO0JI0KeHHS 4. 4 ¢T. 190 KK He 3a6e3nedyi0Tb HOpMAaTUBHOTO BilOOpa’keHHs CyCIiIbHOI
He6e3MevHOCTi MaxpaicTBa, BYNHEHOTI'O 3 BUKOPHUCTAHHIM KOMITIOTEPHOI TeXHIKM. 3apOIIOHOBAHO BUKJIIOUEHHS
KBali(piKyl040i 03HAKM «BUYMHEHE LIJIIXOM HE3aKOHHUX Ollepalliil i3 BAKOPUCTAaHHSM €J1eKTPOHHO-00UYMCIII0BAJIbHO]
TexHiku» 3i 3micTy craTTi 190 KK. [1paBoBy OLiHKY MiZiBUIEHOI CYCITiIbHOI HE6E3IIEYHOCTI AaXPanCTBa,
«O0OTSPKEHOT0» BYMHEHHSIM IHIINX KPUMiHAJIbHUX IIPABOIOPYLIEHb, 30KpeMa HECAHKIIIOHOBAHOTO BTPy4YaHHS B
poboTy KOMIT'I0TepHOI TexHiku (cT. 361 KK), He3aKoHHUX Aii i3 WKiAJIMBUMU IPOTPAMHUMU YU TEXHIUHUMU
3acobamu (cT. 361-1 KK) Toimo, peKOMEH0BaHO JABaTH Y BUIJISi KpUMiHaIbHO-IPAaBOBOi KBasligpikariii 3a
CYKYIIHICTIO. 3 ypaxyBaHHSIM TE€HIOEHLIN IPOTULII IaXpanCTBY, BCTAHOBJIEHUX Ha IifCTaBi aHaJIi3y ONPUIIOLHEHNX
CTaTUCTUYHUX JaHuX [ICA, BU3HAHO HEMOLJIbBHUM 3MEHIIEHHS BiKy KpUMiHAJIBHOI BiATIOBiAAIbHOCTI 3a
IOCIIiIpKyBaHe KpMMiHajlbHe MTPaBOINOPYIIEHHS. SIK rirnoresy 11 NoJajablnX JOCIIKE€Hb, BUIAETbCS MOKINBUM
c(pOpMyJIIOBATU TaKe MOJIOKEHHS: PO3MINPEHHS IPoLeciB iHpopmaTHU3allii Ha Cy4aCHOMY €Talli € OJHUM i3
YUHHUKIB 3061/IbIIEHHS cepe] 3aCyI )KeHHX 3a IaxXpancTBo YacTKu oci6 BikoM Biz 30 1o 50 pokiB, a Takox
3MEHIIEHHs 4aCTKM 0Cib i3 BUIIO0 OCBiTO0. BusHaueHo crenudiky 3MicTy cy0'€eKTUBHOI CTOPOHU IIaxpaiiCcTBa,
BYMHIOBAHOTO LIJISIXOM HE3aKOHHMX Ollepalliil i3 BUKOPHUCTAHHSIM €JIEKTPOHHO-00UYMCIIIOBAJIbHOI TEXHIKHY, SIKa
NoJIsirae y BUBHAUYEHHI MEX YCBiIOMJIEHHS Cy6'€KTOM CBOIX il Ta epe6ayeHHs HACTiKiB. BcTaHOBIEHHS
BCEOIYHOro Ta MOBHOTO PO3YMIiHHS 3MiCTy BCiX ITPOLIECIB, 5IKi BiOyBalOThCSl y X0 «<KOMIT'IOTEPHOrO» MaXpancTBa, €

HaOJIMIIKOBUM.

2. The analysis of the scientific research carried out in Ukraine, which concerns the problems of criminal liability
for crimes in the field of the use of electronic computing machines, systems, computer networks and
telecommunication networks, was carried out and different approaches to defining the concepts of "computer
crime" and "cybercrime" were established ", as well as the inadequacy of research on the problem of distinguishing
fraud, committed through illegal operations using computer equipment, from crimes in the field of information
technology use. It has been proven that in cases where fraud, committed through illegal operations using
electronic computing equipment, is carried out in relation to non-cash money, the direct object is social property
relations, mediated by the use of bank accounts and electronic payment systems. In such cases, non-cash money is
a subject of criminal influence. Non-cash money, as a subject of the criminal influence of fraud, represents the
legal rights of the victim to demand a certain amount of funds from the bank, as well as the bank's obligation to



fulfill this demand, the amount of which the guilty person is trying to reduce. In cases where fraud perpetrated
through illegal operations using electronic computing equipment is carried out in relation to virtual assets
(cryptocurrency), the immediate object is social property relations mediated by the use of payment systems of
virtual assets. Virtual assets in such cases represent a subject of criminal influence. Virtual assets, as the subject of
the criminal influence of fraud, are intangible goods that are the object of civil rights of the victim, have a value and
are expressed by a set of data in electronic form, supported by a system for ensuring the turnover of virtual assets,
in relation to which the guilty person tries to carry out an illegal transaction . Features of the objective side of
fraud, which is committed through illegal transactions using electronic computing technology, in relation to non-
cash money, are that the guilty person fraudulently induces the issuing bank to perform actions that were not
authorized by the legal card holder. By sending an unauthorized payment request and using an existing payment
system, the attacker misleads the bank about the need to fulfill the obligations under the contract with the legal
holder. Because of this mistake, the bank unreasonably debits funds from the account of the legal holder, causing
him losses. The actions of the criminal in initiating the transfer of funds and the specified harmful consequences
are in a cause and effect relationship. It is substantiated that the method of fraud, by means of illegal operations
using electronic computing equipment, characterizes the procedure, method, techniques used by the guilty
person in the process of committing fraud combined with the use of electronic computing equipment, at the same
time, such use will always be illegal, because directly prohibited by Art. 190 of the Criminal Code. At the same time,
it is proven that the provisions of part 4 of Art. 190 of the Criminal Code do not provide a regulatory reflection of
the public danger of fraud committed using computer equipment. It is proposed to exclude the qualifying feature
"committed by illegal operations using electronic computing equipment” from the content of Article 190 of the
Criminal Code. A legal assessment of the increased public danger of fraud, "encumbered” by the commission of
other criminal offenses, in particular, unauthorized interference with the operation of computer equipment
(Article 361 of the Criminal Code), illegal actions with malicious software or technical means (Article 361-1 of the
Criminal Code), etc., is proposed to be given in the form of a criminal-law qualification in aggregate. Taking into
account the anti-fraud tendencies, established on the basis of the analysis of the published statistical data of the
State Court Administration, it was recognized that it is inappropriate to reduce the age of criminal responsibility
for the investigated criminal offense. As a hypothesis for further research, it seems possible to formulate the
following proposition: the expansion of informatization processes at the current stage is one of the factors of the
increase in the share of persons aged 30 to 50 among those convicted of fraud, as well as the decrease in the share
of persons with higher education. The specifics of the content of the subjective side of fraud committed through
illegal transactions using electronic computing technology, which consists in determining the limits of the
subject's awareness of his actions and predicting the consequences, have been determined. Establishing a
comprehensive and complete understanding of the content of all processes that occur in the process of
"computer” fraud is redundant.
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