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Pedepar:

1. Incepraniiina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJbHOI HAYKOBO-TIPUKJIAIHOI TPO6IeMH, sIKa [10B’s13aHa 3
posmupeHHs QyHKIiOHATIBHUX MOKJIMBOCTE! 3ac00iB OlLjiHI0BaHHS pu3ukiB (OP) 6e3nexku pecypcis iHpopmaliitHux
cucrem (PIC) 3a paxyHOK pO3p0O0OKHU Bif[I0BiIHOrO €(PEKTUBHOIO METOL0JIONIYHOrO 3abe3rnedeHHs. B poboTi
IIPOAHAJi30BaHO iCHYI04i METOIM, METOAMKH, IporpaMHi 3acoou (I13) OP Ta icHytoui BigkpuTi 6a3u JaHUX
ypasnusocTeil PIC 3 MeTOI0 BU3HaYeHHs Habopy KpUTepiiB Ta ifeHTUPikyounx i oliHOYHUX KOMIIOHEeHTiB. Ha
OCHOBi OTPMMaHUX KOMIIOHEHTIB PO3p00JIEHO MEXaHi3M (POPMYBaHHS MHOKMHU [TapaMeTpiB, 10 J03BOJISIE
peasnidyBaTu BiaNoBinHI popmMyBadi aHaNiITUKO-CUHTETUYHOI KOPTE>KHOI MOZeJli XapaKTEPUCTUK PU3MKIB Ta
OpraHizoByBaTy Mpolec BUOOPY BiANOBIHUX iCHYI0UMX iHCTPyMEHTaIbHUX 3aCc06iB. [IpencraBieHo GyHKIiOHaTIbHO
IIOBHUM 6a3uc MeToAiB Moaudikallii MOpsAKY JIiHIBICTUYHUX 3MiHHUX (J13), sSIKUi1 103BOJIsIE peasi3oByBaTu
npouenypy TpancGopMyBaHHs 6a30BUX €TaJIOHIB IapaMeTpPiB Ha HeviTkux ynciax (HY) 6e3 3ayuyeHHs eKCIlepTiB
BiINOBiHOI MpeAMETHOI raysi Ta po3MUPUTH MaTeMATUYHY 6a3y TeOopii HEUiTKMX MHOXWH, IIOBSI3aHY 3

ornepauissMu Haz, JI3 Ta nepeBipKy BJIaCTUBOCTEN PiBHOMIPHOCTI, HEPiBHOMIPHOCTI, IIporpecii Ta perpecii JI3 Ha



TpaneuienoniobHmx ta TpukyTHUX HY 1o i micss ix BignoBigHOro (pyHKIiOHANIBHOTO IepeTBOPEHHs. Takox
IIpeJCcTaBJIeHUN MeTo[, iepeTBopeHHs iHTepsaiiB y HY nisa dopmanizauii npoiecy GpopmMyBaHHS €TaJTOHHUX
BeJINYMH 6e3 yyacTi ekcriepTiB. Po3pobisieHo metonu OP, ki 103BOJSTh 31ilICHIOBATH OJIHOYACHY OOPOOKY UiTKUX,
HEYIiTKMX i KOMOIHOBAaHYX BEJIMUMH 3 MOXJIMBICTIO MOAM(iKallii TEPMiB Ta aBTOMATU3yBaTH i peaji3yBaTy B PEXKUMI
peasbHOrOo yacy BifnosinHuii nponec OP. Ha nifcTaBsi 3anporioHOBaHMX METOZIB i MOAesi po3po6ieHo
METOJ0JIOTiIO 3 T0JiIMOP(HUMU BiacTuBOCTsIMU mo10 OP 6e3neku PIC, sika no3Bosisie popmanisyBaTu Ta
3a26e3MeYnTH MiATPUMKY IIPOLIeCy CTBOPEHHS iHCTPYMEHTAIbHUX 32CO6IB 3 BIACTUBOCTSIMU aJalITUBHOCTI,
OIIePaTUBHOCTI, (PYHKIIOHAJIbHOCTI Ta HAAiHHOCTI. PO3p06JI€HO KOMILJIEKC CTPYKTYPHUX pillleHb 004K CII0BATIbBHUX
cucteM OP, sKi 03BOJISIOTH 3a6€31€YNTH PO3POOIIIOBATIBHUM 3aC00aM 3a3HAa4Y€Hi BIaCTUBOCTI. TakoX Ha OCHOBI
3aIPOIIOHOBAHOI METOJI0JIOTIi Ta CTPYKTYPHUX pilleHb, po3pobisieHo 13 cucrem OP i 3xilicHeHo ix
eKCIIepUMEHTaJIbHe JOCIKeHHS], 3 METOIO MiITBEPAKEHHS JOCTOBIPHOCTI TEOPETUYHUX [TOJIOKEHD Ta IPAKTUYHUX
PO3POOOK AMCEPTALiHOTO IOCTiI>KEeHHS.

2. The dissertation is dedicated to the solution of the actual scientific and applied problem, which is related to the
expansion of the functional capabilities of risk assessment (RA) tools of information systems resources (ISR)
through the development of appropriate effective methodological support. The work analyzes the existing
methods, techniques, software tools (ST) of risk assessment and existing databases of information systems
resources (ISR) vulnerabilities to determine the set of criteria and identifying and evaluation components. On the
basis of the obtained components, a mechanism to develop a set of parameters has been developed, which allows
to realize the relevant formers of the analytical and synthetic tuple model of risk characteristics and to organize
the selection process of the appropriate existing tools. Functionally, a complete basis of methods for modifying the
order of linguistic variables (LV) is presented, which allows to implement the process of transforming the basic
standards of parameters on fuzzy numbers (FN) without involving experts of the corresponding subject field and to
extend the mathematical base of the fuzzy set theory, associated with operations on linguistic variables (LV) and
testing properties of uniformity, unevenness, progression and regression of linguistic variables (LV) on trapezium
and triangular fuzzy numbers (FN) before and after their respective functional transformation. The method of
converting intervals into fuzzy numbers (FN) to formalize the process of standard values formation without the
participation of experts is also presented. Risk assessment (RA) methods that allow carrying out the simultaneous
processing of clear, fuzzy and combined values with the possibility of term modification and to automate and
implement in real time the appropriate risk assessment (RA) process have been developed. Based on the proposed
methods and model, a methodology with polymorphic properties on the risk assessment (RA) of security of
information systems resources (ISR) has been developed, which allows to formalize and provide support for the
process of creating tools with the properties of adaptability, efficiency, functionality and reliability. A complex of
structural solutions of risk assessment (RA) computing systems has been developed. Also, on the basis of the
proposed methodology and structural solutions, an experimental study of the risk assessment (RA) software
systems has been developed and carried out in order to confirm the reliability of the theoretical positions and
practical developments of the dissertation research.
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