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1. Betnmupka O.C. Mopens iHdopManifHOi 3aXUIeHOCTi 0COOMCTOCTI B yMOBax BIJIMBY PE3YJIbTAaTiB COL[iOJIOTIYHUX
nociimxkeHs. — Kpanigikaniiina HaykoBa npalis Ha [paBax pykomnucy. Jlucepraiist Ha 3500yTTsI HAyKOBOT'O CTYIIEHS
nokropa pinocodii 3a cnenjanpHicTio 125 - Kibep6esneka. — [lep>kaBHuil yHiBepcuTeT iHpopmaniiHo-
KOMyHiKaliiHux TexHosorin, MOH Ykpainu, Kuis, 2024. TTlonsTTs indpopmaliiiHOI 6e311eKu (JII0IUHU, OCOOMCTOCTI)
€ BKpay CKJIAIHUM JJ1s1 KiIbKICHOTO BUMIipPIOBaHHS i TOMY y POOOTi BOCHITKyeThCs iHpopMaLlifiHa 3aXUILEHICTh
CTaTUCTUYHUX Mogeseil. OCHOBHA IPOOJIEMA, 1Ka OOYMOBJIIOE HEOOXiIHICTb JOCIIKEHD B 00J1aCTi iHpOpMaLifiHO]
Oe3MeKy Ta 3aXUIIEeHOCTi 0COOMCTOCTI, BUILJIMBAE 3 TPOTUPIUYS], IOBSI3aHOTO 3 KOH(PJIIKTOM MiXK HEOOXiIHICTIO
mocTymy no indpopmalii Ta oTpebo0 3aXUCTUTH OCOOUCTICTD BiJ, MaHINy ALl i ne3indopmariii. Bce e BuzHavae



HEeOOXiIHICTh BUPIlIEHHS aKTyaJIbHOTO HAayKOBOTO 3aBJJaHHS 10JI0 CTBOPEHHS Mozesi iHpopMaLiitHOi 3aXUIeHOCTi
0COOKMCTOCTI B YMOBax BILJIMBY Pe3yJbTaTiB COLIOJIOTIYHUX OCTiIKeHb. MEeTOI0 LOCHiIKeHHS € TiIBUILIeHHS
iHpopmaliiiHOi 3aXUIEHOCTi 0COOUCTOCTI B yMOBAX BIIMBY Pe3yJIbTaTiB COLi0JIOTIYHUX AOCiIKeHb. [
IOCSITHEHHS 3a3HA4Y€HOI METU y POOOTI O1E€P>KaHO OCHOBHI HAyKOBi PE3YJIbTATU: yIOCKOHAIIEHO MOZEJb [10BEIiHKU
0COOUCTOCTI Mif BIVIMBOM COLIi0JIOTiYHOI iH(dopMaliii, B OCHOBY sIKOi IOKJIaZIeHO 6a30By MOZEJIb KOHPOPMHOI
NOBEJiHKY JIIOAVHU 3 YPaxyBaHHSM ii allpiopHUX NIePEKOHAHb Ta CTYIIE€HS He3aJIeXKHOCTI MUCJIEHHS, i SIKy OyJ10
PO3BLINPEHO 32 PaXyHOK BUKOPUCTAaHHS KOe(illieHTiB BIIJIMBY HA OCOOUCTICTb IpKEPEJI COLiooriyHoi iHdpopmaliii, mo
II03BOJIsIE BPaxOBYBaTU PiBE€Hb IOBipA OCOOUCTOCTI 10 IyKEpesia COLiooriyHoi iHpopmaliii Ta 0CO6IMBOCTI
CIIPUHAHSTTS OCOOUCTICTIO Pe3ysbTaTiB COLI0JIOTIYHUX IOCTIiIKEHb; BIIEpIle PO3po6JIeHO Moiesb iHdpopMallifiHOI
3aXUIEHOCTI 0COOMCTOCT] sKa 6a3yeThbCsl Ha KOHLIENIIii yIIpaBsliHHS Ha OCHOBI IMOBIPHICHOT'O KOHTPOJIIO 3
BMKOPHMCTaHHSIM PE3YyJIbTATiB MOJIE€/IIOBAHHS IOBEAIHKM OCOOUCTOCTI i/l BIJIMBOM COLi0JIOTiYHOI iHpopMmalii, o
Ilae MOXJIMBICTb OCJIIIPKYBAaTH Pi3HOMAHITHI cTparerii kepyBaHHS iH(pOpPMaLiliHUM BIIJIMBOM Pe3yJIbTaTiB
coliosiorii Ha 0COOUCTICTh Ta 0O6MpPATH AOLIJIBHY CTpaTerilo KepyBaHHs iHPOpMaLiliHUM IIOTOKOM 3 METOIO
3a0be3ne4eHHs HeoOXiHOro piBHs iHPoOpMaliliHOI 3aXUILEHOCTi 0COOUCTOCTI; HabyJIM [0AJbIIOrO PO3BUTKY
MeToAU 06pOo6KU coljiosoriyHoi iHpopmallii, siki 6ysiv afanToBaHi 111 BUKOPUCTAHHS Yy MOJIEJISIX IIOBEIiHKY Ta
indopmaniitHoi 3axUIEeHOCTi 0COOUCTOCTI 32 PaXyHOK OiHapu3allii 6araToBUMipHUX Pe3YJIbTaTiB JOCiIKeHb 3
BHMKOPHCTaHHSIM METO/iB KJIaCTEPHOI'O aHaJIi3y Ta BUBHAYEHHSM IMOBipHOCTe 17151 6iHapHUX KJlacTepiB.
3acTocyBaHHS TaKoro MiiXony 4O3BOJIsIE KiJIbKICHO OL[iHIOBAaTH BIVIUB PE3YJIbTATiB COLi0JIOrii HA OCOOUCTICTS,
06MpaTy palioHalbHYy CTPATETil0 KEPYBaHHS iH(POPMaLiITHMM BIJIMBOM Ta 3a6e3Ie4yBaTy HEOOXiIHMI1 PiBeHb
iHdopmaniitHoi 3axuleHOCTi 0coOUCTOCTI. Pe3ybTaTy HAyKOBUX [OCIiIP)KeHb OyJIU BIIPOBAIKEHi B OCBITHI
npolec Ha kadeapi ynpasiiHHs Kibep6e3neKkoo Ta 3aXxucToM iHdopmaliii Jlep>kaBHOrO YHiBEpCUTETY
iH(popMaLiIHO-KOMYHIKaLliTHMX TEXHOJIOTi, 30KpeMa MPpY BUKJIALAHHI IUCHUILIIH: “OCHOBY HalliOHAJIbHO]
6esnexu’, “Indpopmariiina 6esneka gepxasu’, “CTpaTeriyHi KoMmyHikanii’ Ta iH. Ipu OigroToBLi 31,00yBaYiB OCBITH 32
crienianbHicTio 125 Kibep6esneka Ta 3axuct iHdopmMalii. [IpakTiyHe 3HaYeHHS OJeP>KaHUX Pe3yJIbTaTiB [10JIsIra€e B
TOMY, 110 PO3PO06JIEH] y fucepTaliiiHiil podoTi MoAesi iHpopMaLifHOTrO BIUIMBY Ta 3aXUILEHOCTI 0COOMCTOCTI JAI0Th
MOKJIMBICTb KiJIbKICHO OLIiHIOBAaTH BILJIMB PE3yJIbTATIB COLiOJIOTIYHUX JOCiKEHb HA OCOOUCTICTb Ta BU3HAYATH
palioHasIbHy CTpaTerilo KepyBaHHS BILJIMBOM, YUM MiIBULIYIOTh €PeKTUBHICTb iHPOpPMaliliHOTO 3aXUCTY
ocobucrocTi. Ha 6a3i Hux po3pobseHo peKkoMeHallii 1715l ICUXOJIOTiB, IICUXOTEPAIeBTiB, COLiaIbHUX IICUXOJIOTIB,
(axiBILiB 3 MesliarpaMOTHOCTI, (axiBLiB 3 KOMyHiKawiil Ta PR, IopUCTiB 3 NUTaHb 3aXUCTY OCOOMCTUX NIPaB 3
NOKpaleHHs iHPpOopMaLiliHOI 3aXUIEHOCTi OCOGUCTOCTI B yMOBax BILJIMBY coniosiorii. CepefHe 3HaY€HHS
NoKpalleHHs iHpopMalifiHOi 3aXUIEHOCTi OCOOMCTOCTI: 1711 CTpaTerii IepeMUKaHHs KaHasliB IpU HallMEHIIOMY
BIUIMBI cKJ1aziae 27.9%, AJis cTparerii nepeMuKaHHs KaHaliB IIpYU CyTTEBOMY BILIMBI ckiazae 54.2%. IIpu npomy,
CTaTUCTUYHA OXUOKa pe3ynbTaty (3 imoBipaicTio 0.95) cknanae Bif 2.3% 1o 3.4%. Pe3ynbTaTi HAYKOBUX
IocimKeHb Oysy BUKOpUCTaHi Ha kadenpi YrpasiiHHS iHpopmMallifiHoOO Ta KibepHeTUYHOIO 6e311eKo10 lep>KaBHOTo
yHiBepcuTeTy iHpopMalliflHO-KOMYHIKalliHUX TEXHOJIOTIH IiJl 4ac BUKOHAHHS HAYKOBO-A0CJiIHOI po60TU Ha TEMY
“3anobiraHHg i mpoTUis MeToJaM colianbHOI ikeHepii y 3a6e3nevyeHHi iHdpopmaliiiHoi 6e3neku nignpuemcrsa”
(N2 nepx. peectpauii 0123U100743, OVIKT, m. KuiB). Takox pe3yibTaTi HAYKOBUX AOCHiIKEHb IIPUMHATI 10

BIIPOBajI>KeHHs B AistnpHicTs TOB “IT Cneuiamict”.

2. Vetlytska O. S. The model of information protection of the individual under the influence of the results of
sociological research. - Qualifying scientific work on manuscript rights. Dissertation for obtaining the scientific
degree of Doctor of Philosophy in specialty 125 — Cybersecurity. - State University of Information and
Communication Technologies, MES of Ukraine, Kyiv, 2024. Information security (person, individual) is complicated
for quantitative measurement. Therefore the work examines the information security of an individual as a
component of his information security, which can be evaluated quantitatively based on analytical or statistical
models. The main problem, that determines the need for research in the field of information security and personal
protection, stems from the contradiction associated with the conflict between the need for access to information
and the need to protect the individual from manipulation and misinformation. All this determines the need to solve
the actual scientific task of creating a model of information security for the individual under the influence of the



results of sociological research. The purpose of the study is to increase the information security of the individual
under the influence of the results of sociological research. To achieve the specified goal, the main scientific results
were obtained in the work: the model of personality behavior under the influence of sociological information has
been improved, which is based on the basic model of conforming behavior of a person taking into account his a
priori beliefs and the degree of independence of thinking, and which was expanded due to the use of coefficients
of influence on the personality of sources of sociological information, which allows taking into account the level of
trust of the individual in sources of sociological information and peculiarities of personal perception of the results
of sociological research; for the first time, a model of information security of the individual was developed, which
is based on the concept of management based on probabilistic control using the results of modeling the behavior
of the individual under the influence of sociological information, which makes it possible to explore various
strategies for managing the information impact of the results of sociology on the individual and to choose an
appropriate strategy for managing the information flow to ensure the necessary the level of individual information
security; methods of processing sociological information, which were adapted for use in models of behavior and
information security of the individual due to binarization of multidimensional research results using methods of
cluster analysis and determination of probabilities for binary clusters, were further developed. The use of this
approach allows you to quantitatively assess the impact of the results of sociology on the individual, to choose a
rational strategy for managing informational influence, and to ensure the necessary level of personal information
security. The results of scientific research were implemented in the educational process at the Department of
Information and CyberSecurity Management of the State University of Information and Communication
Technologies, in particular when teaching the disciplines: “Fundamentals of national security”, “Information
security of the state”, “Strategic communications” and others, when preparing students in the specialty 125
Cybersecurity and information protection. The practical significance of the obtained results is that the models of
informational influence and personal protection developed in the dissertation make it possible to quantitatively
assess the impact of the results of sociological research on the individual and to determine a rational strategy for
managing the influence, thereby increasing the effectiveness of informational personal protection. Based on them,
recommendations have been developed for psychologists, psychotherapists, social psychologists, media literacy
specialists, communications and PR specialists, and lawyers on the protection of personal rights to improve
personal information security under the influence of sociology. The average value of the improvement of the
information security of the individual: for the strategy of switching channels with the least influence is 27.9%, and
for the strategy of switching channels with significant influence is 54.2%. At the same time, the statistical error of
the result (with a probability of 0.95) is from 2.3% to 3.4%. The results of scientific research were used at the
Department of Information and CyberSecurity Management of the State University of Information and
Communication Technologies during the implementation of research work on the topic “Prevention and
countermeasures to social engineering methods in ensuring the information security of the enterprise” (state
registration number 0123U100743, DUIKT, m Kyiv).
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