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CTaTUCTUYHUX Moaesel. OCHOBHA IPo6yeMa, ska 0OYMOBIIIOE HEOOXIAHICTD JOCTiIKeHb B 061acTi iHdpopMaLiliHO]
6e3rneKy Ta 3aXUIIEeHOCTi 0COOUCTOCTI, BUIIJIMBAE 3 MPOTUPiYYsl, OB'I3aHOT0 3 KOH(MIIIKTOM MK HEOOXiTTHICTIO
IocTyny Ao indpopMaliii Ta NoTpeboI0 3aXUCTUTH OCOOUCTICTD BiJ, MaHINy sl i ge3indopmaliii. Bce 1ie Bu3Havae
HEOOXi[IHICTh BUPILIE€HHS aKTyaJIbHOrO HAaYKOBOT'O 3aBJJaHHS MIOJ0 CTBOPEHHS MOl iHpOopMaLiliHOI 3aXUIIEeHOCTi
0COOHMCTOCTI B yMOBax BILJIMBY Pe3yJbTaTiB COLIOJIOTIYHUX TOCTIiIKeHb. METOI0 LOCHiIKEeHHS € TiIBULIeHHS
iHopmaliifHOi 3aXUIEHOCTi 0COOKUCTOCTI B yMOBAX BIIMBY Pe3yJIbTaTiB COLiOJIOTIYHUX AOCiIKeHb. [s
IOCSICHEHHS 3a3HAY€HOI METU y POOOTI OIE€P>KaHO OCHOBHI HAyKOBi PE3YJIbTATHU: YIOCKOHAIEHO MOZEJb [10BEJIiHKU
0COBHMCTOCTI ITif, BIVIMBOM COLi0JIOTiYHOi iHdopMallii, B OCHOBY KOi IOKJIaieHO 6a30BY MOieIb KOHPOPMHOI
[OBEJiHKY JIIOAVHY 3 YPaxyBaHHSM ii allpiopHUX NIepEKOHaHb Ta CTYIIEHS He3aJIesKHOCTI MUCJIEHHS, i SIKy OyJ10
PO3BLINPEHO 32 PaXyHOK BUKOPUCTaHHS Koe(illieHTiB BIIJIMBY HA OCOOUCTICTb IpKepeJl coLiosoriyHoi indopmatiii, mo
IO3BOJIsIE BpaXOBYBaTU PiBEHb IOBIPM OCOOUCTOCTI A0 IPKEepeJa CoLiosoriyHoi indpopmallii Ta 0co6IMBOCTI
CIIPUMAHSTTS OCOOUCTICTIO Pe3ysbTaTiB COLI0JIOTIYHUX JIOCTIiIKEeHb; BIEpIle Po3po6JIeHo Moeb iHdpopMalifiHOI
3aXUIEHOCTI 0COOMCTOCT] sIKa 6a3yeThbCsl Ha KOHLIENIIii yIipaBsliHHS Ha OCHOBI IMOBIPHICHOI'O KOHTPOJIIO 3
BMKOPHCTaHHSIM PE3YyJIbTaTiB MOJIE€/II0OBAHHS [IOBEAIHKM OCOOUCTOCTI IIifi BIIJIMBOM COLIi0JIOTi4HOI iHpopmaliii, mo
Ila€ MOXKJIMBICTb AOCJIIIPKYBaTU Pi3HOMAaHITHI CTpaTerii KepyBaHHS iH(pOPMaLiIHUM BIVIMBOM PE€3YJIbTaTiB
coriosiorii Ha 0COOUCTICTh Ta 0OMpPATH JOLIIBHY CTpPATerilo KepyBaHHs iHPOPMaL[iiHUM IIOTOKOM 3 METOIO
3a0e31e4yeHHs] HeoOXinHOro piBHs iHPopMaliiiHOi 3axXUIEHOCTi 0COOUCTOCTI; HabyJIM [0/1aIbIIOr0 PO3BUTKY
MeTOoJM 06pOOKHU COLi0JIOriYHOI iHpopMaliii, siKi 6y/IM aalTOBaHi 1j11 BUKOPUCTAHHS Y MOJIEJISIX ITOBEIiHKU Ta
iHpopmaliitHOI 3aXUIEHOCTI 0COOUCTOCTI 32 PaXyHOK 6iHapu3allii 6araToBUMipHUX Pe3yJIbTaTiB JOCTiIKEHb 3
BHUKOPHCTaHHSIM METO/iB KJIaCTEPHOI'O aHaJIi3y Ta BUSHAYEHHSIM IMOBIpHOCTe 17151 6iHapHUX KJlacTepiB.
3acTocyBaHHs Takoro MiIxony J03BOJIsIE KiJIbKICHO OLiHIOBAaTH BIJIUB PE3YJIbTATiB COLi0JIOrii HA OCOOUCTICTS,
0o0upaTu palioHanIbHy CTPATETiI0 KepyBaHHS iHQOpMalilHUM BILJIMBOM Ta 3a6€3MeyyBaTH HEOOXiAHUI piBEHb
iHdopmaniitHoi 3axuieHOCTi 0co6UCTOCTI. Pe3ybTaTy HAyKOBUX IOCIiIPKeHb OyJIU BIIPOBAIKEeHi B OCBITHI
npolec Ha kadeapi ynpasiiHHs KibepOesnexkoo Ta 3axucToM iHdopmatiii Jlep>kaBHOrO yHiBepCUTETY
iHpopManifiHO-KOMYHIKaLiIMHUX TEXHOJIOTI, 30KpeMa 1P BUKJIaAaHHi JucuUILIIiH: “OCHOBY HalliOHAJIbHOI
oesneku”, “Inpopmatiiina 6e3neka gep>kasu”, “Ctpareriyni KomyHikauii’ Ta iH. Ipu niAroToBui 30,006yBayiB OCBITH 32
crienianpHicTio 125 Kibep6eaneka Ta 3axuct iHdopmMalii. [IpakTiyHe 3HaYeHHS OJep>KaHUX pPe3yJIbTaTiB [10JIsIrae B
TOMY, 110 PO3po06JIeHi y JucepTaliiiHiil po6oTi Moaesi iHpopMalifiHOro BIUIMBY Ta 3aXUILEHOCTI 0COOMCTOCTI JAI0Th
MO>KJIUBICTb KiJIbKiCHO OIiHIOBaTH BIVIUB PE3YJbTATIB COLIOJIOTIYHUX NOCiKEHb HA OCOOMCTICTb Ta BU3HAYaTH
palioHaIbHY CTPaTeriio KepyBaHHS BILJIMBOM, YUM HiIBULIYIOTh €PEeKTUBHICT iHPOPMAILiTHOTO 3aXUCTY
ocobucrtocTi. Ha 6a3i Hux po3pobsieHo pekoMeHIallii 171 ICUXOJIOTiB, IICUXOTEePaIeBTiB, COLiaIbHUX IICUXOJIOTIB,
(axiBLiB 3 MeiarpamMoTHOCTI, (paxiBLiB 3 KOMyHiKaljill Ta PR, IOpUCTIB 3 MUTaHb 3aXUCTy OCOOUCTUX IIPAB 3
NoKpaleHHs iHpopMaliliHOI 3aXUIEHOCTi OCOGUCTOCTI B yMOBax BILJIMBY comiosiorii. CepenHe 3HaYeHHS
NoKpalleHHs iHpopMaliliHOI 3aXUIEHOCTi OCOOUCTOCTI: 111 CTpaTerii IepeMUKaHHs KaHajliB [IpU HallMEeHIIOMY
BIUIMBI cKJazae 27.9%, AJis cTparerii nepeMuKaHHs KaHasliB IIpU CyTTEBOMY BILIMBI ckiazae 54.2%. IIpu npomy,
CTaTHUCTUYHA OXUOKa pe3ynbTaty (3 iMoBipHicTio 0.95) cknanae Bif 2.3% 10 3.4%. Pe3ynbTaTi HAYKOBUX
IocimkeHb Oysiy BUKopucTaHi Ha kadenpi YpasiiHHS iHpopmMalifiHOO Ta KibepHETUYHOIO 6e311eKo010 [lep>KaBHOTO
yHiBepcuTeTy iHpopMalifiHO-KOMYHIKalliHUX TeXHOJIOTIH Iifl 4ac BUKOHAHHS HAayKOBO-0CJiIHOI po60TU Ha TEMY
“3anobiraHHs i IpOTHIis METOAAM COLia/IbHOI imXKeHepil y 3abe3nedyeHHi iHpopmaliliHOi 6e3neKku nignpueMcTsa”
(N2 nepx. peecrpauii 0123U100743, IYIKT, m. Kuis). TakoxX pe3ysibTaTy HAYKOBUX OOCJIIKEHb IPUIHATI 10

BIIPOBaI>KeHHs B AistpHicTs TOB “IT Cneuiamict”.

2. Vetlytska O. S. The model of information protection of the individual under the influence of the results of
sociological research. - Qualifying scientific work on manuscript rights. Dissertation for obtaining the scientific
degree of Doctor of Philosophy in specialty 125 - Cybersecurity. — State University of Information and
Communication Technologies, MES of Ukraine, Kyiv, 2024. Information security (person, individual) is complicated
for quantitative measurement. Therefore the work examines the information security of an individual as a
component of his information security, which can be evaluated quantitatively based on analytical or statistical
models. The main problem, that determines the need for research in the field of information security and personal



protection, stems from the contradiction associated with the conflict between the need for access to information
and the need to protect the individual from manipulation and misinformation. All this determines the need to solve
the actual scientific task of creating a model of information security for the individual under the influence of the
results of sociological research. The purpose of the study is to increase the information security of the individual
under the influence of the results of sociological research. To achieve the specified goal, the main scientific results
were obtained in the work: the model of personality behavior under the influence of sociological information has
been improved, which is based on the basic model of conforming behavior of a person taking into account his a
priori beliefs and the degree of independence of thinking, and which was expanded due to the use of coefficients
of influence on the personality of sources of sociological information, which allows taking into account the level of
trust of the individual in sources of sociological information and peculiarities of personal perception of the results
of sociological research; for the first time, a model of information security of the individual was developed, which
is based on the concept of management based on probabilistic control using the results of modeling the behavior
of the individual under the influence of sociological information, which makes it possible to explore various
strategies for managing the information impact of the results of sociology on the individual and to choose an
appropriate strategy for managing the information flow to ensure the necessary the level of individual information
security; methods of processing sociological information, which were adapted for use in models of behavior and
information security of the individual due to binarization of multidimensional research results using methods of
cluster analysis and determination of probabilities for binary clusters, were further developed. The use of this
approach allows you to quantitatively assess the impact of the results of sociology on the individual, to choose a
rational strategy for managing informational influence, and to ensure the necessary level of personal information
security. The results of scientific research were implemented in the educational process at the Department of
Information and CyberSecurity Management of the State University of Information and Communication
Technologies, in particular when teaching the disciplines: “Fundamentals of national security”, “Information
security of the state”, “Strategic communications” and others, when preparing students in the specialty 125
Cybersecurity and information protection. The practical significance of the obtained results is that the models of
informational influence and personal protection developed in the dissertation make it possible to quantitatively
assess the impact of the results of sociological research on the individual and to determine a rational strategy for
managing the influence, thereby increasing the effectiveness of informational personal protection. Based on them,
recommendations have been developed for psychologists, psychotherapists, social psychologists, media literacy
specialists, communications and PR specialists, and lawyers on the protection of personal rights to improve
personal information security under the influence of sociology. The average value of the improvement of the
information security of the individual: for the strategy of switching channels with the least influence is 27.9%, and
for the strategy of switching channels with significant influence is 54.2%. At the same time, the statistical error of
the result (with a probability of 0.95) is from 2.3% to 3.4%. The results of scientific research were used at the
Department of Information and CyberSecurity Management of the State University of Information and
Communication Technologies during the implementation of research work on the topic “Prevention and
countermeasures to social engineering methods in ensuring the information security of the enterprise” (state
registration number 0123U100743, DUIKT, m Kyiv).
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