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1. MeTonu ynpasiiHHS TpaikoM i3 3a6e31e4eHHsIM BilMOBOCTIMKOCTI Ta MEPEXHOI 6€311eK1 Ha OCHOBI

BUKOPUCTaHHS JUHAMIYHUX TEH30PHUX MOJEJIEN TEIEKOMYHIKALiMHUX CUCTEM

2. Methods of traffic management with ensuring fault-tolerance and network security based on use of dynamic
tensor models of telecommunication systems

Pedepar:

1. O6’exT - pouecH yrnpasaiHHs TPa@ikoMm i3 MigTPUMKOIO SIKOCTi 00CJIyrOBYBaHHS Ta 3a0€3[1€UYEHHIM
BiZIMOBOCTIIKOCTi Ta MEPEXHOi 6e3I1eKH B TeJIEKOMYHIKaL[itHUX Mepeskax. MeTa — MiJiBUIeHHS BiMOBOCTIKOCTi Ta
Oe3reku i3 3a6e3MeYeHHSIM 33JaHOT0 PiBHS SIKOCTi OOCIyrOBYBaHHS B T€JIEKOMYHIKAI[IHHNUX Mepeskax IMIJIIXOM
PO3pOOKU Ta BAOCKOHAJIEHHS BiATIOBITHUX MoZesiel i MEeTOJIiB MapIIpyTH3allii Ta yrpasiiHHa TpadikoM. MeTonu
OOCTiIXKeHb — TEH30PHE OOUMCJIEHHS Ta aHaJli3, Teopis AuepeHLiaTbHIX PiBHSIHD; TEOPisl MHOXUH i Teopis rpagis;
IIOCTYJIATH Ta IPUHLMIIN TeOPii iepapxiyHnX 6araTOpiBHEBUX CUCTEM; METOAU MaTeMAaTUYHOIO IIPOTrPaMyBaHHS;
METOAM IMITal[iiHOrO MOZEIIOBaHHS. Pe3ysibTaTy — BLOCKOHAJIEHO CUCTEMY TEH30PHUX Mopesen QoS-
MapupyTH3alii Ta yIpasiaiHHs Tpadikom, MPeCTaBIeHUX Y CUCTEMAX KOOPAXHAT KOHTYPIB i By3/IOBUX I1ap, a TAaKOX
MDKITOJTIIOCHUX MIJISIXIB i BHYTPIIIHIX BY3JI0BUX Map; HA0YB MOJAJIBIIOTO PO3BUTKY JBOPIBHEBUI METO],

BHYTPIITHbOJOMEHHO] iepapxiyHO-KoOpAMHaLiiHOI QOS-MapumpyTU3alii Ha OCHOBI pe3epByBaHHS PECYPCiB;



BIIE€pLIE 3aIIPOIIOHOBAHO AVHAMIUYHY MOZeJIb 6araToIIsIXOBOI MapIPYTU3allil i3 3a6€3Me4eHHSIM SIKOCTi
00CJIyTOBYBaHHS 32 ITOKA3HUKOM iMOBIpHOCTI CBO€YACHOI IOCTAaBKU I1aKeTiB y TeJIeKOMYyHiKaLiliHill Mmepexi; Habyia
[I0/IQ/IBIIOTO PO3BUTKY CUCTEMA IIOTOKOBUX MOJeJieil BilMOBOCTIHKOI MaplIpyTH3allii 6e3 pe3epByBaHHS €JIEMEHTIB
TeJIEKOMYHIKaliiHOI MepeXi 3a IIJISIXaMH, 10 He NIEPETUHAKTLCS a00 NEPETUHAIOTLCS JIULIE 32 By3/IaMy; Habysia
NOJIAJIbIIOrO PO3BUTKY OTOKOBA MOZEJIb IBUAKOI IIepemMapuIpyTy3alii 3 JiHiiiHOI (OPMOIO YMOB 3aXUCTy KaHay
Ta By3Jla [IpU peaslisalii 6araTouissxoBoi MapIIpyTH3allii Ta BBEIEHHSIM CUCTEMU KPUTEPiiB ONTUMaJIbHOCTI pillleHb
IOZ0 BiIMOBOCTIMKOi MapIIpyTH3allii 3 BCTAHOBJIEHHSIM iepapxii CiBBiIHOIEHb BaroBUX KOEQillieHTiB y
BiANOBiIHUX LiJIbOBUX (PYHKLIiSX; BIIEpLIE 3alIPOIIOHOBAHO JABOPIiBHEBUI METO/ IIBUIKOI IEpEMapIIPyTU3aLlii 3
OaslaHCYBaHHSIM HaBaHTAXEHHS B [IPOrPaMHO-KOH(IrypOBaHUX MeperKax; BIEPIIE 3alIPOIIOHOBAHO JIiHIHY
ONTUMIi3aliiHy MOZeJb 6araTolsIX0BOI MIBUAKOI IIepeMapuIpyTU3allii 3 6ajaHCYBaHHSIM HaBaHTaXXEHHS B
TeJIEKOMYHIKaLiHi Mepexi 3 3aXMCTOM KaHaJly, By3Jjia Ta IIPOIIYCKHOI 3aTHOCTI; BIOCKOHAJIEHO METO[]
iepapxiYHO-KOOPAMHALINHOI MDKIOMEHHOI IIBUIKOI TepeMapLIpyTH3allil, 3aCHOBaHUN Ha AEKOMIIO3ULIITHOMY
IIPECTaBJI€HH] IOTOKOBOI MOJ€Jli MapUIpyTH3alil Ta BAKOPUCTaHHI IPUHIMITY LiJIbOBOi KOOPAUHALlii; BIiepIe
3aIIPOIIOHOBAHO CUCTEMY II0TOKOBUX MOJIEJIEN BiZIMOBOCTINIKOI MapLIpyTU3allii 3 3aXUCTOM IIJII03Y 33
3aMOBYYBaHHSM; BIIEPILE 3aIIPOIIOHOBAHO MAaTEMATUYHY MOJEJb BiIMOBOCTINKOI QOS-MapiupyTu3atii B
MYJIbTUCEPBICHIN TeJleKOMYHIKalilHIi Mepesxi i3 3a0e3MeyeHHsIM peasisaliii cxeMu 3aX1UCTy PiBHS SKOCTi
00CJIyrOBYBaHHS 32 NOKAa3HUKAMU MTPOIYCKHOI 3JaTHOCTI Ta C€peHbOI MiXKKIiHI€BOI 3aTPMMKH MAKETiB; BIEpIle
3aIIPONIOHOBAHO METOAM O6€3M1eYHOI MapIpyTU3alLlii Ta 6e3MnevYHoi MBUIKOI IepeMapUIpyTU3alii MOBiIOMJIEHD 3a
LJISIXaMHU, SIKi IEPETUHAIOTHCS, 0 HajleXXaTh 10 KJIACy MPOAKTUBHUX i pEaKTUBHUX PillleHb 100 3a6€e3M1e4YeHHs
33/1aHOTO PiBHSI MepesKHOiI 6e3neky. BripoBapkeHo — B HaBYaJIbHOMY Ipolieci Kadenpy iHPOKOMYHIKaLiHO1
iHKeHepil XapKiBCbKOIO HalliOHAJILHOTO YHIBEPCUTETY PaLliOeIEKTPOHIKY Yy JIEKLITHOMY KypPCi Ta IIPAKTUYHUX
3QHSTTAX 3 JUCLUIUIIHY «YTpaBiiHHs Ta mapupyTtusauis B TKC»; y HaykoBo-pocigHux pobortax: HIP N2 299-1 (IIP
Ne0115U002432) «IlinBuieHHs MacIiITaboBaHOCTI TEXHOJIOTTYHUX PillleHb 1010 3a06e31eYeHHS SIKOCT]
00CJIyrOByBaHHS B KOHBEPT€HTHUX TeJIeKOMYHiKalilHux cuctemax», HIIP 1P Ne0116U000066 T. I'any3b

BUKOPUCTAHHS — TEJIEKOMYHIKaLiiHi CUCTEMU Ta MEPEXKI.

2. Object - traffic management processes supporting Quality of Service and ensuring fault-tolerance and network
security in telecommunication networks. Purpose - the increase of fault-tolerance and security with the provision
of the given level of Quality of Service in telecommunication networks by developing and improving the
corresponding models and methods of routing and traffic management. Methods of research - tensor calculus and
analysis, the theory of differential equations; set theory and graph theory; postulates and principles of the theory
of hierarchical multilevel systems; methods of mathematical programming; methods of simulation modeling.
Results - the system of tensor models of QoS-routing and traffic management, represented in coordinate systems
of circuits and node pairs, as well as interpolar paths and internal node pairs, is improved; the two-level method of
intra-domain hierarchical coordination QoS-routing based on resource reservation has been further developed;
the dynamic model of multipath routing with the provision of Quality of Service for the parameter of the
probability of timely delivery of packets in the telecommunication network has been proposed for the first time;
the system of the flow-based models of fault-tolerant routing has been further developed without reservation of
elements of the telecommunication network using paths that do not intersect or overlap only by nodes; the flow-
based model of fast rerouting with the linear form of the conditions of the link and node protection in the
implementation of multipath routing and the introduction of a system of optimality criteria of solutions for fault-
tolerant routing with the establishment of a hierarchy of weight coefficients ratios in the corresponding objective
functions has been further developed; the two-level method of fast rerouting with load balancing in Software-
defined Networks has been proposed for the first time; the linear optimization model for multipath fast rerouting
with load balancing in a telecommunication network with link, node, and bandwidth protection has been proposed
for the first time; the method of hierarchical coordination inter-area fast rerouting, based on the decomposition
representation of the flow-based routing model and using the goal coordination principle, has been improved; the
system of fault-tolerant routing models with default gateway protection has been proposed for the first time; the
mathematical model of fault-tolerant QoS-routing in a multiservice telecommunication network with the provision



of realization a scheme for protecting the level of Quality of Service on the parameters of bandwidth and the
average end-to-end packet delay has been proposed for the first time; the methods of secure routing and secure
fast rerouting of the messages over the overlapping paths that are related to the class of proactive and reactive
solutions of providing a given level of network security have been proposed for the first time. Implementation - in
the educational process of the Department of Infocommunication Engineering in Kharkiv National University of
Radio Electronics in a lecture course and practical classes on discipline «Management and routing in the TCS»; in
research works: scientific research work N2 299-1 (SR N20115U002432) «Increasing the scalability of technological
solutions to provide Quality of Service in convergent telecommunication systems», scientific research work SR
Ne0116U000066 1. The field of use is telecommunication systems and networks.
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