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1. Mopziesi i MeTou yIpaBiIiHHS NOLISIMU 6€311E€KY KOMITIOTEPHUX CUCTEM KPUTUYHUX iH(pOpMaLiiHUX
iHppaCTpyKTyp

2. Models and Methods for Managing Security Events in Computer Systems of Critical Information Infrastructures

Pedepar/anoTamnis:

1. Cambopcekuii €.1. Mopiei i MeTogu ynpaBiiHHS NOLisSIMU 6€311eKM KOMITIOTEPHUX CUCTEM KPUTUYHUX
inpopmauinnHux iHppacTpykTyp. — KBasidikauiiHa HayKoBa npals Ha IpaBaxX pyKoNucy. JJuceprallito IpUCBIYEHO
PO3B'SI3aHHIO AKTyaJIbHOTO HAYKOBO-TIPUKJIA[HOTO 3aBJAHHS OO NiJBUIEHHS €(PEeKTUBHOCTI yIPaBJIiHHS OAIIMU
0e3rexy KOMITIOTEPHUX CUCTeM O0'€KTIB KPUTUYHOI iHPopmalliiiHoi iHppacTpyKTypu LIJISIXOM pO3pO06IIeHHS
MoJeJsieil, MeTOAIB Ta iHPpopMaLiliHOI TEXHOJIOTI], SIKi I'PYHTYIOTbCS Ha JIOTiKO-IUHAMIYHOMY MigX0Hi I TEXHOJIOTI
M(pPOBUX [IBIMHUKIB. 3alIPOIIOHOBAHI PillleHHs OPi€EHTOBaHI Ha iHTEJIEKTyalbHy OOPOOKY IOTOKOBUX JAHMUX,
IMHAMiYHe OILiHIOBaHHSI KpPUTUYHOCTI MOZiN, IPOrHO3YyBaHHY iX PO3BUTKY Ta MiATPUMKY IIPUNAHSTTS YIIPABIiHCBKUX
pimeHs y nepcnektuBHux SIEM /SOC-cepenosuinax. Y po60Ti BUKOHAHO aHaJli3 Cy4acHUX MiIX0JiB 0 yIPaBJIliHHS
NoAisIMU 6€3MeKM KOMITIOTEPHUX CUCTEM KPUTUYHOI iHpopmaliliHoi iHppacTpyKTypH, BCTAHOBJIEHO iX OCHOBHI
0OME>KeHHSI Ta OOI'PYHTOBAHO 3aCTOCYBAHHS JIOTiKO-JUHAMIYHOTO MOZeJIIOBaHHS i 1MPOBUX ABIMHUKIB.

Po3po6eHo J10riKo-AuHAaMIYHY MOJIeJIb YIIPaBJIiHHS KPUTUYHUMU IOiSIMU, METOAY IMHAMIYHOTO OL[iHIOBAaHHS iX



KPUTAYHOCTI 1 aJalITUBHOTO YIIPABJIiHHS IOTOKOBMMH JaHMMHU, & TAKOX iH(POPMaLifHy TEXHOJIOTi0 IM(PPOBOTO
IBiliHMKA, 1110 3a0€31e4ye iHTerpoBaHy 0OPOOKY, aHaJIi3, IPOrHO3YBaHHS Ta PU3MK-OPi€HTOBaHE OLiHIOBAHHSI Ol
6e3reku 6e3 OPYyLIEHHs TAaTHOro PYyHKIiOHyBaHHS iHQOopMaLifHO-KOMYHIKalliiHOi Mmepexxi. HaykoBa HOBHU3HA
nosisirae y ¢popmasizauii npouecis yrpapiliHHs KpUTUYHMMU NOAiIMU 6€3I1€KMA HAa OCHOBI JIOTiKO-IMHAMIYHO]
mogeJti undpoBOro IBiiHMKA, pO3PO6IEHHI METOIiB aBAIITUBHOTO yIIPaBJIiHHS Ta AUHAMIYHOTO OLiHIOBaHHS
KPUTUYHOCTI, yJOCKOHAJIEHH] PU3MK-OPi€HTOBAHOT'O OLiHIOBAaHHS MOAiN i PO3BUTKY TEOPETUYHMX 3aca], iHTerparii
JIOTiKO-IMHAMIYHOTO MOJIEJIIOBAHHS 3 TEXHOJIOTi€0 [M(PPOBUX [BIHUKIB. [IpakTUYHE 3HAaYEHHSI Oflep>KaHUX
Pe3yJIbTaTIB MOJISITA€ Y CTBOPEHHI NPOTOTUITY LX(POBOTrO [BiIHMKA, aJITOPUTMIYHOTO, iHHOPMALIiIHOrO Ta
[IPOrPaMHOro 3a6e3eyeHHs], IPUAATHUX [0 iHTerpalii i3 cyyacHUMU 6e311eKOBUMU CUCTEMaMU JJ1s1 CKOPOYEHHS
yacy BUSIBJIEHHS 11 0OpOOKM iHLIMIeHTiB iHdpopMaLlifiHOI 6e3neKy, MifgBuIllleHHs e(peKTUBHOCTI pearyBaHHs Ta
HiATPUMKY NPUNHATTS YIPABIiHCHKUX pillleHb. Pe3ysIbTaTu JOCIiIP)KEHHS BIPOBAIKEHO B IisI/IbHICTD IeP>KaBHUX
YCTaHOB, MiATIPUEMCTBA TA OCBITHIN Npouec. JJucepranis cKiagaeTsCs 3 aHOTalii, BCTYIY, YOTUPbOX PO3LiJiB,
BHCHOBKIB, CIIMCKY BUKOPUCTAHUX JKepeJl i [oAaTKiB. 3araabHuil o6¢csar podoTH CTAaHOBUTD 253 CTOPIHKY, 3 SIKUX
200 cTopiHOK 3aliMae OCHOBHUII TeKCT. Po6oTa MicTuTb 50 pUCYHKIB, 53 TabuLi Ta cucok i3 130 BUKOpUCTaHUX
IDKepeJl.

2. Samborskyi E.I. Models and methods of managing security events of computer systems of critical information
infrastructures. - Qualification scientific work as a manuscript. The dissertation is devoted to solving an urgent
scientific and applied task to improve the efficiency of managing security events of computer systems of critical
information infrastructure facilities by developing models, methods and information technology based on a
logical-dynamic approach and digital twin technology. The proposed solutions are focused on intelligent
processing of streaming data, dynamic assessment of the criticality of events, forecasting their development and
support for managerial decision-making in promising SIEM /SOC environments. The paper analyzes modern
approaches to managing security events of computer systems of critical information infrastructure, establishes
their main limitations and substantiates the use of logical-dynamic modeling and digital twins. A logical-dynamic
model of critical event management, methods of dynamic assessment of their criticality and adaptive management
of streaming data, as well as information technology of a digital twin have been developed, which provides
integrated processing, analysis, forecasting and risk-oriented assessment of security events without disrupting the
normal functioning of the information and communication network. The scientific novelty lies in the formalization
of critical safety event management processes based on the logical-dynamic model of the digital twin, the
development of methods of adaptive control and dynamic criticality assessment, the improvement of risk-based
event assessment and the development of theoretical foundations for the integration of logical-dynamic modeling
with digital twin technology. The practical significance of the results obtained lies in the creation of a prototype of
a digital twin, algorithmic, information and software suitable for integration with modern security systems to
reduce the time of detection and processing of information security incidents, increase the efficiency of response
and support management decision-making. The results of the study are implemented in the activities of state
institutions, enterprises and the educational process. The dissertation consists of an abstract, an introduction, four
sections, conclusions, a list of used sources and appendices. The total volume of the work is 253 pages, of which
200 pages are occupied by the main text. The work contains 50 figures, 53 tables and a list of 130 used sources.
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