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Tema guceprauii:
1. Metonu miarnoctuku SCADA cuctem Ha OCHOBI M-apHUX KOPTEXiB Ta k-3HAaYHOI JIOTiKM

2. Methods of SCADA Diagnostics Based on M-tuples and K-valued logic

Pedepar:

1. Inceprauiiiny po60Ty IPUCBSIYE€HO BUPIlIEHHIO aKTyaJbHOI HAYKOBO-TIPUKJIAIHOI 3a7jadi 3a6€311€YE€HHS SIKOCTi
¢dyskuionyBanHs: SCADA cucTtemu 3a paxyHoOK ii camogiarHocTuku. Ha ocHOBi 06'eKTHO-K1acupikauitHoi Moaeti
3aIIPOIIOHOBAHO MeTO/, (POPMYyBaHHS [IPOCTOPY MOIIYKY IiarHO3y 3 BUKOPUCTaHHSIM MaTeMaTUYHUX METOIiB po60TH
31 CTPYKTYpOIO TUIly M-apHi KOPTEXi HA OCHOBI BIIOPSALKOBAHNX MHOKIH, 110 MiHiIMi3ye ITPOCTIp MOLIYKY AiarHO3y.
Ha oCHOBI CTpyKTypPHO-JIOTiYHOI MOJI€Jli BIIeplle OTPUMaHO (PYHKLii BUSIBJIEHHS Ta JIOKaJi3allii BiTMOBHU Y CUCTEMI,
3aIIPOIIOHOBAHO METO/ aHaslizy 3MiHM cTaHy iHpopmarliriHoro notoky B SCADA. Po3po6iieHo mporpamMHuii 3aci6
OTIepaTUBHOTO KOHTPOJItO Ipane3naTHocTi SCADA 3 Bu3HaueHHSIM KoedillieHTiB HeCcTabinbHOCTI po6oTH
CTPYKTYPHHUX MOJYJIiB cCUCTEMU. KOMITJIEKCHE BUKOPUCTAHHS OTPUMAHUX y POOOTI PE3yJIbTaTIiB 03BOJISE
MiHIMI3yBaTH yac BUSIBJIEHHSI CXOBAaHUX BiZIMOB [I0 MacIITabiB peajibHOTO 4acy; eKCITyaTaliiHuM CTyKbam

MigIPUEMCTBA 3iICHIOBATH CBOE€YACHY iarHOCTUKY I03aIITaTHUX CUTYyaLi i npudnH BinmoB SCADA cucremu.



2. This dissertation is devoted to solving a relevant scientific task of quality assurance for the distributed SCADA
system while the system is in operation. This is achieved by performing self-diagnostics through detecting,
localizing and identifying failures in real-time. We further developed an object and classification model of SCADA
self-diagnostics using the methodology of expert systems. We suggested a method of forming a search space to
establish the diagnosis based on this methodology. The method processes and analyzes a full flow of low-level
diagnostic information generated by SCADA. It uses mathematical methods to work with the data structure m-
tuples based on ordered sets we developed for the first time. We improved a structural and logical model to
diagnose SCADA operability. For the first time the author obtained the following analytical dependencies: an
admissible state change of the controlled parameter while it is passing through the SCADA hierarchy levels;
detection and localization of a failure in the system; separation between independent and dependent failures. The
author proposed the method to analyze the change of the information flow state while it is passing through SCADA
structural elements and hierarchy levels on the basis of analytical dependencies obtained. The method allows
human operators to control the system operability in real-time in case of incomplete / unreliable / absent data in
the system's structural elements. The integrated use of models, methods and software application developed
allows the maintenance personnel of any enterprise to carry out timely diagnostics of emergency situations and
reasons for failures; make quick decisions for the organization of SCADA repair and recovery work; repeatedly
reduce the recovery time of SCADA performance after reversible failures in the event the system has mechanisms
to automatically self-recover.
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