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1. Iuceprauiiina po60oTa NpUCBsAY€Ha NOCiIKEHHIO METO/IiB OLiHIOBAHHIO Ta MiIBUIIEHHIO CTiIKOCTi CUCTEM
BUSIBJIEHHS] LIKi/IIMBOTO MePEXEBOro TPadiKy Ha OCHOBI ITYYHOTO iHTEJIEKTY, IO 3MarajbHUX BIUIMUBIB 3
ypaxyBaHHSM CEMaHTHUKU MOKJIMBUX Hiil 3710BMUCHMKA. OCHOBHUM 3aBIAaHHSM JIMCEPTalliiiHOi p060TH € CTBOPEHHS
CHACTEMHU BUSIBJIEHHS 3pa3kiB Tpaiky 60THETIB Ta CIIOPiJHEHOTO 3JI0BMHUCHOI'O IIPOTrPaMHOTO 3a0€3M1e4YeHHs 3
MigBUIIEHOIO CTIMKICTIO 10 CIIPOO HAaBMUCHOTO YXUJIEHHS Bifl BUSIBJIEHHS Ta GOpMasibHO BepuiKoBaHUMU
OIIiHKaMU IIOKa3HMKIB CTiliKocTi. Ha BiMiHy Bif, ciopigHeHUK po6iT B 0671aCTi aHai3y MepekeBrX JaHuX
mogensamu 11, ne yBara 3ocepeKyeTbcs Jiviie Ha Tpo6sieMi MifiBUlLleHHS TOYHOCTI Ki1acugikallii, B IibomMy
IOCHiIKeHi BUPILIyeTbCS aKTyaslbHa HAYKOBO-TIPMKJIQHA 337ja4a - MiJIBUILLEHHS CTIIKOCTi CUCTEM BUSBJIEHHS [0
MOJKJIMBUX «3MarajbHUX aTak» HallpaBJIEHUX CYIIPOTH MOZEJI 3 LiJII0 IPUXOBYBAHHS 3JI0BMUCHOI MEPEXKEBO]

aKTUBHOCTI. TakoX HaZAIOThCS OLIHKU CTIMKOCTI KacuikaTopa IIOTOKiB MEPE’KeBUX IaHUX [I0 aTaK TaKOro POLy,



IepeBipeHi 3a JOIOMOro (POPMaILHUX METOIB Bepu@ikauii. B po6oTi Brepiie popmanizoBaHO KpUTEPi
JIOKaJIbHOI CTiMKOCTI KnacudikaTopa MepeskeBoro Tpadika Ta 3iiicCHeHO 1oro Bepudikallilo misixom
aBTOMAaTHUYHOTO JOBEJEHHS (UM CIIPOCTYBaHHS) BUKOHYBAHOCTI HaKJIQZEHNUX HAa MOZIeJIb OOMEXKEHb 32 I0IIOMOT0I0
SMT-po3B'a3yBaua, 10 J03BOJIUJIO JOCTOBIPHO OL[iHUTH CTiMKICTh CTBOPEHOI CUCTEMU BUSBJIEHH 3arpo3 0
MO>KJIMBUX 30yp€Hb Y BXiJHUX JaHuX. Takox Brepiue po3po6sieHo yHiBepcanibHUil MeTo/ (popMabHOI Beprdikauii
BJIACTMBOCTE IMINOOKMX HEMPOHHUX MEPEX 3 KyCKOBO-JIHIMHMMYU QYHKLISIMYU aKTUBallii, IKU 06a3yeThCs Ha
IIpeJcTaBJIeHHI 064K CII0BaIbHOTO rpady Helipomepexi y popmi cripoumeHoi SMT-¢opmyny, nodygoBaHoi
iHKpEeMEeHTaIbHO LJISIXOM PO3B'sI3yBaHH JIOKabHUX SMT-3anau chopMoBaHuX A1 QYHKLiN aKTUBaLlii HEIPOHIB Ta
IepeBipKU MOXJIMBOCTI IX TOTOKHOI 3aMiHU Ha JIiHiNHI GyHKUii. [[71s mifBUIeHHS TOYHOCTI Ta CTiKOCTI Mofesnet
xiacudikauii B podboTi 6yJ10 pO3BUHEHO METOJ, reHepallii ITyYHUX PUKJIALiB Ta JOTIOBHEHHS HAOOPIB JaHUX
LIJISIXOM afjanTalii MBUIKOrO METOAY 3HAKy I'PalieHTy 40 IPOCTOPY O3HAK MEPEXKEBUX MIOTOKIB, 3 METOIO OL[iHKHM Ta
MiABUILEHHS CTiMKOCTi CHCTEM BUSIBJIEHHS LIKiJIMBOTO TpadiKy O MOXJIMBUX 3MarajbHUX aTtak. B xoni po6otu
OyJi0 37ilicHeHO HaBYaHHS KnacudikaTopiB MepeskeBoro Tpadiky Ha 6a3i aJIrOpUTMIB MAlIMHHOTO HaBYaHHS Ta
HEVPOHHUX MEPEX 3 BUKOPUCTAHHSIM Pi3HUX HAaOOpiB MepeKeBUX NAHUX. [IJ1 HaBYaHHs Ta TECTYBaHHS 0yJ0
CTBOPEHO pO3UIMPEHY BUOIPKY JaHWX HAa OCHOBI KOMOiHaLii pi3HMX BiIKpUTUX Ha60piB. Ha OCHOBI OTpMaHuX
Mojieneil knacudikaltii 6yB CTBOPEHMI TIPOTOTUT 6araToLiILOBOTO aHali3aTopa MepexxeBoro Tpadiky. Foro
BUXiJHUI KOZ, Ta A€TaslbHi iHCTPYKLil 1O BUKOPUCTAHHS OIy6JlikoBaHi Ha pecypci Github. Exzemmiisip npototuny
0yJ10 BIIPOBAIKEHO B €KCILTyaTallilo y POJli CUCTEMU BUSIBJIEHHS] MEpPEeXXeBUX 3arpo3 y komnasii TOB «HBII

«Papike», o crienianisyeTbcs Ha po3po61li anapaTHOTro 3a6e3nevyeHHs 11 AEC.

2. The dissertation is dedicated to the study of methods for assessing and improving the robustness of artificial
intelligence-based systems for detecting malicious network traffic against adversarial influences, taking into
account the semantics of potential attacker actions. The main objective of the dissertation is to develop a
detection system for traffic samples of botnets and other related types of malicious software with enhanced
resistance to deliberate evasion attempts and formally verified robustness metrics. Unlike related works in the
field of network data analysis using Al models, which primarily focus on improving classification accuracy, this
research addresses a pressing scientific and practical challenge—enhancing the resilience of detection systems
against potential adversarial attacks aimed at concealing malicious network activity. The study also provides
robustness evaluations of network flow classifiers against such attacks, validated using formal verification
methods. For the first time, the criterion of local robustness for network traffic classifiers has been formalized and
verified through automated proofs (or refutations) of the satisfiability of model constraints using an SMT solver.
This approach enabled a reliable assessment of the threat detection system's resilience to perturbations in input
data. Additionally, a universal method for formal verification of deep neural networks with piecewise-linear
activation functions was developed for the first time. It is based on representing the computational graph of the
neural network as a simplified SMT formula constructed incrementally by solving local SMT problems for
activation functions and verifying the possibility of their identical substitution with linear functions. To enhance
both the accuracy and robustness of classification models, the work advances a method for generating artificial
examples and augmenting datasets by adapting the Fast Gradient Sign Method (FGSM) to the feature space of
network flows. This technique aims to evaluate and improve the resilience of malicious traffic detection systems
against adversarial attacks. During the research, traffic classifiers based on machine learning algorithms and neural
networks were trained using various network datasets. An extended dataset was constructed by combining
multiple public datasets for training and testing purposes. Using the resulting classification models, a prototype of
a multi-purpose network traffic analyzer was developed. Its source code and detailed usage instructions have been
published on GitHub. A prototype instance has been deployed as a network threat detection system at Radics LLC,
a company specializing in hardware development for nuclear power plants.
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