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1. O6’exTOM [IOCTII>KEHHS € ITpoLiecU 30K paHHs, IpeCTaBIeHHs, 00pO0IeHHs, 30epiraHHsl, epeaBaHHs, aHaizy
Ta JOCTYIY [0 JAaHUX B iHPOpMaLiflHUX i KOMITIOTEPHUX CUCTEMAaX I1if] Yac OLiHIOBaHH: Ta iHAeKcallii onepaiiiHux
PUBUKIB y KibeprpocTopi. MeTo1o fucepTaniitHoi po60TH € po3pOo6JIeHHS KOMILJIEKCY B3a€MOIIOB I3aHIX MOJIEIEH,
METO[IiB i aJIrOPUTMIB, 10 3a6€3IevyI0Th CTPYKTYpH3alilo, popmanisaliiio, iHTerpaiiio ta 06po6eHHs Pi3HOPiZHUX
[TOKA3HUKIB I MIATPUMKY NIPUMHATTS PillleHb Y ITPOLieCcax OLiHIOBAHHS Ta iHJEKcallii onepaniiiHuX pU3UKiB y
KiGepIpoCTOpi 3 METOIO iX CTpaxyBaHH4 (KibepcTpaxyBaHHs). Y po60Ti BUKOPUCTAHO 3arajbHOHAYKOBI Ta
CIieLiasi3oBaHi METOAM OOCIIIKEHHS. MeTOI CUCTEMHOIO aHaJIi3y BUKOPUCTAHO J1s1 TOCJIiIPKEHHS [IPOLIECIB

OLIiHIOBaHHSI OIlepaliliHuX PU3UKIB y KibepIIpoCTOpi Ta BUBHAYEHHSI B3a€MO3B'SI3KiB MK [TOKa3HMKaMU



KibeppU3HUKiB, CTaHy KibepOesIeku i mpoLecaMy KibepCTpaxyBaHHS. MeTony MOPiBHAIBHOIO aHAJI3y Ta
kyacudikauii 3acTOCOBAHO [1JIs1 AOCIiIKEHHS HasBHUX iHMIeKCiB Kibepbesneku, Moziesieil OI[iHIOBaHHS CTaHy
Kibep3axuCTy, CTAaHJAPTU30BaHUX [IPOLECiB Ta iHPOpMaliliHMX TEXHOJIOTiH KibepcTpaxyBaHHs. Po3pobiaeHa
RA&CIMM 3abe3nedye CTPYKTypU3aLlilo IPOLECY OLiHIOBAHHS 32 BU3HAYEHUMU JJOMEHAMH, IiIIOMEHaMu Ta
ingukaTopamu, GopmyBaHHS NPOQIIO PU3UKIB i 3pinocTi 06'eKTa OLiHIOBAHHS Ta BUKOPUCTAHHS OJEP>KaHUX
PEe3yJbTaTiB 1J1s1 IOPiBHSJIBHOTO aHali3y, MOHITOPUHTY 1 iHpopMaliliHOi NiATPUMKY IPUMHSITTS pillleHb.
[IpakTHYHyY repeBipKy OKPEMUX METOLVUYHUX TA aJITOPUTMIYHUX 110J105KeHb RA&CIMM 37iliCHEHO WIIAX0M X
peasnizauii y GopMi CTPYKTYpOBaHUX ONUTYBAJIbHUKIB, CJIOBHUKIB KOJYBAHHS, KOHTPOJILHUX IIPOLIENYP, aITOPUTMIB
dhopMyBaHHS iHAEKCHUX OL{HOK, CTPYKTYPOBaHUX PO3PaXyHKOBUX TabIMIb i JOCiGHOrO Be63acToCcyHKy. [1in yac
iHTeprnperTallii pe3yJbTaTiB ypaxoBaHo, 10 AaHi CAMOOLiHIOBaHHS TOTPEOYIOTh NO1aJIbIIOrO MiTBEPIKEHHS
pe3yJbTaTaMu €KCIIEPTHOTO OLiHIOBaHHS i TexHiYHOi Bepudikalii. HaykoBa HOBM3Ha: Briepiie po3po0eHO MOJEIb
OLIiHIOBaHHS pU3MKiB Ta 3pisnocTi KibepcTpaxyBaHHs (Risk Assessment & Cyber Insurance Maturity Model,
RA&CIMM); po3pobisieno meToz, GpopMyBaHHS JOMEHHUX MiJliHAEKCIB Ta iHTerpajbHOro iHAEKCY OL[iHIOBAaHHS
PU3UKIB i 3pisIOCTi KibepCcTpaxyBaHHS; pO3PO0JIEHO aJITOPUTM 6araTOpiBHEBOrO OLIiHIOBAHHS PU3HUKIB Ta 3piloCTi
KibepcTpaxyBaHHS. YIOCKOHATIEHO: MeTO0JIOTIUHI 3acaiy iHAEeKCHOTO OL[iHIOBaHHS CTaHy Kibepbe3neku Ta
onepaliliHuX PU3UKIB y KibeprpoCcTOpi; Mixin 10 CTPYKTypu3alii TOKa3HUKIB OLiHIOBaHHS Kibeppusukis. Habynu
[I0/IA/IBLIIOrO PO3BUTKY: Mifxonu no ¢popmasizallii Ta aBToMaTH3allii IpolieciB KibepcTpaxyBaHHs HA OCHOBI
nosioxeHs ISO /IEC 27102:2019; nigxony 0o OLiHIOBaHHS 3pisIOCTi MPOLECiB KibepcTpaxyBaHHS IJISIXOM YpaxXyBaHHSI
PiBHS pO3BUTKY Ta BIIPOBAPKEHHSI [IPOLIECIB YIIPaBIliHHS KibeppU3nKaMu i pusnKamu iHpopMaliiiHoi 6e3neku,
3axo/1iB iHpopMallifiHOI 6e3neKy Ta Kibep3axUCTy, a TAKOK PiBHSI BUKOPUCTAaHHS iHPOpMallilHUX TEXHOJIOTIN y
npolecax KibepcTpaxyBaHHS. [IpakTHYHY IepPEBIPKY OKPEMHUX METOIUYHUX Ta AJITOPUTMIUYHUX [10JI0KEHb
RA&CIMM 3pificHeHO WIISIXOM iX peadnisauii y GopMi CTPYKTYypPOBaHMX ONUTYBAJIbHUKIB, CJIOBHUKIB KOJYBaHHH,
KOHTPOJIbHUX NPOLELyP, aITOPUTMIB GOPMYBAHHS iHIEKCHHUX OL[{HOK, CTPYKTYPOBaHUX PO3PaXyHKOBUX TaOIULb i
JociinHoro Be63acTocyHKy. [lif yac iHTepnpeTalii pe3ysibTatiB ypaxoBaHo, 10 JaHi CaMOOLIiHIOBaHHS IOTPEOYIOTh
[IOAAJIBLIOTO MiATBEPAKEHHS pe3yJibTaTaMy €KCIIEPTHOTO OLiHIOBaHHS i TexHiuHOI Bepuddikauii. Pobounit
aBTOPCBHKMII NIepeKyIaf Ta aganTtosadi nonoxeHHs ISO /IEC 27102:2019 BukopucTtaHo B HisisibHOCTI ['poMazncpKoi
opraHizauii «MixkHapoiHUI yHiBepcUTeT KibepOeaneKku». AnarnToBaHi [10JI0XKEHHS CTAaHJAPTY 3aCTOCOBAHO SIK
HOPMaTHUBHO-METOANYHY OCHOBY /IJI1 CUCTEMATH3allii IpoleciB KibepcTpaxyBaHHs, (POPMyBaHHS KpUTEPIiB
OLIiHIOBAaHHS PU3MKIB i 3pijIOCTi Ta PO3pO6JIEHHS BiiOBiIHOTO iHCTPyMeHTapito. [Iiis MisIoTHOI arpobaliii okpeMux
nosioxkeHb RA&CIMM po3po6sieHO CTPYKTYypOBaHi €J1IeKTPOHHI ONUTYBaJIbHUKH, CJIOBHUKY KOIYBAHHSI, KOHTPOJIbHI
IIpaBuJjIa, PO3PaxyHKOBi TabJINLi Ta JOCHiIHMI Be63aCTOCYHOK J1JIs1 aBTOMATHU30BaHOI0 30MpaHHsl, 00pO0JIeHHs,
y3araJibHEHHsI i IpeICTaBIeHHs Pe3yJIbTaTiB OLiHIOBaHHS. Chepa BUKOPUCTAHHS - NiATPUMKA IPUMHSTTS PillleHb y

npolecax KibepcrpaxyBaHHSL.

2. The object of the study comprises the processes of data collection, representation, processing, storage,
transmission, analysis, and access within information and computer systems during the assessment and indexing
of operational risks in cyberspace. The methodology of the dissertation involves developing a set of interconnected
models, methods, and algorithms that facilitate the structuring, formalization, integration, and processing of
heterogeneous indicators to support decision-making in the assessment and indexing of operational risks in
cyberspace for the purpose of insurance (cyber insurance). The study employs both general scientific and
specialized research methods. Systems analysis methods are used to examine operational risk assessment
processes in cyberspace and to determine the interrelationships between cyber risk indicators, the state of
cybersecurity, and cyber insurance processes. Comparative analysis and classification methods are applied to
examine existing cybersecurity indices, cyber defense assessment models, and standardized cyber insurance
processes and information technologies. The developed RA&CIMM framework enables the structuring of the
assessment process based on defined domains, subdomains, and indicators; the creation of a risk and vulnerability
profile for the object being assessed; and the use of the resulting data for comparative analysis, monitoring, and
decision support. A practical validation of specific methodological and algorithmic aspects of RA&CIMM was
conducted by implementing them as structured questionnaires, coding dictionaries, control procedures,



algorithms for generating index-based assessments, structured calculation spreadsheets, and an experimental web
application. When interpreting the results, it was taken into account that self-assessment data require further
validation through expert assessment and technical verification. Scientific novelty: a Risk Assessment & Cyber
Insurance Maturity Model (RA&CIMM) was developed for the first time; a method was devised for constructing
domain sub-indices and an aggregate index for assessing cyber insurance risk and maturity; and an algorithm for
the multi-level assessment of cyber insurance risk and maturity was developed. Improvements were made to: the
methodological foundations for index-based assessment of the state of cybersecurity and operational risks in
cyberspace; and the approach to structuring cyber risk assessment indicators. Further development was achieved
regarding: approaches to formalizing and automating cyber insurance processes based on ISO /IEC 27102:2019
standards; and approaches to assessing the maturity of cyber insurance processes by considering the development
and implementation levels of cyber risk and information security risk management processes, information security
and cyber defense measures, as well as the extent to which information technologies are utilized within cyber
insurance processes. A practical validation of specific methodological and algorithmic aspects of RA&CIMM was
conducted by implementing them as structured questionnaires, coding dictionaries, control procedures,
algorithms for generating index scores, structured calculation spreadsheets, and an experimental web application.
When interpreting the results, it was taken into account that self-assessment data require further validation
through expert assessment and technical verification. An original working translation and adapted provisions of
ISO/IEC 27102:2019 were utilized by the NGO "International Cybersecurity University" during the execution. The
adapted standard provisions served as the regulatory and methodological framework for systematizing cyber
insurance processes, establishing criteria for assessing risk and maturity, and developing the corresponding
toolkit. To pilot specific provisions of RA&CIMM, the following were developed: structured electronic
questionnaires, coding dictionaries, control rules, calculation spreadsheets, and an experimental web application
for the automated collection, processing, aggregation, and presentation of assessment results. Scope of
application: decision support in cyber insurance processes.
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InenTudgikarop ORCID ID: 0000-0001-8156-1894
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI OCOOM: [HCTUTYT TesleKOMYHIKaLil | 17106a1bHOr0 iHbOpMaLiitHOro

IPOCTOPY
Kopg 3a €IPIIOY: 26022051

Micue3HaxoaKeHHS: YoKOIOBCKuUil oysbBap, Kuis, 03186, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiiHHS: HaujonasnbHa akaziemis HayK YKpaiHu

InenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Yerumenko Bacuib OsiekcaHIpoBUY

2. Vasyl O. Ustymenko

KBasidikanis: 1.¢p.-m.1., mpodecop, 01.01.06
InenTudikarop ORCID ID: 0000-0002-2138-2357
JoparkoBa iHdpopmamnist:

IloBHe HaliMEHYBaHHS IOPHUAHUYHOI OCOOM: [HCTUTYT TesleKOMYHIKaL|il | 17106a1bHOTO iHbOpMaLitHOTO

IPOCTOPY
Kopg 3a €IPIIOY: 26022051

Micue3HaxoaKeHHs: Yokososckuii 6ynbBap, Kuis, 03186, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: HaujoHasnbHa akaziemis HayK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi
BnacHe IlpizBume Im's I10-6aTbKOBI Tepentbes Osexcansp Mukosaiouy

TOJIOBH paju



BaacHe IlpizBumie Im's ITo-6aTbKOBI
TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi

OisSIIBHOCTI

TepentbeB Onekcangp MukosanoBuy

XomeHko Oyiekciii AHTOHOBUY

Opuenko TersiHa AHaToJIiBHA

IOpuenko TeTsHa AHaTOJiiBHA



