O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0825U003113
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpaunii: 23-07-2025

Craryc: Haka3 npo Bugady gumnioma

PexBi3utu Hakasy MOH / Haka3y 3aKjyazny: Hakas sig 29.08.2025 N21592 /ct

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. [letnak Haranis CepriiBHa

2. Nataliia Petliak

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs

Bupg, pucepranii: nokrop dinocodii

AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cIeniaIbHOCTI: 125

Ha3Ba HayKoBOIi creniaIbHOCTI: Ki6ep6esnexa Ta 3axuct iHpopmaunii
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HAayKOBa Mporpama 3i creniaJabHOCTI: Kibep6esneka
JaTa 3axHCTy: 14-08-2025

CnenianbHICTB 32 OCBITOIO: 123 - «Komm'ioTepHa iHXeHepis»

Micue pOﬁOTPl 3,qo6yBaqa: XMeJIbHULIBKUI HalliOHAJIbHUI YHIBEPCUTET
Kopg 3a €IPIIOY: 02071234

Micue3HaxoaKeHHS: BYyJI. [HCTUTYTCBKA, Oy1. 11, XMenbHULbKUM, XMeTbHULIbKUM p-H., 29016, Ykpaina
dopma ByacHOCTI: [lepkasna

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InmenTudikarop ROR:



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYEHOI pagH (pa30Boi CIeliaai30BaHOi BY€HOI pagH). PhD 9612

ITloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHe HEKOMEDLiIHE MiANPUEMCTBO "JlepKaBHuMit

yHiBepcuTeT "KuiBCbKUM aBialliiHWi iIHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHS: npocrl. I'yzapa Jlio6omupa, 1, Kuis, 03058, Vkpaina
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTudikarop ROR:

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMEeHYBaHHSI IOPHUAUYHOI OCOOH: [lepkaBHe HEKOMEPIiIHE MiANPUEMCTBO "JlepKaBHuMi
yHiBepcuteT "KuiBCbKUN aBialliiHWi iIHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3HaxoaKeHHS: npocrt. I'ysapa Jliobomupa, 1, Kuis, 03058, Ykpaina

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

InmenTudikarop ROR:

V. BimomocTi npo gucepraniio
MoBga guceprTaiiii: Vkpaincoka
Koau TemaTuyHHuX PyOpHK: 49.33.35, 50.37.23, 50.39.21, 50.41.27

Tema guceprauii:
1. Mogzeni Ta MeTOIY BUSIBJIEHHSI aHOMAJIbHOTO Tpadiky B iHDOpMaLifiHO-KOMYHIKaLIHUX CUCTeMax

2. Models and methods for detecting abnormal traffic in information and communication systems

Pedepar:

1. B ymoBax nudposizauii inpopmaniiiHa 6e3nexa (Ib) ctae BaXxInBOIO AJ1s1 Opradisaliil pisHoro macmrady. OfHuM i3
HaIpsIMiB € BUSIBJICHHSI aHOMAJIH y MepexXeBOMy Tpa@iky, 10 Aae 3Mory (iKCyBaTH 3arpo3y, sIKi He BilllOBigaoTh
BiZOMUM L1abJI0HaM aTak. X04a CHUCTEMU BUSIBJIEHHS BTOPIHEHb LIMPOKO 3aCTOCOBYIOTHCS i aHANi3y0Th Tpadik y
peasIbHOMY 4aci, 6ilbIIiCTh 3 HUX yce e 6a3yl0ThCsl HA CUTHATYPHOMY aHasli3i, e(peKTUBHICTb SIKOTO OOMesKeHa.
Taxuil nigxin He CIPaBJIsiETbCS 3 HOBUMU, IPUXOBAHMMU 200 PO3MNOiIEHNMHU Y Yaci aTakamu. TOMy aKTyaslbHUM €
PO3BUTOK iHTEJIEKTyaJIbHUX CUCTEM, 110 OPi€HTYIOTHCS HAa BUSIBJIEHHSI aHOMAJIbHOI aKTUBHOCTI. Y BCTYIIi
OOI'PYHTOBAHO aKTyaJbHICTb JyCepTaliiiHOi po60TH, CHOPMYJIbOBAHO METY Ta OCHOBHI 3aBAaHHS AOCIiIKEHHS,
HaBeJIEHO BiJOMOCTI I[OZ0 3B’I3Ky POOOTU 3 HAYKOBUM TEMaMU. Y MEepPUIOMY PO3[ijli IPeICTaBI€HO KOMILJIEKCHUI
OIJISIZL CY4aCHOro cTany Ib B KOHTEKCTI 3pocTarounx 3arpo3 s inpopmauiiiHo-KoMyHiKaniiiHux cucrem (IKC).

3po6seHo ak1eHT Ha 0COOJIMBOCTI BUSIBJIEHHSI aHOMaJIill caMme y BUXiTHOMY TpadiKy, sSIKUi 4aCTO HE OXOILIIOETbCS



TPAAULIMHAMY CUCTEMAMU 3aXUCTY. Y IPYyroMy PO3[iJli IPEeACTaBIEHO MOLEI ITPOLECIB, IO ONUCYIOTh ITIOBELHKY
KOPHCTYBauiB i NOTEHLiIHMX 3JI0BMICHUKIB y MEpeXi, a TaKoXX Mogesieil knacudikauii mepexxeBoro Tpadiky 3
METOIO BUSIBJIEHHS aHOMaJil. Po3pobsieHo MOJiesib IOBEeiHKY NOPYLUIHUKA Ta CPOPMYBAHO MOJeJIb CUTHATYPU
nakeTy. BnpoBazkeHO KOHLENII0 HediTKoI kiacudikauii, popMasizoBaHO MOAE, sIKi y OAAIbIIOMY
BUKOPUCTOBYIOTbCSI SIK CKJIa[IOBi YaCTHMHY NPY PO3POOLi METOLIB BUSIBJIEHHS aHOMaJIil. Y TPeTbOMY PO3/ii
371ifICHEHO pO3pOOKY Ta BIOCKOHAJIEHHSI METO/IiB BUSIBJIEHHSI aHOMaJsIbHOTO Tpadiky. [lokpalieHo metoy,
xiacudikauii Tpadiky 3a o3Hakamu. BjockoHaneHo MeTo Kiacudikallii Ha OCHOBI CaMOIOfiOHOCTI, SIKUH aHali3ye
MepeskeBul Tpa@dik y 4aCoBUX BiKHAX, NO3BOJISIIOYM BUSBUTH BiIXWUJIEHHS Bif 3BUMHUX MOJ el IOBEIiHKU Y
MepeKi. 3apOoNOHOBaHO HEYITKUI METO/L, BUSIBJIEHHS aHOMAJIiH, SKUI Onlepye NpaBUlaMy HEYiTKOI JIOTIKY AJ1s1
OLIiHKM piBHS 3arpo3u. CTBOPEHO ribpuaHuil MeTox, 1o 06'egHye MeTo, kilacudikalii Tpadiky 3a 03Hakamu, Ha
OCHOBi CaMOMNOJiOHOCTI Ta HEYITKUI METOJ, B €IMUHY CUCTEMY. Y YETBEPTOMY PO3[iJi fucepTalii peanisoBaHO
CTPYKTYPHY MOJI€JIb CUCTEMU BUSIBJIEHHSI aHOMAJIbHOTO Tpa@iky Ha OCHOBI pO3pP006JIEHOr0 riGprUIHOTO METOY.
OnucaHo 0COGIUBOCTI peasizaliii KOKHOTO 3 eTaliB (PyHKLIOHYBaHHS CUCTEMU — Bifl 3aXOIJIEHHS Ta [1OIlepeAHbOI
06po6ku Tpadiky 4o NPUMHSTTS pillleHHs 040 6€3NeYHOCTi 3'efHaHHs. OKpeMy yBary NpUieHo peasisanii
MOJYJIiB Ha MIPaKTHULli, 30KPEMa Y TECTOBOMY cepenoBulli. [IpoBeeHO HU3KY €KCIIEPUMEHTIB, 110 BKJIIOYaJIU Pi3Hi
cLeHapii po60TH MepexKi, TUIIM aTak i Bapiallii HaBaHTakeHHs. Pe3ysbTaTy OLiHKY JOCTOBIPHOCTI CBigYaTh PO
NiABUILIEHHS TOYHOCTI BUSIBJIEHHSI aHOMaJIiil IpY BUKOPUCTAHHI ri6pUHOrO MifXoay OPiBHSHO 3 OKPEMUMU
METOJaMU. Y BUCHOBKAX y3arajbHEHO Pe3yJIbTaTM BUKOHAHOTO OCIiIKEHHSI, OOI PYHTOBAaHO HAYKOBY HOBU3HY
PO3pO6JIEHNX MOJIeIel Ta METOZIB, a TAKOXK OBEAEHO IXHIO MPaKTUYHY e(eKTUBHICTb. Ha mifcraBi TeOpeTUYHUX i
IIPaKTUYHUX JOCJIiIPKeHb, BUKOHAHUX y JUCepTaliliHill po6OTi, OTPUMaHO TaKi HOBi pe3ysbTaTu: 0 BrockoHaneHo
MOJ€JIb CUTHATypy MAKETy [JIs1 IOLIYKY aHOMaJIbHOTO Tpagiky, 1110 32 paXyHOK BUKJIIOUEHHS 3 IapaMeTpiB
CHATHATypH PO3Mipy 3arojioBKa, KOHTPOJIBHOI CyMU 3arojlIOBKy, KOPUCHOTO PO3Mipy IaKeTa, MiTKU ITOTOKY,
npiopuTeTy MakeTy, KOHTPOJIBHOI CyMU TakeTy 3a puHuunom [lapeTo, 3a6e3neynsio 3MeHIIeHHs 4acy aHali3y
Tpadiky. 0 BIockoHaneHo Mofeb [IPOLeCy HeYiTKOro BUSIBJIEHHS aHOMaJIbHOTO Tpaiky, B SIKiil 32 paXyHOK
BMKOPHMCTAHHSI €KCIIEPTHOrO Mixoqy c(pOpMOBaHa MHOXXMHA NIPaBUJl Ta Habip BifOBiIHUX JIIHIBICTUYHUX 3MiHHHUX,
110 JO3BOJINJIO PO3POOUTHU HOBI MiX0AM A0 BUSIBJIEHHSI aHOMasbHOro Tpadiky B IKC. o Briepie po3pobsieHo
ribpuHMT MeTo, BUsIBJIEHHS! aHoMasbHoro Tpadiky B IKC B sikoMy 3a paxyHOK iHTerpauii Mmetony kinacudikariii
Tpadiky 3a 03HaKaMU, METOAY CaMOIIOLiOHOCTI Ta po3p06JIeHOI MOJIeli IPOLIECY HEUITKOTO BUSIBJIEHHS 103BOJINJIO
IMHAaMiYHO POPMYyBaTH MHOXXMHU CUTHATYp Npu Knacudikanii Tpadiky 3a 03HakaMu Ta MiABUIIUTH TOKa3HUKU
BUSIBJIEHHSI aHOMaJIbHOTO Tpagiky. 0 YIOCKOHANEHO CTPYKTYPHY MOZEJIb CUCTEMYU BUSIBJIEHHS aHOMaJIbHOTO Tpadiky
B IKC, 1110 3a paxyHOK iHTerpyBaHHsI po3p0o06JIeHOTO Iri6pUAHOrO MEeTOy BUsIBJIeHHsI aHoMasbHOro Tpadiky B IKC ta
IVHAMiYHOT'O BapilOBaHHS MHOKMHOIO 103BOJIEHUX Ta 3a00pPOHEHMX 3'€IHaHb Y PEXXUMIi PeaIbHOTO 4acy J03BOJIMIIO
3MEHIIMTYU HaBaHTaKEHHS Ha npouecop. OfepskaHi B AUCepTaLiliiHiil po60Ti pe3yIbTaTi CTANU HigI PYHTSIM 17151
3a0e31e4yeHHs 3MeHIIeHHs 06cariB aHoManbHoro Tpadiky B IKC. [TpakTHYHO BarOMUMU BBa)KalOThCSI TaKi
Pe3yJbTaTU: PO3POOJIEHO AJITOPUTMIYHE 3a0€3[1eYeHHS] CUCTEMU BUSIBJIEHHS aHOMasIbHOTO Tpagiky B IKC, mo
peasizye ri6bpugHIN MeTo, Moro CKIanoBi MeTor Kiuacudikanii Tpadiky 3a 03HakamMu, MeTOJ, CAMOIIOIi6HOCTI,
HEYITKUI MeTOJ, Ta MOJEeJIi, 10 B HUX BUKOPUCTOBYIOTBCS; HA OCHOBI ajirOPUTMY PO3PO6JIEHO IPOrpaMHUI
3aCTOCYHOK, 1110 103BOJIsSIE IPOBOAUTH aHaili3 Tpadiky B IKC; MOXIMBICTb IPAKTUYHOTO BUKOPUCTAHHS

PO3pO6IEHOTO MPOrPaMHOTO 3aCTOCYHKY CyMiCHO 3 MapipyTu3aTopamu B IKC.

2. In the context of digitalization, information security (IS) is becoming important for organizations of all sizes. One
of the areas of focus is detecting anomalies in network traffic, which allows you to detect threats that do not
match known attack patterns. Although intrusion detection systems are widely used and analyze traffic in real
time, most of them are still based on signature analysis, which is limited in its effectiveness. This approach cannot
cope with new, hidden or time-distributed attacks. Therefore, the development of intelligent systems focused on
detecting anomalous activity is relevant. The introduction substantiates the relevance of the dissertation,
formulates the purpose and main objectives of the study, and provides information on the relationship of the work
to scientific topics. The first chapter provides a comprehensive overview of the current state of IS in the context of
growing threats to information and communication systems (ICS). The emphasis is placed on the peculiarities of



detecting anomalies in outbound traffic, which is often not covered by traditional security systems. The second
section presents models of processes that describe the behavior of users and potential attackers in the network, as
well as models for classifying network traffic to detect anomalies. A model of intruder behavior is developed and a
packet signature model is formed. The concept of fuzzy classification is introduced, and models are formalized,
which are further used as components in the development of anomaly detection methods. In the third chapter, we
develop and improve methods for detecting anomalous traffic. The method of traffic classification by features has
been improved. The self-similarity-based classification method, which analyzes network traffic in time windows,
has been improved, allowing to detect deviations from the usual patterns of behavior in the network. A fuzzy
anomaly detection method is proposed, which operates on fuzzy logic rules to assess the level of threat. A hybrid
method has been created that combines the method of traffic classification by features based on self-similarity and
the fuzzy method into a single system. The fourth chapter of the thesis presents a structural model of the
anomalous traffic detection system based on the developed hybrid method. It outlines the implementation of each
system stage—from traffic capture and preprocessing to deciding on connection security. Particular attention is
given to practical implementation in a test environment. Several experiments were conducted, involving various
network scenarios, attack types, and load levels. Reliability assessment results show improved anomaly detection
accuracy using the hybrid method compared to individual approaches. The conclusions summarize the results of
the study, substantiate the scientific novelty of the developed models and methods, and prove their practical
effectiveness. Based on the theoretical and practical research carried out in this thesis, the following new results
were obtained: o A packet signature model for detecting anomalous traffic has been improved, which, by excluding
header size, header checksum, payload size, flow label, packet priority, and Pareto checksum from the signature
parameters, has reduced the time for traffic analysis. 0 The model of the process of fuzzy detection of anomalous
traffic was improved, in which a set of rules and a set of relevant linguistic variables were formed using an expert
approach, which allowed to develop new approaches to detecting anomalous traffic in ICS. o For the first time, a
hybrid method for detecting anomalous traffic in ICS has been developed, which, by integrating the method of
traffic classification by features, the method of self-similarity and the developed model of the fuzzy detection
process, allowed to dynamically form sets of signatures when classifying traffic by features and increase the
detection rate of anomalous traffic. o The structural model of the system for detecting anomalous traffic in ICS was
improved, which, by integrating the developed hybrid method for detecting anomalous traffic in ICS and
dynamically varying the set of allowed and prohibited connections in real time, reduced the load on the processor.
The results obtained in this dissertation became the basis for reducing the volume of anomalous traffic in the ICS.
The following results are considered practically significant: algorithmic support for the system for detecting
anomalous traffic in the ICS, which implements a hybrid method, its components: a method for classifying traffic
by features, a self-similarity method, a fuzzy method and the models used in them; based on the algorithm, a
software application was developed that allows analyzing traffic in the ICS; the possibility of practical use of the
developed software application in conjunction with routers in the ICS.
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InenTudikarop ROR:



VII. BigomocTi npo odinilfiHuX ONOHEHTIB Ta PELeH3€HTIB
OdiniiiHi OIOHEeHTH
Bsacue IlpizBuuie Im's I1o-6aThKOBI:

1. Kopuenko AnHa OseKkcaHpiBHa

2. Anna Korchenko

KBasigikawis: n. 1. 1., npodecop, 05.13.21
Imentudikarop ORCID ID: 0000-0003-0016-1966
JoparkoBa inpopmamnist:

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHuit TexHiyHuil yHiBepcuTeT "JIHinpoBchka

MoJliTexHika"

Kopg 3a €IPIIOY: 02070743

Micuesnaxon)KeHHﬂ: npocnekT JImutpa SIBopHUIEKOTO, 6y 1. 19, IHinpo, [JHinposcbkuiil p-H., 49005, Ykpaina
dopma ByacHOCTI: Jlepxasna

Cdepa ynpaBiriHHS: MinictrepcTBo oCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Bsacue IlpizBuuie Im's I1o-6aThKOBI:
1. Kaamipuyk Csityiana BosogumupisHa

2. Svitlana Kazmirchuk

KBasigikawis: n. 1. 1., npodecop, 05.13.21
Imentudikarop ORCID ID: 0000-0001-6083-251X
JoparkoBa indpopmamnist:

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOH: [lepkaBHuii yHiBepCUTET iHGOPMALIHO-KOMYHIKALIAHIX

TEXHOJIOTIN

Kopg 3a €IPIIOY: 38855349

Micqesﬂaxon)KeHHﬂ: ByJ1. CosioM'stHCBKA, O6yx. 7, Kuis, 03110, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MiHictrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

PeueHnzeHTn

BiacHe Ilpi3Bue Im'sa I1o-6aTbKOBI:
1. Ogapuenko Poman CepriftoBuy

2. Roman Odarchenko

KBasigikamis: n. 1. u., npodecop, 05.12.02



InenTudikarop ORCID ID: 0000-0002-7130-1375
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHe HEKOMEPIiiHE TANPUEMCTBO "JlepyKaBHuMi

yHiBepcureT "KuiBCbKUN aBialliiHWi iIHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3HaxoaKeHHS: npocrl. ['ysapa Jlio6omupa, 1, Kuis, 03058, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Inpenko AnHa BajgumiBHa

2. Anna Ilienko

KBasigikamis: . r. n., mou,, 05.13.21
Imentudikarop ORCID ID: 0000-0001-8565-1117
JoparkoBa iHdpopmamnist:

IloBHEe HaliIMeHYBaHHS IOPUAHUYHOI OCOOH: JlepkaBHE HEKOMEPLIHE MiAPUEMCTBO "Jlep>KaBHUI

yHiBepcuteT "KuiBCbKUN aBialiiHW iHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa>KeHHsI: npocr. ['ysapa Jlio6omupa, 1, Kuis, 03058, Vkpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBitiHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

Biacue IpizBume Im's I10-6aTbKOBI 'nariox Cepritt OsiekcaHnpOBUY
rOJIOBH pagu

BaacHe IlpizBuie Im's [10-6aTbKOBI 'nariox Cepriét OJieKcaHIPOBUY
rOJIOBYIOYOrO Ha 3acigaHHi

BiagmoBizasibHHU 32 MiATOTOBKY Hopxenko Onena AHzipiiBHa

00JIIKOBHX JOKYMEHTIB

Peectparop VYKpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




