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123 - Komm'toTepHa iHxxeHepis. — [lep>kaBHuil yHiBepcurteT iHGopMaLiHO-KOMYHIKaLiHUX TexHoJIorii. — Kuis,
2023. IucepratiiiHa po60Ta NpUCBSIYEHA MiJBUILEHHIO HAJliIHOCTI BEO-KOMIIOHEHTIB 3 BUKOPUCTAHHSIM METOY
Isebelle /HOL. Y gaHiit po60Ti 6y710 MpOBELEHO aHali3 Bpa3auBocTel mogesi DOM, Ha OCHOBI SIKMX PO3PO0JIEHO
METOJIMKY IiIBUIeHHS HaJiTHOCTi Be6-KOMIIOHEHTIB. Y BCTyIIi HaBEJIEHO 3arajbHy XapaKTE€PUCTUKY POOOTH,
OOI'PYHTOBAHO aKTyaJbHICTb TEMU JOCIiIKeHb, COOPMYJILOBAHO METY Ta 3a/a4i JOCiIKeHb, IPeICTaBIEHO
HAyKOBY HOBU3HY Ta IPAaKTUYHY LiHHICTb OTPUMAaHUX PE3YJIbTATIB, BiZl3HAYEHO OCOOMCTUI BHECOK aBTOPA,
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POBIJISIHYTO Pi3Hi aClIeKTU BIIJIMBY BEOKOMIIOHEHTIB Ha PO3BUTOK KOMIT'IOTEPHOI iH>keHepii. OCHOBHa yBara



NpuUjisieHa TOMy, K BeO-KOMITIOHEHTH, sKi BKitoyaloTb HTML-Ttern, CSS-ctuii ta JavaScript-¢@yHKuii, 3MiHIOI0Tb
crioci6 cTBOpeHHs Be6-moaaTkiB. Lli KOMIIOHEHTH TO3BOJISIIOTE PO3POOHUKAM CTBOPIOBATU JOHATKU SIK HAGip
He3aJIeXXHUX B3a€MO3aMiHHUX YaCTHH, CIIPUSIOUN NIePexoly Bifl TPaAULiiHUX MOHOJIITHUX apXiTEKTYp A0 OibIl
THYYKHAX MOJYJIbPHMX Ta MIKpOCEPBiCHUX MigxofiB. Ll 3miHa napagyurmu B po3pooLi Be6-101aTKiB BiIKpUBa€ HOBI
MOYKJIMBOCTI IJ1s1 MacIITabyBaHHS Ta OHOBJIEHHS] OKPEMUX YaCTHUH CUCTEMU. Y APYyromMy po3aijii fucepTatii, mo
30CepepKy€eThCs Ha aHali3i mpobsyiem HaliliHOCTI Be6-KOMIIOHEHTIB, OyJia peasizoBaHa AeTajlbHa po3podKa
dopmanbsHOi Mogesi Document Object Model (DOM) 3 BukopucraHHaIMm metonuku Isabelle /HOL. Lig Mmoznesnp
BKJIIOYA€ OCHOBHI €JIEMEHTH, iX B3a€MOJIiI0 Ta NOBEiHKY. BOHA cTaja KJII0OYOBUM €JIEMEHTOM Y (POPMAJIBHOMY
IOBeJeHHi 0€3[1eKOBUX BJIaCTUBOCTEN BeO-KOMIIOHEHTIB. Takuil mifxin 3HaYHO MOKpalllye HaliliHiCTh Ta 6e3IeKy
BeO-70JaTKiB, HOy4M [aji Bij 3BUYANiHMX TE€CTyBaHb Ta aHaJi3iB, Ta CTBOPIOE MilJHY OCHOBY 111 PO3BUTKY OiJbIIl
[epeloBUX METOJIiB IPOEKTYBAHHS Ta aHai3y B cpepi BeO-TEeXHOJIOTIN. Y TpeTboMy PO31isi AucepTallii,
IIPUCBSTYEHOMY OLIiHIIi METOAMK 6€3MeK1 BEOKOMIIOHEHTIB, 3/1iICHEHO aHali3 e(peKTUBHOCTI pO3p06IeHOi
MeTogoJIorii 3abe3rneyeHHs 6e3neKky Be6-KoMIoHeHTiB. OcobsuBa yBara 0yJia IpujijsieHa opiBHAJIbHOMY aHali3y
iei METOZOJIOTII 3 IHIIMMU iICHYIOYMMU NiJX0OaMU, TAKUMU SK CTAaTUYHUAN aHai3 Ta METOOY MALIMHHOTO HaBYaHHSL.
[IpoBesneHi NPaKTUYHI TECTH NMiATBEPAUIIN BUCOKY €(PeKTHUBHICTb 3aIIPOIIOHOBAHOI METOZOJIOTI] Y 3an106iraHHi
arakam Cross-Site Scripting (XSS) ta Cross-Site Request Forgery (CSRF), 0co611BO B IOpPiBHSIHHI 3 METOJAMU, L0
6asyroTbcs Ha Content Security Policy (CSP). Byu TakoX po3risiHyTi 0OMeXeHHS iCHYyI0UMX METOZiB, 0OCOOGJIUBO B
KOHTEKCTi BUSIBJIEHHS HOBUX 200 MaCKOBaHMX LIKiZJIMBUX 3MiCTiB, Ta 3aIIpONIOHOBAHO HANIPSIMKU /17151 TOJATbIINX
nmocinkeHsb. Lle BKouae po3pobKy HOBUX METOZIB HaBYaHHS, SIKi € e(DeKTUBHIIINMY y BUSBJIEHHI HOBUX THUIIIB
IIKiJJIMBOTO BMICTY Ta METOZiB BUSIBJIEHHS, SIKi Kpallle pearyioTh Ha [IPUXOBaHUI ab0 3aMacKOBaHUH LIKiAJINBUI
BMICT. Y 4eTBepTOMY PO3[iJi AucepTallii 34iICHEHO OLiHKY e(eKTUBHOCTI METOJMKY, CIIPSIMOBAHOI HA MiBUILEHHS
HaJiTHOCTi B€6-KOMIIOHEHTIB, sIKa 6a3yeTbcs Ha MeTofi Isabelle /HOL. BuzHaueHi KII040Bi IOKa3HUKU
eeKTUBHOCTI BKJII0YaIY [TOBHOTY BUSIBJIEHHSI Ta TOYHICTb BUSIBJIEHHSI 3arpo3. Bysio mpoBeneHo ekxcriepruMeHTaIbHy
OLIiHKY, 5IKa BKJII0YaJla [IOPiBHSAHHS 3 iHIIMMU HAYyKOBUMU IHCTPYMEHTAMU, TAKMMU SIK CTATUYHUI aHaJIi3 Ta
MalllMHHE HaBYaHHS. Pe3ysibTaTu eKCIIepUMEHTIB [10Ka3ay, 10 po3pobyeHa MeTonrKa Ha 21% edeKTuBHile 3a
icuyrouy CSP.

2. Zalyva V.V. Methodology for Improving the Reliability of Web Components Based on the Isabelle/HOL Method.
Dissertation for the degree of Doctor of Philosophy in the field of knowledge 12 - Information Technologies,
specialty 123 - Computer Engineering. - State University of Information and Communications Technology. - Kyiv,
2023. The dissertation work is dedicated to improving the reliability of web components using the Isabelle /HOL
method. This work conducted an analysis of vulnerabilities in the DOM model, based on which a methodology for
improving the reliability of web components was developed. The introduction presents a general characterization
of the work, justifies the relevance of the research topic, formulates the purpose and objectives of the research,
presents scientific novelty and practical value of the obtained results, notes the personal contribution of the
author, and provides data on the approbation, practical implementation, and available publications. The first
chapter of the dissertation considers various aspects of the impact of web components on the development of
computer engineering. Particular attention is paid to how web components, which include HTML tags, CSS styles,
and JavaScript functions, change the way web applications are created. These components allow developers to
create applications as a set of independent interchangeable parts, contributing to the transition from traditional
monolithic architectures to more flexible modular and microservice approaches. This paradigm shift in web
application development opens new opportunities for scaling and updating individual parts of the system. The
second chapter of the dissertation, focusing on the analysis of the reliability problems of web components,
implemented a detailed development of the formal model of the Document Object Model (DOM) using the
Isabelle /HOL methodology. This model includes the main elements, their interaction, and behavior. It became a
key element in the formal proof of security properties of web components. Such an approach significantly
improves the reliability and security of web applications, going beyond usual testing and analysis, and creates a
solid foundation for the development of more advanced methods of design and analysis in the field of web
technologies. The third chapter of the dissertation, dedicated to assessing the safety methods of web components,



conducted an analysis of the effectiveness of the developed methodology for ensuring the safety of web
components. Particular attention was paid to the comparative analysis of this methodology with other existing
approaches, such as static analysis and machine learning methods. Practical tests confirmed the high efficiency of
the proposed methodology in preventing Cross-Site Scripting (XSS) and Cross-Site Request Forgery (CSRF)
attacks, especially compared to methods based on Content Security Policy (CSP). The limitations of existing
methods were also considered, especially in the context of detecting new or masked malicious content, and
directions for further research were proposed. This includes the development of new training methods that are
more effective in detecting new types of malicious content and detection methods that better respond to hidden
or disguised malicious content. The fourth chapter of the dissertation assessed the effectiveness of the
methodology aimed at improving the reliability of web components, based on the Isabelle/HOL method. Key
performance indicators included completeness of detection and accuracy of threat detection. An experimental
evaluation was conducted, which included comparison with other scientific tools such as static analysis and
machine learning. The experimental results showed that the developed methodology is 21% more effective than
the existing CSP.
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