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Pedepar/anoTamis:

1. AktyanpHicTe poboTu. Po3Butok [HTepreTty peueii (Internet of Things, I0T), kibepdisuunux cucrem,
nepudepiiiHux ob4yucieHs i npomucioBoro IntepHety peudeil (Industrial Internet of Things, I10T)
CYIIPOBOMXY€EThCS YCKIIALHEHHSIM Cy4acHUX iHpopMalillHO-KOMYHIKalilHuX cucTeM. loT-cepenoBuia 06’eIHYIOTh
IPUCTPOI 3 PI3HUM MPUBHAYEHHSM, 0GUMCITIOBAILHUMU MOK/IMBOCTSMU Ta POTOKOJIAMU B3aeMoyIii. [xHi#t ckaz,
KOHQiryparis i 38’s13kM Mi>k KOMIIOHEHTaMH1 MO>XKyTb 3MiHIOBAaTUCS Iif 4ac ekcrryarauii. BomHovac 3pocrae
pi3HOMaHITHICTb Kibep3arpos, 3aTHUX BIUIMBATU K Ha OKPeMi IIPUCTPOI, Tak i Ha poOOTy CepeloBUILA 3arajloM. Y
IucepTallii po3B’s13aHO akTyaJlbHe HayKOBE 3aBJAHHS, 110 T0JISIrae B po3po6sieHHi Mopesti GopMyBaHHS
KOHTEKCTHO-PU3UKOBOTro npodinio loT-npuctpoio 3a pesysipTaTaMu iHTeJIeKTyaJlbHO-KOHTEKCTHOI kKiacudikarii Ta
yIOCKOHaJIEHHI METOy OLliHIOBaHHS pU3HUKiB iHdopMauiiiHoi 6e3neku loT-cepenosul y nponeci ayguty. Ilig yac
BM3HAUEHHSI PiBHS pPU3MKY TAKOXX BPAXOBY€ETLCS NONIEPEAHBO CPOPMOBAHUI NIOKA3HUK PU3UKY IIPMXOBAHO]
KOMIIpOoMeTallii. MeTo1o po60Tu € po3po6sieHHs MOl MOOYA0BY KOHTEKCTHO-PU3MKOBOTO npodiinto loT-

IIPUCTPOIO 32 pe3yJibTaTaMU iHTeJIeKTyaJbHO-KOHTEKCTHOI kiacu@ikaliii Ta yloCKOHaJeHHSI METO/Y OL[iHIOBAaHHS



puU3uKiB iHpopmaliiiHoi 6e3neku loT-cepenosulll 3 ypaxyBaHHSIM LbOT0 MPOQIJIIO, IOTOYHOTO CTaHy 0€3MeKU 1
nonepenHb0 cHOPMOBAHOTO ITOKA3HMKA PU3UKY IIPUXOBAHOI KOMIIpOMeTalii i yac ayguTy. 171 JOCSITHEHHS] MeTU
IIpoaHa’li30BaHo Mifgxoau 0o knacudikauii loT-npucTpois, BUsBIE€HHS Bpa3jMBOCTEN, aHali3y aHOMaJIbHOI
aKTUBHOCTI Ta OLiHIOBAaHHS PU3UKiB. PO3p06s1€HO MOzeb (POPMYBaHHSI KOHTEKCTHO-PU3UKOBOTO MPOQII0
IIPUCTPOIO 3a pe3yJIbTaTaMU iHTEJIEeKTyalbHO-KOHTEKCTHOI Kiacuikallii. Y1I0CKOHaZI€HO MeTO] OLiHIOBaHHS
PU3UKIB Ha OCHOBI HEYIiTKOTO JIOTIYHOTO BUBEAEHHS TUITy MaMiaHi 3 ypaxyBaHHSIM ITOKa3HMKA PU3UKY TPUXOBAHOI
komnpoMmerauii BackdoorRisk. BuznaueHo nmizxip, 1o no6ynosu iHpopmMaliiiiHoi TeXHOJIOTI AJ1s1 y3roJpKeHOTro
3aCTOCYBaHHS MOJieJli Ta MEeTOZY. 3allpONIOHOBAHI PilllEeHHS MePEeBipeHO 3 BUKOPUCTAHHSIM BiIKPUTUX HAOOPiB
IaHux 3 6esrexu [oT i mporpamHo cpOPMOBAaHMX KOHTEKCTHO-PU3UKOBUX ClieHapiiB. HaykoBa HOBU3HA Oflep>KaHUX
Pe3yJbTaTiB NOJIsIrae B TaKOMY: — Briepie po3po6sieHo MoJiesib T06YI0BU KOHTEKCTHO-PU3UKOBOro npodimo [oT-
IIPUCTPOIO 3a pe3yJIbTaTaMy iHTEeJIEKTYaJIbHO-KOHTEKCTHOI Kiacu@ikauii. Mogesnb nepenbadae kinacugikalio
IIPUCTPOIO 3a II'SITbMA KPUTEPISIMU: PiBHEM BOYJJOBAHOTO iHTEJIEKTY, XapaKTEPUCTUKAMU 6€3I1€KU, ApXiTEKTYPOIO
B3aeMOfii, PyHKLiOHATIbHUM KOHTEKCTOM i IMHaMiyHicTIO cepenoBuila. PesynbTaTu Kiacudikalii 3a KOXKHUM
KpuTepieM 36epiraioTscs B mpodisi 6€3 3BeA€HHS 40 OAHOTO YUCIOBOIO IOKA3HUKA. — YIOCKOHAJIIEHO METOZ,
KOHTEKCTHO-3JalITUBHOTO OLiHIOBaHHS PU3UKIB iH(popMaLiiiHoi 6e3neku [0T-cepenoBull Ha OCHOBI HEYiTKOTO
JIOrivyHOTO BUBeneHHs Tully Mamzani. Metop nepen6ayae cribHe BpaXyBaHHS CEMU BXiJHUX IlapameTpiB:
KPUTWUYHOCTI aKTUBY, PiBHS 3arpO3U, PiBHS BPa3/INBOCTi, MOXKJIMBOCTEH IIOTEHLIMHOTO ITIOPYIIHMKA, IMOBIPHOCTI
komnpomertatii BackdoorRisk. [TapameTpu, 1m0 3a7€XXath BiJ KOHTEKCTY, yTOUHIOIOTbCS 3 ypPaXyBaHHSIM IIPOPinto
MIPUCTPOIO Ta JAHUX MPO MOTOYHUH cTaH 6e3neku. [Toka3Huk BackdoorRisk HagxonuTs 1o cuctemu sIK OKpeMUi
BXigHuUI napametp. - HabyB 1oganbiioro po3BUTKy MifXif, 1o nobyaosy iHpopMaLifHOI TEXHOJIOTII OLiHIOBaHHS
pu3uKiB iHpopmaliiHoi 6e3neku loT-cepenosu. Ha BinMiHy Bif BilOKPEMJIEHOTO 3aCTOCYBaHHSI KJlacuQikariii
MPUCTPOIB Ta OI[iHIOBAHHS PU3UKIB, MiXin nependadyae BUKOPUCTAHHS KOHTEKCTHO-PU3UKOBOTO TPOMisio
IIPUCTPOIO Pa3oM i3 JaHMMU NIPO IIOTOYHUI CTaH 6e3MeKu 1111 GOpMYyBaHHS BXiJHUX IlapaMeTpiB HEUiTKOro
OLiHIOBaHHA. [IpakTU4HEe 3HaYE€HH OLEPKaHUX PE3YJIbTATIB [10JISIrae y IPOrpaMHiii peasisauii MOAyJsa OLiHIOBaHHSA
pu3uKiB iHpopmauiiiHoi 6e3nexku loT-cepenoBull Ta OKpeMOi eKCIIEPUMEHTANIBHOI ITpoLenypy Kinacudikaii
MepekeBuXx Nofiil. Moayib peasnizoBaHo B cepefosuilli MATLAB i3 Bukopuctanusam Fuzzy Logic Toolbox. Bin
006po61sie ciM nonepegHbo CPOPMOBAHUX BXiJHUX 1apaMeTpiB, BUKOHY€E HEUiTKe JIoriyHe BUBEeHHs TUIly MamaHi
Ta BM3Hauyae NoKa3HUK RiskLevel i BifnoBigHy KaTeropito pusuky. ExcriepumeHTasnbpHy Kiacu@ikalilo MEpeXeBUX
MOiN MOCIiIKEHO OKPEMO SIK 3aCib ofiep>kaHHS BimoMOCTel Mpo akTuBHICTh B IoT-cepenoBumii. BipoBamkeHHS
pe3ysbTaTiB. Pe3ysbTaTi AUCEPTALiliHOrO JOCIIiI)KeHHS BIIPOBAIKEHO y IPaKTUYHY AisyibHiCTE TOB «JIIOM'EP
EJIEKTPO», TOB «APKAJIA ®IHAHC» i TOB «ATPISI KOMIIAHI» nis aHanisy ctaHy iHpopMaliliHOI 6e31eKHy,
OLiHIOBaHHS PM3MKIB Ta aHaJIi3y aHOMaJILHOI MepeXXeBOi aKTUBHOCTI. OKpeMi pe3yIbTaT BUKOPUCTOBYIOTLCS B
OCBITHbOMY Ipolieci HalioHanpHOro yHiBepcuTeTy «HepHiriBcbKa nosiTexHika» min yac nigrotoBku ¢axibliiB 3
Kibepbe3neKky Ta KOMII'IOTEPHUX HayK. OfepikaHi pe3yabTaTy JATh 3MOTY (POPMYBATU OL[iHKY PUBUKY 3
ypaxyBaHHSIM XapaKTepPUCTUK [0T-pucTpoio, Horo KOHTEKCTHO-PUZUKOBOTO MPOQIJ0 Ta TOTOYHOIO CTAaHY
6esmnexu. Busnauenuil y po6oti niaxin 1o nodynosu iHdopMarniiiHOI TEXHOJIOT] BCTAHOBIIIOE MOPSITOK CIIJIBHOTO

3aCTOCYBaHHS pO3p00JIeHOI MOieli I yIOCKOHAJIEHOT0 METOy B npoueci ayguty loT-cepenosut,

2. Relevance of the research. The development of the Internet of Things (IoT), cyber-physical systems, edge
computing, and the Industrial Internet of Things (I1oT) is accompanied by increasing complexity in modern
information and communication systems. [oT environments bring together devices with different purposes,
computing capabilities, and communication protocols. Their composition, configuration, and connections between
components may change during operation. At the same time, the range of cyber threats capable of affecting both
individual devices and the environment as a whole continues to grow. The dissertation addresses the scientific
problem of developing and improving methods and models for context-adaptive information security risk
assessment in IoT environments during security audits. The proposed solution combines intelligent context-aware
device classification, the formation of contextual risk profiles, and fuzzy risk assessment. The risk level is also
determined with consideration of a previously calculated hidden compromise risk indicator. The aim of the



research is to develop and improve methods and models for context-adaptive information security risk assessment
in IoT environments that account for device characteristics, operating conditions, and the current security state
and can be used during security audits. To achieve this aim, approaches to IoT device classification, vulnerability
detection, anomalous activity analysis, and risk assessment were analyzed. A model for forming a device’s
contextual risk profile based on the results of intelligent context-aware classification was developed. A risk
assessment method based on Mamdani fuzzy inference was improved by incorporating the hidden compromise
risk indicator, BackdoorRisk An approach to building an information technology for the coordinated use of the
model and method was defined. The proposed solutions were evaluated using open IoT security datasets and
programmatically generated contextual risk scenarios. The scientific novelty of the results is as follows: - A model
for forming an IoT device’s contextual risk profile based on the results of intelligent context-aware classification
was developed for the first time. The model classifies a device according to five criteria: its level of embedded
intelligence, security characteristics, interaction architecture, functional context, and the dynamic nature of the
environment. The classification results for each criterion are retained in the profile without being reduced to a
single numerical value. - A method for context-adaptive information security risk assessment in IoT environments
based on Mamdani fuzzy inference was improved. The method jointly considers seven input parameters: asset
criticality, threat level, vulnerability level, attacker capability, likelihood of threat occurrence, severity of impact,
and the previously calculated hidden compromise risk indicator, BackdoorRisk. Context-dependent parameters
are refined using the device profile and data on the current security state. BackdoorRisk is supplied to the system
as a separate input parameter. - The approach to building an information technology for information security risk
assessment in IoT environments was further developed. The approach uses a device’s contextual risk profile
together with data on its current security state to form the input parameters for fuzzy risk assessment. The
practical significance of the results lies in the software implementation of an information security risk assessment
module for IoT environments and a separate experimental procedure for classifying network events. The module
was implemented in MATLAB using the Fuzzy Logic Toolbox. It processes seven previously calculated input
parameters, performs Mamdani fuzzy inference, and determines the RiskLevel value and corresponding risk
category. The experimental classification of network events was studied separately as a means of obtaining
information about activity in an IoT environment. Implementation of the results. The results of the dissertation
research have been implemented in the operations of LUMIERE ELECTRO LLC, ARKADA FINANCE LLC, and
ATRIYA COMPANY LLC for information security analysis, risk assessment, and anomalous network activity
analysis. Some of the results are also used in the educational process at Chernihiv Polytechnic National University
in the training of cybersecurity and computer science specialists. The results make it possible to assess risk with
consideration of an IoT device’s characteristics, its contextual risk profile, and the current security state. The
proposed approach to building the information technology establishes a procedure for the combined use of the
developed model and improved method during IoT security audits.
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IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil yHiBepcuTeT "UepHiriBechbKa nostiTexHika"
Kopg 3a €IPIIOY: 05460798

Micue3Haxoa>KeHHSI: By [lleBuenka, UepHiris, UepHiriBchkuil p-H., 14035, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

Inentudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi
BnacHe IlpizBume Im's I10-6aTbKOBI Kasumup Bosmopumup Bikroposiy

roJIOBH pagu



BaacHe IlpizBume Im's I10-6aTbKOBI Kasumup Bosopumup Bikroposiy

TOJIOBYIOYOTO Ha 3acCiiaHHi

BiAHOBiAaJIbHI/II';I 3a HiAI‘OTOBKy Jlucenko Haranis BO.T[O,HI/IMI/IpiBHa
00JIiKOBUX JOKYMEHTIB

Peec'rpa'rop Opuenko TersiHa AHaToJIiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi IOpuenko TeTsHa AHatosiiBHA

OisSIIBHOCTI




