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1. Incepraujiiina po60Ta IpUCBsSYeHa NiiBUILIEHHIO KpUIITorpadiuyHoi cTilKoCTi y IpOTOKOJIax 0OMIHY KJII0YaMU 32
PaxyHOK po3po6ku Ta moaudikallii METO/iB CUHXPOHi3allii KJl04iB 3 BAKOPUCTAaHHSIM HEPOHHUX MepexX. Y
IepIIOMY PO3iJi MPOBeAEeHO aHali3 iCHyIounX MeTOiB KpunrorpadiyHoro 3axucty ingpopmauii. HaBeneHi oOCHOBH
NOHSTTS Kpunrorpadii Ta MpoTOKoJIiB 00MiHy KimoyaMu. Po3ryisiHyTi cydacHi cumeTpuyHi kpuntorpadivyni cucremu,
acUMeTpHUYHi KpunrorpadiyHi cuctemu, NPOTOKOJIM OOMiHY KJII0YaMU Ta iX 3aCTOCYBaHHS, @ TaKOX Xell PYHKLIi.

Po3rsgnyTi aTaky Ha KpunrorpagiyHi MPOTOKOJIY, Ta iHII MPUYMHYU 3HUKEHHS CTIMKOCTi Cy4acHUX



KpUNTorpaQiyHux aJropuTMis. ¥ Ipyromy po3fiji NpoBeLeHN aHali3 BUKOPUCTAHHS SIBUIIA B3AEMHOI
CHHXPOHI3allii HeMPOHHUX MepeX [Jis1 reHepalLlil ifeHTUYHNX aDOHEHTChKUX KII0UiB m1dpyBaHHS, 6€3
HeoOxifHOCTi ix nepenayvi no mepexi. HaBeneHi 0CHOBHI NOHSTTS HEPOHHUX MEPEX Ta IIPOLIECY iX BBAEMHOIO
HaB4aHHsL. [IpoBeeHNI aHasIi3 BUKOPUCTAaHHS SBUILA IIOBHOI B3a€EMHOI CMHXPOHIi3allii y lepeBoNnoibHUX MalluHaxX
MIApHOCTI, IIPYU IKOMY CHMHAIICY ABOX CUHXPOHI30BaHMX MEPEXK CTAIOTh iIEHTUYHNMU B PE3YJIbTATIi [1apasebHOro
HaB4YaHHS. Bu3HaueHo, 1110 BUKOPUCTAHHS B3aEMHOI CUHXPOHi3allii JepeBonoAi6HUX MaIlIMH MapPHOCTI MOKE CTaTh
aJIbTEPHATMBOIO iCHYIOUMM CUCTEMaM OOMiHy Kiroyamu. HaBeJeHO MOXJIMBi crioco6u (opMyBaHHS Killoya Ha
COCHOBI B3a€MHO CHHXPOHI30BaHUX [I€PEBONOIIOHNX MALIMH IAPHOCTI. Y TPETbOMY PO3[iji po3pobieHa
eKCIIepMMEeHTaJIbHa CUCTeMa [1J1s1 3aIIPOIIOHOBAHOI0 METOAY OOMiHY KJII0OYaMU 3 MOXJIMBOCTSIMU TOHKOTO Ta
BapiaTMBHOTO HAJIAlITyBaHHS apXiTEKTYypH, [IpaBuJl HABYaHHS, a TAaKOX 3aTPUMKU B Mepexi. [lociimkeHi ¢paxropw,
1110 BIJIMBAIOTh HA YaC B3a€EMHOI CUHXPOHI3allii IBOX I€pEeBOIOiOHUX MallliH NapHOCTI. JloCiIKeHO BIIJIUB [IPaBU
HaBYaHHS HEMPOMEPEX Ha CTabibHICTh YaCy CUHXPOHi3alii. EKClepMMeHTaIbHO 3MOJIEJII0BAaHO aTaKU HAa CUCTEMY
METOJZIOM I1apajieJIbHOI CMHXPOHi3aLii. BUsBHaYeHO HanpsIMKY MOJAJIBIIOrO JOCIIIPKEHHS METOLY 3 METOIO OTO
YIOCKOHAJIEHHS. Y YeTBEPTOMY PO3[iji 6yJI0 BUKOHAHO YIOCKOHAJIEHHSI METOAY OOMiHYy KJIIOUaMU 3
BMKOPHCTaHHSIM B3a€MHO CUHXPOHI30BaHMX HEMPOHHUX MEPEX [J1s1 3a0€3Me4YeHHs 01/IbII0I KPUIIOCTIMKOCTI
[IOPiBHSIHO 3 iICHYIOUMMU METOJaMU. 3alIpOIIOHOBAaHO BUKOPUCTAHHS Xell (PYHKLIN AJIs Mg TBEPI KEHHS
3aBEPUIEHHS B3aEMHOI CMHXPOHI3allii HEMPOHHUX MepeXX. BUKOHaHO AOCiKeHHS MiATBEPAKEHHS 3aBEPIIEHHS
B3a€MHOI CUHXPOHI3alii HepOHHUX MepeX. BUKoHaHO MopudiKallilo METOly BUKOPHUCTAHHSIM YaCTKOBUX JAHUX
IIpY CUHXPOHi3allii lepeBonoibHNX MallvH MapHOCTI 1715 JOAATKOBOIO MiABUIIEHHS KPUIIOCTIMKOCTI.
3anponoHoBaHa Mogugikaliis 1o3Bosna IPUXOBATH YaCTUHY JAHUX Bifl lepeaadyi 1o Mepesxi HaBiTb y
3aln(ppoBaHOMY BUIJISAL. BUKOHAHO aHasli3 BUKOPUCTAHHS IPYNOBOi CUHXPOHI3allii HEPOHHUX MEPEX.
3arporoHOBaHO BUKOPUCTAHHS CEPBEPHOI apXiTeKTypH 3 IyJIOM HEMPOHHUX MEPEX KOXKHA 3 SIKUX BiATIOBinae
MEpeKi KOPUCTyBayda, JaHUM MiJXill CYyTTEBO 3MEHIIIy€E YaC B3a€MHOI CUHXPOHI3allil HEUPOHHUX MepeX, aje
noTpebye HasgBHOCTI cepBepy Ta INPOIOPLMHOTO MiJBUIIEHHS HOT0 PO3paxyHKOBOI IOTY>KHOCTI, TAKOXX TaKUi1

HiJXiz 101aTKOBO CTBOPIOE 3arpo3y 371aMy CEPBeEpY.

2. The dissertation is devoted to improving cryptographic security in key exchange protocols by developing and
modifying key synchronization methods using neural networks. The first chapter analyzes the existing methods of
cryptographic information protection. The basic concepts of cryptography and key exchange protocols are
presented. Modern symmetric cryptographic systems, asymmetric cryptographic systems, key exchange protocols
and their application, as well as hash functions are considered. Attacks on cryptographic protocols and other
reasons for reducing the stability of modern cryptographic algorithms are considered. The second chapter
analyzes the use of the phenomenon of neural networks mutual synchronization to generate identical subscriber
encryption keys without the need to transmit them over the network. The basic concepts of neural networks and
the process of their mutual learning are presented. An analysis of the use of the complete mutual synchronization
phenomenon in tree parity machines, in which the synapses of two synchronized networks become identical as a
result of parallel learning, is carried out. It is determined that the use of mutual synchronization of tree parity
machines can be an alternative to existing key exchange systems. Possible ways of forming a key on a pine tree of
mutually synchronized tree parity machines are presented. In the third chapter, an experimental system for the
proposed key exchange method with the ability to accurate and variable architecture customization, learning
rules, and network delay is developed. The factors affecting the time of mutual synchronization of two tree parity
machines are investigated. The influence of neural network learning rules on the stability of synchronization time
is investigated. Attacks on the system by the method of parallel synchronization are experimentally modeled. The
directions of further research of the method are determined in order to improve it. In the fourth chapter, an
improvement of the key exchange method using mutually synchronized neural networks was made to provide
greater cryptographic security than existing methods. It is proposed to use hash functions to confirm the
completion of mutual synchronization of neural networks. The study of confirming the completion of mutual
synchronization of neural networks is carried out. A modification of the method using partial data in the
synchronization of tree parity machines is performed to further increase cryptographic resistance. The proposed



modification made it possible to hide part of the data from transmission over the network even in encrypted form.
An analysis of the use of group synchronization of neural networks is performed. The use of a server architecture
with a pool of neural networks, each of which corresponds to the user's network, is proposed, this approach
significantly reduces the time of mutual synchronization of neural networks, but requires a server and a
proportional increase in its computing power, and this approach additionally creates a threat of server hacking.
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