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Pedepar:

1. Inceprauiiina po60Ta NpUCBSIY€HA MiJBUILEHHIO KPUNITOrpadivHOi CTIMIKOCTI y IPOTOKOJIaX OOMIiHY KJIIOYaMHU 32
PaxyHOK po3po0KkU Ta Moaudikallii METOiB CUHXPOHi3allii KJIl04iB 3 BAKOPUCTAaHHSIM HEPOHHUX Mepex. Y
[epLIOMY PO37ijli IPOBEAEHO aHai3 iCHYI0UMX METOZiB KpunrorpadiyHoro 3axucty iHpopmaliii. HaBeneHi ocHOBHI
MOHSTTSI Kpunrorpagii Ta MpOTOKOJIiB 00MiHYy KiltoyaMU. PO3IISIHYTI CydacHi CUMEeTpUYHI Kpuntorpadivyni cucremu,
acuMmeTpuyHi KpunrorpadiyHi cuctemn, IpOTOKOIM 0OMiHY KJII0OYaMU Ta iX 3aCTOCYBaHHS, a TAaKOX Xell PYHKIi.
Po3rngnyTi aTaky Ha KpunrorpadiyHi MPOTOKOJIY, Ta iHII MPUYMHYU 3HUKEHHS CTIMKOCTi Cy4acHUX
KpUnTorpaQiyHux ajJropuTMis. ¥ Ipyromy po3pisi NpoBeeHn aHali3 BUKOPUCTAHHS SIBUIA B3A€EMHOI
CHMHXPOHi3allii HeIPOHHUX MEPEX [1J1 reHepallil ileHTUYHMX A00HEHTChKUX KJII0UiB U@ pyBaHHS, 6€3

HeoOxifHOCTi ix nepenayi o mepexi. HaBeneHi 0CHOBHI IOHSTTSI HEIPOHHUX MEPEX Ta IIPOLeCy iX B3aEMHOI0



HaB4aHHSL. [IpoBeeHnI aHasi3 BUKOPUCTAaHHS IBUILA IIOBHOI B3a€EMHOI CMHXPOHI3allii y IepeBoNnoibHNX MallMHaX
MapHOCTI, IPY SIKOMY CHMHAIICY JBOX CUHXPOHI30BaHMX MEPEXK CTAIOTh iNEHTUYHUMU B PE3YJIbTATI [1apaj€IbHOTO
HaB4yaHHS. BuzHaueHo, 1110 BUKOPUCTAHHS B3aEMHOI CUHXPOHi3allii JepeBonoAi6HNX MAIIMH MapPHOCTI MOKE CTaTh
aJIbTEPHATMBOIO iCHYIOUMM CUCTEMaM OOMiHy Kio4amu. HaBejeHO MOXJIMBI crioco6u (OpMyBaHHS Killoya Ha
COCHOBI B3a€MHO CUHXPOHI30BaHUX J€PEBONOIOHMX MALIVH NAPHOCTI. Y TPETbOMY PO31ili po3pobieHa
eKCIIepMMEHTaJIbHa CUCTeMa J1J1s1 3aIIPOIIOHOBAHOI0 METOAY OOMiHY KJIIOYaMU 3 MOXJIMBOCTSIMU TOHKOTO Ta
BapiaTMBHOTO HAJIALITyBaHHS apXiTEKTYpH, [IpaBUJl HABYaHHS, a TaKOX 3aTPUMKU B Mepexi. JlocimkeHi ¢paxropw,
1110 BIJIMBAIOTh HA YaC B3a€EMHOI CUHXPOHI3allii BOX €pEeBOIOiOHUX MalllMH NapHOCTI. JJOCiIKeHO BIIJIUB [IPaBUI
HaBYaHHS HelpoMepeX Ha CTabilbHICTb Yacy CUHXPOHi3allii. EkcriepuMeHTanbHO 3MOZEII0BAaHO aTaku Ha CUCTEMY
METOZOM I1apajesIbHOi CMHXPOHi3allii. BU3BHa4eHO HANIPSMKU MOJAJIbUIOrO JOCIIIPKEHHS METOY 3 METOIO 1OTO
YIOCKOHAJIEHHS. Y YeTBEPTOMY PO3[ijli 6yJI0 BUKOHAHO YOCKOHAJIEHHSI METOAY OOMiHY KJIIOUaMU 3
BUKOPUCTAHHSM B3a€MHO CMHXPOHI30BaHUX HEIPOHHUX MepeX 1151 3a6e3MeueHHs 6ib1I0i KpUIOCTIMKOCTI
IIOPiBHSIHO 3 iICHYIOUMMU METOJaMU. 3alIpOIIOHOBAHO BUKOPUCTAHHS Xell (PYHKLIN AJ1s MigTBEPI KEHHS
3aBEPILIEHHS B3a€MHOI CUHXPOHIi3allii HeMPOHHUX MepeX. BUKOHaHO JOCiI)KeHHS NifTBEPI)KEHHS 3aBEPLIEHHS
B3a€MHOI CUHXPOHI3alii HepOHHUX MepeX. BUKoHaHO MoaMdiKallilo METOly BUKOPHMCTAHHSIM YaCTKOBUX JAHUX
Mpy CUHXPOHi3aIlii JepeBonoAibHUX MaMIWH MaPHOCTI M7 TOJATKOBOTO MMiIBUIIEHHS] KPUIIOCTINKOCTI.
3anponoHoBaHa Mogu@ikaliist 103BoJnIIa IPUXOBATH YaCTUHY JAHUX Bifl Ilepeadi 1o Mepesxi HaBiTb y
3aln(poBaHOMY BUTJISAL. BUKOHAHO aHasli3 BUKOPUCTAHHS IPYNOBOi CUHXPOHI3allii HEPOHHUX MEPEX.
3arporioHOBaHO BUKOPYCTaHHS CEPBEPHOI apXiTEKTYpH 3 I1yJIOM HEMPOHHUX MEPEXK KOXKHA 3 KUX BiANOBimae
MepeXi KOpUCTyBaya, JaHUM MifXif, CYTTEBO 3MEHINY€E YaC B3a€EMHOI CUHXPOHIi3allil HEHPOHHUX MEPEX, aje
noTpebye HasgBHOCTI CepBePy Ta INPOIOPLMHOTO MiBUIIEHHS 1OT0 PO3PaxyHKOBOI IOTY>KHOCTI, TAKOXX TaKU

MiJXiM 101aTKOBO CTBOPIOE 3arpo3y 371aMy CEPBeEpY.

2. The dissertation is devoted to improving cryptographic security in key exchange protocols by developing and
modifying key synchronization methods using neural networks. The first chapter analyzes the existing methods of
cryptographic information protection. The basic concepts of cryptography and key exchange protocols are
presented. Modern symmetric cryptographic systems, asymmetric cryptographic systems, key exchange protocols
and their application, as well as hash functions are considered. Attacks on cryptographic protocols and other
reasons for reducing the stability of modern cryptographic algorithms are considered. The second chapter
analyzes the use of the phenomenon of neural networks mutual synchronization to generate identical subscriber
encryption keys without the need to transmit them over the network. The basic concepts of neural networks and
the process of their mutual learning are presented. An analysis of the use of the complete mutual synchronization
phenomenon in tree parity machines, in which the synapses of two synchronized networks become identical as a
result of parallel learning, is carried out. It is determined that the use of mutual synchronization of tree parity
machines can be an alternative to existing key exchange systems. Possible ways of forming a key on a pine tree of
mutually synchronized tree parity machines are presented. In the third chapter, an experimental system for the
proposed key exchange method with the ability to accurate and variable architecture customization, learning
rules, and network delay is developed. The factors affecting the time of mutual synchronization of two tree parity
machines are investigated. The influence of neural network learning rules on the stability of synchronization time
is investigated. Attacks on the system by the method of parallel synchronization are experimentally modeled. The
directions of further research of the method are determined in order to improve it. In the fourth chapter, an
improvement of the key exchange method using mutually synchronized neural networks was made to provide
greater cryptographic security than existing methods. It is proposed to use hash functions to confirm the
completion of mutual synchronization of neural networks. The study of confirming the completion of mutual
synchronization of neural networks is carried out. A modification of the method using partial data in the
synchronization of tree parity machines is performed to further increase cryptographic resistance. The proposed
modification made it possible to hide part of the data from transmission over the network even in encrypted form.
An analysis of the use of group synchronization of neural networks is performed. The use of a server architecture
with a pool of neural networks, each of which corresponds to the user's network, is proposed, this approach



significantly reduces the time of mutual synchronization of neural networks, but requires a server and a
proportional increase in its computing power, and this approach additionally creates a threat of server hacking.
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