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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemMaTHYHHX PYyOPHK:

Tema gucepranii:
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2. Methods and models for improving the transparent technology of secret Internet voting

Pedepar:

1. Iuceprarifina po6oTa npucBsYeHa npoodaemMi 3a6e3rnedyeHHs JOBipY IPOMAISIH 10 CUCTEM IUCTAHIiHOTO
TaeMHOro rosocyBaHHs yepe3 InrepHet (ITT), a TaKO’K CKOPOUEHHIO BUTPAT Yacy BUOOPLIiB Ha NIPOLENypPy
BOJIEBUSABJIEHHS. YJOCKOHAJIEHHS CIIPAMOBAHI Ha MiBUIIEHHS PiBHS aBTOMAaTH3alii TPYAOMICTKUX IIPOLELYyp Ta
Ha/IaHHS BUOOPLSIM MOXKIMUBOCTI ayauty cuctremu JJTT' 3 MeTo0 HabyTTs BIIEBHEHOCTI y BiICYTHOCTI 3/10BMUCHOTO
BTPY4aHHS y poOOTY cepBepa roJIOCYBaHHS, sIKe MOXe IIPU3BECTU [I0 PO3KPUTTS TaEMHULLi r'OJIOCIB Ta
danbcudikauii NifpaxyHKy, 10 yCcyBae NPUYUHU 111 HEJLOBipU 10 yecHocTi pobotu cucremu JTT. [TobynosaHo
MO[Iesb Ta BifIOBiTHMN NPOTOKOJ iHpopMalLiiHOi B3aeMofiii enemeHTiB cuctemMu JITT, gKi 3aBAsIKM 3aCTOCYBaHHIO
IOATKOBO PO3POGIEHOTO CEPBEPHOTO O0JIalHaHH 3hAaTHI MiATPUMYBaTH aBTOMATU30BaHU nomyk [P agpec
cepBepiB BUOOPUMX AiJIbHULB IIi 4ac 3/iiICHEHHS BUOOPLISIMU NIPOLieAypU IHTEpHET rojloCcyBaHHs i IPU LIbOMY 32
PaxyHOK PO3rajIy>KeHHsI IPOLIECiB YHUKATH NOBIFOTPUBAJIMX 3aTPUMOK Y JOCTYII BUGOPLIB O PECYPCIB CUCTEMU
IHTEepHET rosocyBaHHs. PO3p06s1€HO TEXHOJIOTi0 ONTUMAIbHOTO aJaITUBHOTO PO3IOAiNY IOTOKY 3alUTiB BUOOPLB

MDX cepBepamy, 110 3ilCHIOI0Th aBTOMATU30BaHui Nowyk [P afgpec cepBepiB BUOOPUUX [iMbHULb, peastizallis



SIKOTO 103BOJISI€ YAOCKOHAJIUTU TEXHOJIOTII0 JUCTAHLIHOTO JOCTYITy BUOOPLiB 0 pecypciB cuctemu [T, 30kpeMa
PiBHOMIPHO 3aBaHTa)KyBaTU CepBepHe 006J1afHAHHS B yMOBaX MyJbcaliii Tpadika i TakuM YMHOM 3HIDKYBATU PU3UKU
IepeHaBaHTa)XeHHs 006J1aiHaHHs TpagikoM. 3allpoNIOHOBAaHO METOJ, IPOTU i aTakam rnocepenHuka (MITM) y
BigkpuTiit cuctemi ITT, k1l [03BOJIsI€ KOKHOMY BUOOPLIO N1epe, 3AiICHEHHSIM aKTy BOJIEBUSIBJIEHHS 32
IOTIOMOTOI0 IITATHUX TEPMiHAJIbHUX 32C06iB [HTEpHET CaMOCTIITHO BIIEBHUTHUCH Y TOMY, 110 BiH IilICHO CIiJIKyeTbCS
3] IITaTHUM CEpPBEPOM CBO€i BUOOPYOI AifIbHULL, a He 1oro (pajblUIMBUM aHAJIOTOM, 1110 iMiTye rpolec
BOJIEBUSBJIEHHS [1J151 BUOOPLIIB. YIOCKOHAJIEHO TEXHOJIOTII0 JUCTaHLifHOoI aBTeHTUdikauii Bubopuis y cucremi JTT,
3aBJISKY YOMY CTBOPIOIOTHCSI OiJIbIll 3pYyYHi YMOBU IOJIOCYBaHHS 117151 BUOOPLIiB, 30KpEMA HE BUMAraeTbCsl Bifl HUX
IIPOXO[IKEHHSI 000BSI3KOBOi OYHOI I1epeBipku rnepel KOKHUM aKTOM T'0JI0OCYBaHHS.

2. The dissertation is devoted to the problem of ensuring citizens' trust in remote secret ballot systems via the
Internet (RSB), as well as reducing the time spent by voters on the procedure of expression of will . Improvements
are aimed at increasing the level of automation of time-consuming procedures and giving voters the opportunity
to audit the RSB system to ensure that there is no malicious interference with the voting server, which could lead
to disclosure of votes and falsification of counting, which eliminates reasons for distrust of the RSB system. A
model and corresponding protocol of informative co-operation of elements of the system RSB are built. Due to
application of the additionally worked out server equipment the system is able to support the automated search of
[P-addresses of servers of electoral districts during realization of procedure electors the Internet of voting. Due to
branching of processes the system is able to avoid of long duration delays in access of electors to the resources of
the system the Internet voting. The method of optimal adaptive distribution of stream of appeals of electors is
used between servers that produce the automated search of IP addresses of servers of electoral districts.
Realization of method allows to perfect technology of the controlled from distance access of electors to the
resources of the system RSB, in particular evenly to load a server equipment in the conditions of pulsations of
traffic and thus to reduce the risks of overload of equipment. The method of counteraction to the attacks of
mediator (MITM) is offered in open system RSB. A method allows to every elector before realization of act of will by
means of regular terminal facilities the Internet independently to make sure of that he really intermingles with the
regular server of the electoral district, but not him by a false analogue that imitates the process of will for electors.
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