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Pedepar:

1.V npuceprauii Briepiue, Ha OCHOBI LIiJIiCHOT'O CUCTEMHOI'O aHaJli3y OCBITHLOI'O IIPOLECY B MEIUYHUX
(papmaueBTryHMx) 3aknangax Buoi ocsity (M(P)3BO) B ymoBax iHTeHCUBHOI LU POBOi TpaHCchopmaLii ranysi
OXOPOHH 3[10POB’s], 0OI'PYHTOBAHO 1 pO3p00JIEHO KOHIIEIIIiI0 Ta METONVKY (POPMYBaHHS KOMIIETEHTHOCT] 3
Kibepbesneky MabyTHiX MaricTpiB MeguLUHU. JJOCiI)KeHHSI OCHOBHHUX 3arpo3, IPUTaMaHHUX [1J1s rajly3i 0OXOpoHU
310pOB’s YKpaiHU B yMOBax Cy4aCHUX [J100ai3aiiiHuX BUKJIMKIB, 06YMOBJIEHMX IINPOKUM BUKOPUCTAHHSIM

11 (pPOBUX TEXHOJIOTI, IOBHOMACIITAOHOIO BifICBKOBOIO arpecieio 3 60Ky pQ, sika CyIIpOBOIKYETHCS IINPOKUM
CIIEKTPOM KibepaTak, KibepmnuryHcTsa Ta iHIKX Kibep3arpos, 3aCBiluMB rOCTPy Ta HarajbHy OTpedy B
KOMIIJIEKCHOMY Miixofli 10 GOpMYyBaHHS KOMIIETEHTHOCTI 3 KibepOe3eku y MaliOyTHIX MaricTpiB MequLMHA. AHAIi3
Cy4aCHHUX HayKOBO-TI€JaroriyHuX JKepeJl 3aCBiAYMB HeBiIIIOBiIHICTh MK peajlbHUMU NTOTPpedaMyu MEANYHOI ramysi

Ta HasSIBHUMU 3HAHHSIMU 1 YMIHHSAMY, L0 NlependadyeHi YNHHMMHU OCBITHIMU cTparerisimu. BinTak, noTpebyioTh



CHUCTeMaTu3allii Ta pesleBaHTHOIO TPAKTyBaHHS 06a30Bi MOHATTA LU(POBOi 6e3neKu Ta UQPPOBOTO 3aXUCTY
MeINYHUX JaHUX. lle 3yMoB1UIO HeOOXiTHICTh Neperssany 3MiCTy MiAroTOBKY 30,06yBaviB Buioi ocBit M(P)3BO 3
MeTOI0 (POPMYyBaHHS 3[ATHOCTI iZleHTU(IKYBaTH peasbHUM CIIEKTp Kibep3arpos, cneyu@iyHux 1Jj1si MeJU4HOro
CepeloBHUIIA, Ta 3aCTOCYBAHHS aKTyaJbHUX METO/IB i 3ac06iB 1MppoBoro 3axucry. CydyacHi TEHIEHIii pO3BUTKY
MEIUYHOI OCBITH, 1O I'PYHTYIOTLCS Ha KOMIIETEHTHICHOMY Ta Jis/IbHICHOMY IIPAKTHMKO-OPI€HTOBAHOMY IiAX0aX,
IIOCHUJIIOIOTh HEOOXiHICTD LiisiecnpsiMoBaHOro GOpMyBaHHS 3JaTHOCTI MaiiOyTHiX JlikapiB 6€3ne4yHo 1 e(peKTUBHO
IIpalloBaTy B yMOBax MiJiBUIIEHUX KiOeppU3UKiB. Y poOOTi yTOYHEHO 3HAaYE€HHS KJIIOYOBUX ITOHATb JOCIiKEHHS 1
HaBeJIEHO aBTOPCHKI AediHilii MOHATh «KibepbesneKkay, «KibeprpaMOTHICTb», «Kibep3arpo3as, O0IPyHTOBAHO
CYTHICTb IIOHSITTS «<KOMIIETEHTHICTb 3 Kibepbe3reKn» sIK iHTerpajbHOro YyTBOPEHHS, 110 NIO€AHY€E KOTHITUBHI,
IisiypHICHI Ta LiHHICHI KOMIIOHEHTH, HeOOXifHI 117151 6e3reyHoi poboTU 3 iHPopMmallielo B yMoBax LUPPOBi30BaHO]
MeIMIMHU. 3'51COBaHo, Mo npobdiema GOpMyBaHHS KOMIIETEHTHOCTI 3 KibepOeseku MalOyTHIX JiKapiB joTenep
KOMILJIEKCHO He BUBYasacs. AHajii3 HaB4aJIbHO-METOAMYHOrO 3a6e31e4eHHs MiAr0TOBKY 300yBayiB BUIOI OCBITH
M(®)3BO npopeMOHCTPYBaB aKTyaJIbHICTb AOCIIiIKYBaHOI IPOGJIEMH Ta 3aCBiJYMB BiICYyTHICTb CUCTEMHOTO
niaxony 0o popMmyBaHHS y 37100yBayiB BUILLOI MEIMYHOI OCBITH IPAaKTUYHUX YMiHb i 3HaHb, HEOOXiNHUX [1JIs1
6e3reyHoi poboTH B IUPPOBOMY CepefoBUILi. AKTYasbHOCTI OCiIKeHHs HabyBae y rmpoueci npodeciiinoi
[iArOTOBKY MalOyTHIX MaricTpiB MequiuMHY i3 GOKyCyBaHHSIM Ha PO3BUTKY KOMIIETEHTHOCTI 3 Kibepbesmeky, 1o €
BRXJIMBUM YUMHHUKOM [1J151 6€3[1€YHOT0 BUKOPUCTAHHS MenyHuX iHpopmaifiHux cucteMm (MIC) Ta 3axuCTy faHuX
nanjieHTiB. Pe3ysbTaTUBHICT (POPMYBaHHS 3a3HAYEHOI KOMIIETEHTHOCTI 326€3I1€4yeThCsI CUCTEMHUM MiIXOOM 10
HaBYaHH$, peasli30BAaHUM Yepe3 3aCTOCYBaHHS PO3POO6IJIEHOI B AUCEPTALiTHOMY JOCIIIPKeHHI MeToIuKu. MeToauka
CIIPSIMOBaHAa Ha PO3BUTOK 3[JaTHOCTI 3100yBayiB BUIL0i MEAUYHOI OCBITH e(peKTUBHO 3aCTOCOBYBATU OTPUMAaHI
3HaAHHS, YMiHHS Ta IPAKTAYHI HABUYKU y MalOyTHil podeciiiHill #isibHOCTI, 30Kpema npu poboTi 3 MeIUYHNMU
iHpopMaLiiHUMU CUCTEMaMH, €JIEKTPOHHUMU MEIUYHUMU 3aMIMCaMU, IIMPOKUM CIIEKTPOM IUPPOBUX MEAUIHUX
IIPUCTPOIB, PECYPCIB Ta CEPBICiB. BU3Ha4aIbHOIO XapaKTEPUCTUKOIO 3aIIPOIIOHOBAHOI METOIUKM € iHTeTpallis
TEOPETUYHUX 3HAHb, [IPAKTUYHUX BMiHb Ta HABUYOK i LIIHHICHO-€TUYHUX OPi€EHTUPIB y MEXXaxX HAaCKPi3HOro
(pOpMyBaJIBHOTO MTPOLIECY, 110 OXOILIIOE KJIIOYOBIi aCMEKTU Kibepoe3neKku Ta UU(PPOBOro 3aXUCTy B MEIUYHIN
npo@ecii. TexHOMOriYHMM IHCTPYMEHTOM peasisalii MeTOIMKM CTaB PO3POOJIEHUI aBTOPOM HaBYaJIbHO-
MEeTOJIUYHUH KypC i3 Kibepbesreky, IKUI MiCTUTb: CUCTEMaTU30BaHy 6a3y 3HaHb IIPO MeJIUYHi Kibep3arposu Ta
M@poBy 6e31eKy, Habip NPaKTUYHMX KEWNCIiB i TpeHyBaJIbHUX 3aBJaHb [1J14 BifIpalloBaHHS [U(PPOBUX HABUUOK, a
TaKO>X METOJIMYHI PeKOMeHIallii 100 3arnobiraHHs Kibeppusukam y Npo@eciiHiil AisiapbHOCTI Jikaps. Y
IOCJIiIKeHHI eKCIIePUMEHTaJIbHO IepeBipeHo e(eKTHBHICTh MeTOAUKY (POPMYyBaHHS KOMIIETEHTHOCTI 3
Kibepbes3nekyu MaricTpis MeguuUHU. EQeKTHUBHICT 3alIpONIOHOBAHOrO MiAXONY JOBEIEHO LIJISIXOM IIPOBEIEHHS
[eJJaroriYyHOro eKCIEPUMEHTY, SIKUH 37i1ICHIOBABCS y TP €Talll: KOHCTATyBaJbHUM, GOPMYBaJIbHUI Ta
KOHTPOJIbHUH. Y XO[Ii eKCIIepUMEHTY 3aCTOCOBYBAJINCS TaKi METOJIN: MOJIEJIIOBaHHS KibepiHIUIeHTIB,
CIIOCTEPE>KEeHHS 32 BUKOHAHHSIM LM(POBUX 3aBlaHb 3100yBauaMU BUIIOi OCBITH, aHAi3 MPaKTUYHUX KEHCiB,

TECTYBaHHS, CTATUCTUYHA o6po61<a u y3arajlbHEHHSA peByJ’[bTaTiB rHOC.TILII)KCHHSII.

2. The dissertation, for the first time, based on a comprehensive systemic analysis of the educational process in
medical (pharmaceutical) higher education institutions in the context of intensive digital transformation of the
healthcare sector, substantiates and develops a concept and methodology for forming cybersecurity competence
in future Master’s students of medicine. The study of the main threats inherent in the healthcare sector of Ukraine
under modern globalization challenges, caused by the widespread use of digital technologies and the fullscale
military aggression of the Russian Federation accompanied by a wide range of cyberattacks, cyber espionage, and
other cyber threats, has demonstrated the urgent need for a comprehensive approach to developing cybersecurity
competence among future Master’s students in medicine. The analysis of modern scientific and pedagogical
sources revealed a discrepancy between the real needs of the medical field and the knowledge and skills currently
provided by existing educational strategies. Therefore, the basic concepts of digital security and protection of
medical data require systematization and relevant interpretation. This determined the necessity of revising the
content of higher education training in medical (pharmaceutical) institutions in order to develop the ability to
identify the real spectrum of cyber threats specific to the medical environment and to apply modern methods and



tools of digital protection. Modern trends in the development of medical education, based on competence-based
and activity-oriented practice-oriented approaches, strengthen the need for purposeful formation of the ability of
future physicians to work safely and effectively in conditions of increased cyber risks. The study clarifies the
meaning of the key concepts of the research and provides the author’s definitions of the terms «cybersecurity»,
«cyber literacy» and «cyber threat». The essence of the concept «cybersecurity competence» is substantiated as
an integral formation combining cognitive, operational, and value-based components necessary for secure work
with information in the context of digitalized medicine. It has been established that the problem of developing
cybersecurity competence among future physicians has not yet been comprehensively studied. The analysis of
educational and methodological support for training higher education students in medical (pharmaceutical)
institutions demonstrated the relevance of the research problem and revealed the absence of a systematic
approach to developing practical knowledge and skills necessary for safe work in a digital environment. The
relevance of the study increases within the process of professional training of future Master’s students in
medicine, focusing on the development of cybersecurity competence, which is an important factor for the safe use
of medical information systems and protection of patient data. The effectiveness of developing this competence is
ensured by a systemic approach to teaching implemented through the methodology developed in this dissertation
research. The methodology is aimed at developing the ability of higher medical education students to effectively
apply acquired knowledge, skills, and practical competencies in their future professional activities, particularly
when working with medical information systems, electronic medical records, and a wide range of digital medical
devices, resources, and services. A defining characteristic of the proposed methodology is the integration of
theoretical knowledge, practical skills, and value-ethical orientations within a continuous formative process
covering key aspects of cybersecurity and digital protection in the medical profession. The technological tool for
implementing the methodology is the educational and methodological cybersecurity course developed by the
author. The course includes a systematized knowledge base on medical cyber threats and digital security, a set of
practical cases and training tasks for developing digital skills, as well as methodological recommendations for
preventing cyber risks in the professional activities of physicians. The research experimentally verified the
effectiveness of the methodology for developing cybersecurity competence in Master’s students of medicine. The
effectiveness of the proposed approach was confirmed through a pedagogical experiment conducted in three
stages: ascertaining, formative, and control. During the experiment, the following methods were used: observation
of students performing digital tasks, testing, modeling cyber incidents, analysis of practical cases, statistical
processing, and generalization of the research results.
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