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1. MaTemartuyHi Mogei Ta MeTonu 6€31pOTOBOI Iepeavi JaHUX B MepeXkax eHeprOMOHITOPUHTY Ha 00’eKTax
KPUTHAYHOI iHPPACTPYKTYpHU

2. Mathematical models and methods of wireless data transmission in energy monitoring networks at critical
infrastructure facilities

Pedepar:

1. Inceprarnist Ha 3000YTTsI HAYKOBOTO CTYIIEHS KAaHJMUAaTa TEXHIYHUX HayK 3a crneujanbHicTio 01.05.02 -
MaTeMaTU4YHE MOJEJIIOBaHHS Ta O0YMCIIIOBAIbHI MeTOnU. HallioHanbHUN TeXHIYHUH yHiBepcuTeT «IHIMpoBChKa
nositexHika». HanionanpHa MmeTtasnypriiiHa akagemis Ykpainuy, Jninpo, 2021. B nucepratii po3s’s3aHO BasKJIUBY
HayKOBO-TIPUKJIQIHY 33724y i BUIIEHHS SIKOCTi QYHKIIOHYBaHHS 6€34POTOBUX CEHCOPHUX MEPEX
€HEProMOHITOPUHIY Ta 301JIbIIEHHS Yacy iX )KUATTS 32 PaXyHOK PO3POOKMU BifTIOBIIHUX MaT€MAaTUYHUX MOJeJIeH i
METOZIB IOCIIIKEHHS PEXMMIB €HEPrOCIIOXKUBAHHA. 3a Pe3ysIbTaTaMy IIPOBENEHOI0 aHajli3y CUCTEMHO

OOIPYHTOBAHO, 1110 3 OIJISIy HAa €eHEPTOEMHICTD IIPOLieCy Iepefadi JaHuX, CaMe YIIPaBIiHHS po3mipamu



MIOBiZJOMJIEHb € OCHOBHUM P€3€PBOM 301/IbIIEHHS] TEPMiHY )KUTTSI IPUCTPOIB i CUCTEMH B LIiJIOMY, 2 ONITAMI3allist
€HEeProCroXUBaHHS MOJIbOBUX IIPUCTPOIB 6€3/IPOTOBOI MEPEKi 3 aBBTOHOMHUM KMBJIEHHSIM Ha PiBHi
KOPUCTYBaJIbHMIbKOTO [0JIaTKa JI03BOJISIE 3aCTOCOBYBATH IIPUIMajIbHO-TIEpeiaBayi pis3HNX BUPDOOHNKIB B
IIPUCTPOSIX 300py i epepadi JaHux. B po6oTi po3po6sieHO MaTeMaTUYHy MOZENb (PYHKLIOHYBaHHS
BEJIMKOMACIITAOHMX MepeX Ha 6a3i 3anutiB BCM, 4ni By3/1 BUSBIISIOTH i PETPAHCIIOIOTh MO, IKi NOTPi6Hi TibKK
IIPOTSITOM OOMEXKEHOro yacy. lle J03B0INIIO NiBULIUTY TOYHICTb OLiHKM 3aTPUMOK Ilepeiadi JaHuX, pO3paxyHKy
€HEeProeMHOCTI Ta TEPMiHY Ci1y>k6u mepexi. MogudikoBaHo poTokos SCTMex, sIKUil iHKalCyJIbOBaHO B
TPAHCIIOPTHUI IIPOTOKOJ ZigBee, 1m0 A03BOINIIO MiIBULIMTY PiBeHb 3aXMCTy iH(OpMallii Ha PiBHI OJIbOBUX
npucTpoiB cuctemMu. Po3pobiieHo crienianizoBaHy IporpaMHo-anapatsy miatdopmy «Smart Utility Web» Ha 6asi
6e3gporoBoro monysisg XBEE S2. EkcnepuMeHTasbHA €KCIITyaTallisl CUCTEMU 10Ka3ajia KOPEeKTHICTb Migxony 1o
no6y10B1 6€34pOTOBOi CCTEMU MOHITOPMHIY Ha OCHOBI TEXHOJIOTII «pOYTepiB, 110 NPOKUAAIOTLCS». [IpocToTa
iHcTasnawLii o6sagHaHHS CUCTEMU | HAiMHICTh 3aXUCTY JaHUX 3a0e3evyye BUCOKUI PiBEHb JOCTOBIPHOCTI JaHUX Ta
eKCIUlyaTalilHUX XapaKTepUCTUK. YIIPaBiHHS po3mipoM 6JI0KiB JaHUX i n@pyBaHHSIM Ha piBHI
KOPHUCTYBJIbHUIIBKOTO [JOAATKA JI03BOJISIE JOMOITUCS ONTUMAJIbHOTO 3 TOUYKM 30PY TEPMiHY XXUTTSI CUCTEMU
€HEeProCIOKMBAHHS IpU 30€pesKeHHI HEOOXiITHOTO PiBHSI IKOCTi 06CIyroByBaHHs. Kito4oBi cjioBa: 6€31poToBa
CEHCOPHA MeperKa, EHEPrOMOHITOPUHT, 00’€KTY KPUTAYHOI iHPPACTPYKTYPH, MaTEMATUYHA MOJIEJIb,

€HEPIroCIrio>KrBaHHS, IIPOTOKOJI.

2. A thesis for obtaining a scientific degree of the Candidate of Technical Sciences in the specialty 01.05.02 -
Mathematical Modeling and Computational Methods. Dnipro University of Technology. National Metallurgical
Academy of Ukraine, Dnipro, 2021. This dissertation work is concerned with the important scientific and applied
problem of increasing the quality of functioning of wireless sensor networks (WSN) for energy monitoring and
increasing their life time was solved through the development of appropriate mathematical models and methods
for studying energy consumption modes. The analysis of research in the field of building distributed autonomous
wireless monitoring systems showed that wireless sensor networks are a promising technology in the field of
creating household and industrial data collection and control systems, and the key indicator of WSN that
determines their applicability in practice is their lifetime. Based on the analysis results it was systematically
substantiated that, taking into account the energy consumption of the data transmission process, the very control
of message sizes is the main reserve for increasing the life of devices and the system as a whole, and optimization
of the energy consumption of self-powered wireless field devices at the user application level allows the use of
transceivers of various manufacturers in data collection and transmission devices. The work developed a
mathematical model of the functioning of large-scale networks based on requests from the wireless sensor
network, which made it possible to increase the accuracy of estimating data transmission delays, calculating the
power consumption and service life of the network. Relationships are given for determining the transmission time
of messages taking into account the network and retransmission delays, as well as the average time spent on the
transmission of a frame in conditions of retransmissions. It should be noted that in general, the power
consumption of network field devices depends on the characteristics of the hardware, the physical and link layer
protocols, the routing protocol, and the network topology. This dissertation work formulates requirements to
increase the WSN protection from attacks on field equipment and the system as a whole, which will not only
protect the monitoring network, but also increase the guaranteed life of the network. The SCTMex protocol has
been modified. It is encapsulated in the ZigBee transport protocol, which made it possible to increase the level of
information security at the level of system field devices. The SCTMex protocol is an extension of the SCTM
protocol due to the few initial bytes of the data block. Analysis of the resistance of wireless monitoring networks to
external attacks indicated their critical vulnerability due to the centralized architecture, so the most effective and
efficient mechanism for protecting information in wireless monitoring networks is the transition to decentralized
systems, including those based on blockchain technology. It is concluded that the most acceptable solution for
WSN is a service or private blockchain, which allows the identification of field devices under the control of
designated users. In this work, a computer simulation of a wireless sensor network was carried out using the XCTU
6.3.5 platform for XBee /RF solutions from DIGI Int. This platform allows not only to perform all the module



settings, scan a network of any configuration, but also perform network testing with the measurement of specific
signal levels and delays that occur. A specialized software and hardware platform “Smart Utility Web” based on the
XBEE S2 wireless module has been developed. The ease of installation of the system hardware and the reliability of
data protection ensure a high level of data reliability and performance. By managing block size and encryption at
the user application level, you can achieve optimal power consumption in terms of system lifespan while
maintaining the required level of quality of service. Keywords: wireless sensor network, energy monitoring, critical
infrastructure objects, mathematical model, power consumption, protocol.
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