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Pedepar:

1. TIpoananizoBaHo iCHYIO4i MaTeMaTHU4YHi MOZeJIi, sIKi BAKOPUCTOBYIOThCS IJ1s1 BUDOPY CcTpaTerii iHBecTyBaHHS B
CHUCTeMHU KibepHeTUYHOi 6e3rneku pisHUX 06'eKTiB iHPpopMaTusalii. ¥ Xoi po60TH IeTaabHO JOCTiIKEeHO 1
OIpallbOBAHO [IEPEBAry Ta HEJOJIKY LUX MOfeseil. Y pe3ysbTaTi IOPiBHAIbHOTO aHajli3y HayKOBUX Ipallb,
IOBEIEHO, 1110 3aBJaHHs e(eKTUBHOTO BUKOPUCTaHHS (PiHAaHCOBUX pecypciB Ha 3axucT iHdopMaliil € ogHUM i3
HaWTOJIOBHIIIMX 3aBJaHb J1s1 OpraHisaliili Ta KOMIaHiIM, ki oTpedyoTh 3axXUCTY BacHoi indpopmatiii. Pesysnbrary,
OTpUMaHi y X0Zi HalluCaHHs AUcepTaliliHOI poOOTH, AAIU MOXJIMBICTb BCTAHOBUTY, 1O MUTAHHS €(EKTUBHOCTI
¢dhiHaHCOBUX iHBECTHULil Ta KOHTPOJIIO HAaT|, IIMM IIPOLIECOM € OJHUM i3 HaBaXXIuUBiMuX y GpiHaHCOBIN cdepi.

OnTuMasbpHe 3HaY€HHS PeCYpPCiB 3aJIeXKUTh He JIMIIE Bif, ypa3jIMBOCTI CUCTEMY, a 1 Bifg BapTOCTi Tiei HPpopmaliii, sika



nigssirae 3axucTy. BusHaueHo npo6semy, NOB'sI3aHy 3 HEOOXiIHICTIO pO3POOKU HOBUX MOJEJIeN, 3aCHOBAaHUX Ha
CIiIbHOMY (ribpuaHOMY) BUKOPUCTAHHI arnapara 6iiHiliHNX audepeH1ialbHuX irop sSIKOCTi Ta TeHETUYHOTO
anroputMmy. Briepiie onucaHo MeTo[, BUOOPY pallioHasIbHOI CTpaTerii iHBeCTyBaHHs! y IIPOEKTH i3 3a06e3reuyeHHs
Kibepbesneku 06'ekTa iHpopmaTu3allii, OCHOBHI KOMOiHaLlii Teopii irop Ta reHeTUYHOro anroputmy. [lokaszaHo, mo
BUKOPUCTAHHS Ha N1EPLUIOMY €Tarli JAHOr0 METOMY JIMIle anapary 6iliHiHUX JUHAMIUYHUX irop SIKOCTi, fjae
pe3yJbTaT, y IKOMY KO>KHA TOUKa, BiJl[IOBigHA cTparerii inBecTopa, 6yzie HA60pOM NIEBHUX KOMIIOHEHTIB
iHBeCTyBaHHS. BCTaHOBJIEHO, 10 3aCTOCYBAaHHS T€HETUYHOTO AJITOPUTMY Ha APYTrOMY eTarli 3alIpOIIOHOBAaHOTO
METOJy BUGOPY pallioHaIbHOI CTpaTerii iHBECTYBaHHS y TIPOEKTH i3 3a6e31e4eHHs Kibep6e3neku 06 eKTiB
indopmarusaljii ycyBae 3a3HaueHUH BUILe HeL0IiK. 3alIPOIIOHOBAHO 3aCTOCOBYBAaTH MOAM(DIKOBaHUN reHeTUYHUN
QJITOPUTM [1J151 BUPilI€HHS 3aBIAHHS, TIOB'SI3aHOTO 3 OTPMMAHHSIM IPOTHO30BAaHOI OLIiHKM BifAayi Bif pisHUX
HaMpsIMKiB iHBECTYBaHHS y IIPOEKTU Kibepoesneku 06'eKkTiB iHpopmaTuaallii. [TokasaHo, 110 3alIPONIOHOBAHMN METO],
MO>Ke OyTH 3aCTOCOBAHUIA /1J11 CKOPOUYEHHS Yacy B XO/Ii BUPIlI€HH 3a/1a4i [IOMYKy pallioHaJbHUX (ONTUMAJIbHUX)
CTparTeriil iHBeCTOPIB Ha OCHOBI irpOBUX MOJZEJIEN y [TIO€IHAHHI 3 TEHETUYHUM aJITOPUTMOM, 30KPEMA B YMOBAX
IWHAMIYHOr'O IIPOTUCTOSIHHA 31 CTOPOHOIO, IO aTaKye, KOJIM OLiHKA paliOHaIbHOI CTpaTerii iHBeCTyBaHHS
BUKJIIOYHO BKJIMBA [JI1 CTOPOHHU 3axrcTy. KOMOIHOBaHMI MiAXif MOKa3ye KOPOTIINIA 4ac [jIsl IOLIYKY PillleHb y
KOHKPETHIi1 cuTyanii. OTprmMasa noganbmunii PO3BUTOK METOJMKA IIPOEKTYBAHHS CUCTEMU MiJTPUMKU IIPUNAHSTTS
pilieHs, 1111 pO3B’si3aHHS 337124 OL[iHKY CTpaTeriil iHBeCcTyBaHHS B KibepbesneKky 06'eKkTiB iHpopmarusalliii. BukoHaHo
KOMILJIEKC IOCTIiI)KeHb Ta BUIIPOOYBaHb, Y PE3YJbTaTi SKUX HAYKOBO OOI'PYHTOBAHO PO3POOKY CUCTEMU MifTPUMKU
npunHATTA pimens «DSS Protect&Invest» y rporjeci aHasisy Ta Bu60py palLioHaJIbHOTO (OIITUMAJIbHOTO) BapiaHTa
cTparerii iHBeCTyBaHHS B CUCTeMU KibepbOeaneky. PO3IyISIHYTO KiIt04OBi QYyHKIIOHAIBbHI MOAYJIi MOAI6HOI crucTemMu
HiITPUMKY NPUNHSTTS PillleHb, SKi CIPUSIOTH 3a6e3Me4eHHI0 6e311epepBHOro Ta e(peKTUBHOro GyHKIIOHYBaHHS
CUCTEMU 3aXUCTy iHPpopMaLiliHUX pecypciB 06'eKTiB iHpopmaTusalii 6yab-sxkoro macmrady. IlokazaHo, 1o 11
CHACTEMA MiATPUMKY NPUNHSATTS PillleHb JO3BOJIIE €KCIIEPTAM y PESKUMIi OHJIANH OLiHIOBATH CTPATETii iHBECTYBaHHS
B pi3Hi 06'exTu iHdopmaTuzaliii. [lokazaHo, 0 po3pobieHa cucTeMa MigTPUMKU IPUMHATTS pimeHs «DSS Protect&
Invest» 103BOJINTh 3MEHIINTY PO3ODKHOCTI AaHMX IIPOTHO3YBAHHS TA PeasibHOI Bifaayi (pe3ysbTaTiB) Bif,
iHBECTyBaHHS B KOHTYpU 3axUCTy iHdopmarii, Kibepbesreku mianpruemcTs ta 06 ekTis indopmarusaii. JJoeneHo,
110 3aCTOCYBAaHHS B CUCTEMH ITiATPMMKHU IPUMHATTS PillleHb, 3aIIPOIIOHOBAHUX MOJIEJIEN, 103BOJISIE IPUCKOPUTU
IIOIIYK ONTUMAaJIbHUX BapiaHTiB pO3MillleHHSI 3aC00iB Kibep6e3reKy Ta 3aXUCTy iHpopmallii AJ1s1 06'eKTiB
indopmarusauii 6inpm HiX y 15-20 pasiB.

2. Existing mathematical models used to choose a strategy for investing in cyber security systems of various
informatization objects were analyzed. In the course of the work, the advantages and disadvantages of these
models were studied and worked out in detail. As a result of the comparative analysis of scientific works, it has
been proven that the task of effective use of financial resources for information protection is one of the most
important tasks for organizations and companies that need to protect their own information. The results obtained
during the writing of the dissertation made it possible to establish that the question of the effectiveness of
financial investments and control over this process is one of the most important in the financial sphere. The
optimal value of resources depends not only on the vulnerability of the system, but also on the value of the
information to be protected. Problem related to the need to develop new models based on the joint (hybrid) use of
the apparatus of bilinear differential games of quality and the genetic algorithm was identified. For the first time,
the method of choosing a rational investment strategy in projects to ensure cyber security of the informatization
object, the main combinations of game theory and genetic algorithm. It is shown that the use of only the apparatus
of bilinear dynamic quality games at the first stage of this method gives a result in which each point corresponding
to the investor's strategy will be a set of certain investment components. It was established that the application of
the genetic algorithm at the second stage of the proposed method of choosing a rational investment strategy in
projects to ensure the cyber security of informatization objects eliminates the above-mentioned shortcoming. It is
proposed to use a modified genetic algorithm to solve the problem of obtaining a forecasted estimate of return
from various directions of investment in cyber security projects of informatization objects. It is shown that the
proposed method can be applied to reduce the time in solving the problem of finding rational (optimal) strategies



of investors based on game models in combination with a genetic algorithm, in particular in the conditions of
dynamic confrontation with the attacking side, when the evaluation of the rational investment strategy is
extremely important for the defense side . The combined approach shows a shorter time for finding solutions in a
specific situation. The method of designing a decision-making support system for solving the problems of
evaluating strategies for investing in the cyber security of informatization objects received further development. A
set of research and tests was carried out, as a result of which the development of the decision support system
"DSS Protect&Invest" was scientifically substantiated in the process of analysis and selection of a rational (optimal)
variant of the strategy for investing in cyber security systems. The key functional modules of a similar decision-
making support system are considered, which contribute to ensuring the continuous and effective functioning of
the information resource protection system of informatization objects of any scale. It is shown that this decision
support system allows experts to evaluate online investment strategies in various informatization objects. It is
shown that the developed decision support system "DSS Protect&Invest" will allow to reduce discrepancies
between forecast data and real returns (results) from investing in the contours of information protection, cyber
security of enterprises and informatization objects. It is proven that the application of the proposed models in the
decision support system allows to accelerate the search for optimal options for placing cyber security and
information protection tools for informatization objects by more than 15-20 times.
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