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1. KomIyiekcHa cucTema OLiHIOBaHHS PU3MKiB iHGOpMaLiliHOI 6€31€KH I0B'sI3aHUX 3 [IEPCOHAJIOM B aJalITUBHUX

CHCTeMax YIIPaBJIiHHS JOCTYIIOM

2. A Comprehensive System for Assessing Information Security Risks Related To Personnel In Adaptive Access
Control Systems

Pedepar/anoTamis:

1. Incepraniiina po60Ta NpUCBSYEHA BUPIIIEHHIO aKTyaJbHOTO HAYKOBO-TIPAKTUYHOTO 3aB/IaHHS CTBOPEHHS
KOMILJIEKCHOI CMCTEMH OLiHIOBaHHS pU3MKiB iH(OPMaliiiHOi 6e3MeKr NEPCOHANY B aJaTUBHUX CUCTEMAax
VIPaBJIiHHS JOCTYIIOM. 3allpONIOHOBAHUH MifXif TOeIHYe NUHaMiuHy Kiaacudikanio iHpopmaliiiHux pecypcis,
[IOBEJiHKOBE MOJIEJII0BAaHHS KOpUCTYyBayiB, popmyBaHHs nupposux npodinis (digital twins) Ta MexaHizmu
IIPOTHO3YBAHHS PU3UKOBUX [iil 3 TOJANbIINM aJallTUBHUM KOPUTYBAaHHSIM TPaB AOCTYITy HA OCHOBI TEXHOJIOTII
RBAC-6s10k4etiny. B po60Ti po3po6seHo iHPpopMaliliHy TEXHOJIOTi0 OLiHIOBaHHS PU3UKIB iH(popmMaLiitHOi 6e3neKu
[IepCOHaJIy B aIalITUBHOMY YIIPaBJliHHI JOCTYIIOM; 6araToBUMipHy MaTpulto knacudikauii pecypcis (EMKP); metog,
06pO6KU HaHUX 17151 popmMyBaHHS LdpoBoro npodisio npariBHUKa Ha OCHOBI TEXHIYHUX i IOBEiHKOBUX O3HAK;
[IPOLIECHY MOJI€JIb IMHAMIYHOrO aHasi3y Ta IIPOrHO3yBaHHA PU3KKIB; a TakoX [13 «CucreMa prusrK-afanTUBHOTO

KepPYBaHHS TOCTYIIOM», TOYHICTb POOOTH SIKOTO MiATBEPIKEHA eKCIiepUMeHTanbHO. O6'€KTOM HOCIiIKEHHS €
,



IIPOLIECH YIIPABJIiHHS JOCTYIIOM MIEPCOHAIY 10 iH(pOpMaLiHUX peCcypcCiB B iH(POpMaLiIHO-KOMYHIKalliMHUX
cucreMax. [IpeiMeToM HOCTIIKEHHS € MOJesTi, MeToau Ta iHdbopMalliliHi TeXHOJIOTii AUHAMIYHOTO OILiHIOBAaHHS
PU3UKiB iHpopMmalifiHOi 6e3Ieku NepcoHaly B aJallTUBHUX CUCTEMAX YIIpaBJliHHS AocTynoM. [1if yac nociifxkeHn
BUKOPUCTAHO METOJM CUCTEMHOrO aHasli3y, MaTeMaTUYHOI CTAaTUCTUKHU, KOPEJISILIIHOrO Ta KOMIIOHEHTHOTO
aHaJli3y, MAlIMHHOTO HaBYaHHS, MOJIEJIIOBAaHHS HN(POBUX ABIVHUKIB, TEOPii IPUIAHATTSA PilleHb Ta TEXHOJIOTI]
0JI0KYeH-ayJuTYy.

2. The dissertation is devoted to addressing the topical scientific and practical task of developing a comprehensive
system for assessing personnel information security risks in adaptive access management systems. The proposed
approach integrates dynamic classification of information resources, behavioral modelling of users, the formation
of digital profiles (digital twins), and mechanisms for predicting risk-prone actions, followed by adaptive
adjustment of access rights based on RBAC-blockchain technology. The work develops an information technology
for assessing personnel information security risks in adaptive access management; a multidimensional resource
classification matrix (MRCM); a data processing method for forming an employee’s digital profile based on
technical and behavioral features; a process model for dynamic risk analysis and prediction; as well as the software
system “Risk-Adaptive Access Control System,” whose operational accuracy has been experimentally validated. The
object are processes of managing personnel access to information resources within information and
communication systems. The subject are models, methods, and information technologies for dynamic assessment
of personnel information security risks in adaptive access management systems. The research methodology
incorporates systems analysis, mathematical statistics, correlation and component analysis, machine learning,

digital-twin modeling, decisionmaking theory, and blockchain-audit technologies.
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