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Pedepar/anoTamis:

1. luceprarito NpUCBSYEHO AOCIIKEHHIO aIMiHICTPATUBHO-TIPABOBOTO PETYJIIOBAaHHS 3aCTOCYBAaHHS PO3BiIKU 3
BigkpuTux mxepes (OSINT) y chepi 3abe3nedeHHs ny6IidHOro NOPSAKY Ta 6e3reKku. Y poboTi BUBHAaYEHO Miclie
OSINT y pigibHOCTI OprasiB My6J1iYHOI BJIaAyu Ta IPAaBOOXOPOHHMX OPraHiB SIK iHpOpMaLiliHO-aHaTi TUYHO]
MiSTIBHOCTI, 10 TIOB’sI3aHa 3i 30MPaHHSM, ONPAIIOBAHHSIM i BUKOPUCTAHHSIM BiJOMOCTEH 3 BiIKPUTHUX MI3KEPET MIJIs
MirOTOBKU MaTepialiB i IPUIHATTS yIPaBIIiHCbKUX PillleHb WOA0 pearyBaHHS Ha 3arpO3U Ta [PaBONOPYILIEHHS.
CdopmysiboBaHO aBTOpChbKe BU3HayeHH NOHATTS OSINT y cdepi 3abesnedeHHs my61idHOi 6€311eKU Ta IOPSAKY —
SIK BPeryJIbOBaHy HOpPMaMU ITpaBa Jisi/IbHICTh YIIOBHOBAKEHUX OPraHiB My6J1iYHOI B1afu Ta iX IocafioBux 0OcCib, Mo

IIOJISITaE y 1iiJIecIpsIMOBaHOMY 37100YTTi, [lepeBipLii, cuCTeMaTH3allii Ta aHaliTUYHOMY OIpaLlOBaHHi BitoMocTel,



OTPUMAaHUX BUKJIIOYHO 3 BiIKPUTHX i 3araJibHOJOCTYIHUX JIKEPEJI, 3 METOI0 CBOEYACHOTO BUSIBJIEHHS 3arpo3
y6s1iyHOi 6€3MeKu Ta NOPsIKY, BCTAHOBJIEHHS OCi6, IPUYETHUX [I0 IPAaBONOPYIIEHb, JOKYMEHTYBaHHS (PaKTUYHUX
IAHUX, a TAKOX IirOTOBKY iHpOpMaLiliHO-aHaTITUYHMX MaTepiaiB 115l IPUNHSTTS YIIPaBJIiHCbKUX i
OpraHi3alifHUX PillleHb y MeXKaxX HaJlaHUX [IOBHOBaKEHb. [IpoaHani3oBaHO 3aKOHOLABCTBO YKPAIHU, K€ PETrYJIIIOe
BUKOPUCTAHHS BiikpuToi indopmallii y 3a3HaueHill cdepi, CUCTEMATU30BAaHO MOTO 33 3MiCTOBMMU HAIIPSIMAMU.
BusHaueHo K010 cy6'eKTiB, yIIOBHOBaXXeHUX 3acTocoByBatu OSINT, oxapakTepu3oBaHO ix IOBHOBaXXEHHS Ta
opraxizauiiiti 3acagy B3aemogii. OkpecyeHo agMiHicTpaTMBHO-NIPaBoBi popmu 3ailicHeHHs1 OSINT, knacugikoBaHo
ix Ha iHpopMaLiiHO-aHaNITUYHI, OpraHi3aliliHi, NpouenypHi i KoopauHauiiHi. CucrematTnzoBaHo mertoau OSINT
K CIIOCOO6M pO6OTH 3 BiIKPUTUMHU JIKEPETAMU Ta BUOKPEMIIEHO METOM IOIIYKY, ONPALIIOBAHHS, OLiHIOBAaHHS Ta
BHMKOPHMCTaHHSI pe3yJIbTaTiB. Y3arajbHeHO MixkKHapo#HUM focsif perymaoBaHHs OSINT y chepi ny6tidyHOro nopsiaxy
Ta 6€3eKU, BUBHAYE€HO MOXKJIMBOCTI IOTO BUKOPUCTaHHS B YKpaiHi. OKpecjleHO HaNpsIMY, SIKi IOTPeOYIOTh
NI0JIA7IbLIIOr0 HAYKOBOTO ONPAllOBAHHS: IPABOBI MiIcTaBX, yMOBU Ta Nopsifok Bukopuctanus OSINT y cdepi
3a0e3ne4yeHHs My6JIiYHOro MOPSIIKY Ta 6e3leKy; TIOBHOBaKEHHSI i B3a€MO/Iisl OpraHiB 1y61iyHOi BjIagy Mif, yac
POOOTH 3 BIIKPUTUMMU [IXKEPEJIAMU; BUMOTH 0 MOIIYKY, IEPEBIPKY, (iKcallii, 30epiraHHs Ta BAKOPUCTaHHS
OTPUMAaHUX BilOMOCTEH; a TAKOXK rapaHTii 3aX1CTy IpaBa Ha IPUBATHE XXUTTS], KOJIM BiIKpUTY iH(pOpMaLilo
30MpalOTh i aHAJI3YIOTh i3 3aCTOCYBaHHIM IIPOIPAMHUX 3aC0O0iB. 3aIpOIIOHOBAHO HAYKOBO OOI'PYHTOBaHI IIPOIO3ULLii

Ta peKOMeHalii 40 3aKOHOIaBCTBaA.

2. The dissertation is devoted to the study of the administrative and legal regulation of the use of open-source
intelligence (OSINT) in the field of ensuring public order and security. The study defines the place of OSINT in the
activities of public authorities and law enforcement agencies as an information-analytical activity related to the
collection, processing, and use of information from open sources for the preparation of materials and the adoption
of managerial decisions aimed at responding to threats and offenses. The author formulates a definition of the
concept of OSINT in the field of ensuring public security and order as an activity regulated by legal norms and
carried out by authorized public authorities and their officials, consisting in the purposeful acquisition,
verification, systematization, and analytical processing of information obtained exclusively from open and publicly
available sources, with the aim of timely identifying threats to public security and order, identifying persons
involved in offenses, documenting factual data, as well as preparing information-analytical materials for making
managerial and organizational decisions within the limits of the powers granted. The legislation of Ukraine
regulating the use of open information in the specified field has been analyzed and systematized according to its
substantive areas. The range of entities authorized to use OSINT has been identified, and their powers and
organizational principles of interaction have been characterized. It has been established that the use of OSINT is
not defined by legislation as an independent function of public authorities or law enforcement agencies, but is
implemented by them as a component of the performance of the tasks assigned to them in the field of public order
and security in accordance with their competence. The entities authorized to use OSINT are divided into three
groups: entities of general competence, entities of special competence in the field of security, and entities of law
enforcement competence in the field of public order and security. It is substantiated that the differences in their
administrative and legal status lie in the scope of their competence and the nature of their participation in the use
of open-source intelligence: entities of general competence ensure coordination and organizational decision-
making in the field of public order and security; entities of special competence use OSINT as an auxiliary tool for
analytical work related to threats; entities of law enforcement competence use OSINT directly in the course of
performing their tasks (monitoring the situation, identifying threats, preparing analytical materials for response).
The administrative and legal forms of OSINT implementation are described and classified into information-
analytical, organizational, procedural, and coordination forms. OSINT methods are systematized as ways of
working with open sources, in particular methods of searching, processing, evaluating, and using results. The
international experience of regulating OSINT in the field of public order and security is generalized, and the
possibilities of its use in Ukraine are identified. On the basis of the analysis carried out, the directions requiring
further scientific elaboration are outlined: the legal grounds, conditions, and procedure for the use of OSINT in the
field of ensuring public order and security; the powers and interaction of public authorities when working with



open sources; the requirements for searching, verifying, recording, storing, and using the information obtained; as
well as guarantees for the protection of the right to privacy when open information is collected and analyzed using
software tools. Scientifically grounded proposals and recommendations for legislation are offered.
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