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1. Mogeni Ta MeTogy niAgBuILeHHS WBUIKOAII anroputMmy CSIDH Ha OCHOBI CyNIEpCUHIYISIPHUX CKPYYEHUX KPUBUX
Ensapaca

2. Models and Methods for Improving the Performance of the CSIDH Algorithm based on Supersingular Twisted
Edwards Curves

Pedepar:

1. Inceprauifina po60Ta IpUCBIY€HA BUPIIEHHIO aKTyaJIbHOTO HAYKOBOT'O 3aBJJaHHS, CYTHICTb SIKOTO I10JISITa€ B
iJBUIIEHH] Y TIOCTKBAHTOBUAX YMOBAX 3aXUILEHOCTI i IBUIKOii KpUIITOCUCTEM HA OCHOBi KOMYTaTUBHOI
cynepcuHrynspHoi izorenii didpdi-T'ennmana (Big anra. Commutative Supersingular Isogeny Diffie-Hellman,
CSIDH), sxuii € OHUM 3 JifepiB aCUMETPUYHUX IIOCTKBAHTOBUX KPUIITOCUCTEM. AJITOPUTM IIPOTIOHYETHCS
OyzyBaTU Ha I'PYHTI i30reHill HELMKIIYHUX CYIIEpPCUHTYJIIPHUX KpuBUX EnBappca sIK nap KBagpaTU4YHOTrO KPy4eHHSI.
BukopucTraHHs eJinTUYHNUX KpUBUX EnBapzca 3Ha4HO MifBUIIY€e 3aXUIIEHICTh KPUIITOAJITOPUTMY, ajle [P LbOMY
301/IbIIY€EThCS CKIAAHICTh O0YMCIIEHHS aJITOPUTMY i BiITIOBIAHO 3MEHILIYETLCS MOTO MBUAKOISL. TOMY € akTyasibHOIO

npo6semMa HifABUILEHHS WBUAKOAI 32 paxyHOK Moaudikallii IbOro aJlrOpuTMy.



2. The dissertation is devoted to solving an urgent scientific problem, the essence of which is to increase the
security and performance of cryptosystems based on the Commutative Supersingular Isogeny Diffie-Hellman,
which is one of the leaders in asymmetric post-quantum cryptosystems, in post-quantum conditions. The
algorithm is proposed to be built based on isogenies of noncyclic supersingular Edwards curves as pairs of
quadratic torsion. The use of elliptic Edwards curves significantly increases the security of the cryptoalgorithm,
but it increases the complexity of the algorithm’s computation and, accordingly, reduces its performance.
Therefore, the problem of improving performance by modifying this algorithm is relevant.

Jep>kaBHHHM peecTpaniiiHuii Homep [iP:

IIpiopuTeTHHH HaNIpSIM PO3BHTKY HayKH i TEXHIKHU: OyHaMeHTasbHI HAyKOBI HOCIIIPKEHHS 3 HAGLIbII
BaXKJIMBYX MPOGJIEM PO3BUTKY HayKOBO-TEXHIYHOTI0, COLiaJIbHO-€KOHOMIYHOT0, CyCIIiJIbHO-TIOJIITUYHOTO,
JIIOACBHKOTO MOTEHLiany 1J1s 3a6e3Me4yeHHs KOHKYPEHTOCIIPOMOKHOCTI YKpaiHu y CBITi Ta CTAaJIoro PO3BUTKY

CYCIIiJIbCTBA i Aep>kaBy

CrpareriyHuil NpiOpUTETHUH HANIPSIM iHHOBALiHHOI Ais1JIbHOCTI: OCBOEHHS HOBMX TEXHOJIOTIH
TPAHCIIOPTYBAaHHS €HEPTii, BIPOBAIKEHHS €HEProe(PEKTUBHUX, PECYPCO30€Piralourx TeXHOJIOTI, OCBOEHHS
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