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EnBsapnca

2. Models and Methods for Improving the Performance of the CSIDH Algorithm based on Supersingular Twisted
Edwards Curves

Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJIbHOTO HAYKOBOTO 3aBJJaHHS, CYTHICTb SIKOTO I10JISITA€ B
MiJBUILEHH] y IIOCTKBAHTOBUX YMOBAX 3aXUIEHOCTI i IBUAKOII KpUIITOCUCTEM HA OCHOBI KOMYTaTUBHOI
cynepcuHryspHoi izorenii Hidpdi-T'ennmana (Big anrn. Commutative Supersingular Isogeny Diffie-Hellman,
CSIDH), siknii € 0iHUM 3 JlilepiB aCUMETPUYHUX IIOCTKBAHTOBUX KPUIITOCUCTEM. AJITOPUTM IIPOIIOHYETHCS

OyIyBaTU Ha I'PYHTI i30reHill HEUUKIIYHUX CYIIEPCUHTYJISIPHUX KpUBUX ENBapica sIK nap KBaJpaTUYHOTrO KPY4EeHHSI.



BukopucraHHs eninTuYHUX KpUBUX EfBap/ca 3Ha4YHO MifBUILYeE 3aXUIIEHICTb KDUIITOAJITOPUTMY, ajle IIPU LIbOMY
301IbLIYETHCS CKJIANIHICTh OOUMCIIEHHS aJITOPUTMY i BiATIOBITHO 3MEHIIYETHCS HOTO MBUAKOIS. TOMY € akTyaJbHOIO
npo6semMa HifiBUIEHHS WIBUAKOI 32 paxyHOK MoaudiKallii IbOro aJlrOpuTMy.

2. The dissertation is devoted to solving an urgent scientific problem, the essence of which is to increase the
security and performance of cryptosystems based on the Commutative Supersingular Isogeny Diffie-Hellman,
which is one of the leaders in asymmetric post-quantum cryptosystems, in post-quantum conditions. The
algorithm is proposed to be built based on isogenies of noncyclic supersingular Edwards curves as pairs of
quadratic torsion. The use of elliptic Edwards curves significantly increases the security of the cryptoalgorithm,
but it increases the complexity of the algorithm’s computation and, accordingly, reduces its performance.
Therefore, the problem of improving performance by modifying this algorithm is relevant.

Jep>kaBHH peecTpaniiinuii Homep JiP:

IIpiopuTeTHHI HaNpsIM PO3BHTKY HayKH i TEXHIKHU: OyHgameHTasbHi HAYKOBI HOCIIIPKEHHS 3 HANGIIbII
BaXKJIMBUX IIPOGJIEM PO3BUTKY HAYKOBO-TEXHIYHOI0, COLIiaJIbHO-€KOHOMIUHOT0, CyCHiIbHO-TIOJITUYHOTO,
JIIOJCBKOTO NIOTEHLjaNy 17151 3a0e31e4eHHs] KOHKYPEHTOCIIPOMOXKHOCTI YKpaiHu y CBiTi Ta CTaJIOr0 pO3BUTKY
CyCIiJIbCTBA i Jep>kaBu

CrpareriyHuii NpiopUTETHUH HaNIPSIM iHHOBALLiMHOI Ais1JIbHOCTI: OCBOEHHS HOBMX TEXHOJIOTIiA
TPaHCIIOPTYBaHHS €HEPTii, BIPOBAIKEHHS eHeproepeKTUBHUX, peCypco30epiraiourx TeXHOJIOTil, OCBOEHHS
aJIbTEPHATUBHUX IPKEPEJI eHeprii
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