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Pedepar/aHoTanis:

1. Po3BuToK 1M(ppOBOi TEXHIKY NPU3BIB 10 JIABUHOINOiOHOr0 3poCTaHHs 06'eMiB iHpopmaliii, sika 36epiraeTbcs Ha
KOMITIOTepax Ta LUPKYJIIO€ O KOMITIOTEPHUX Mepekax. 3HayHa 4acTrHa iHpopmallii Mae KOHOiAeHLiHNIT 4K
KOMEPLIiHUI xapaKkTep Ta NOTpebye 3aXUCTY Bil HeCaHKI[iOHOBAHOTO AOCTyIy. Halibinbi B)XMBaHUMU € [1Ba IIJISIXU
3abe3nevyeHHs ii 6e3nexku — Kpunrorpadis ta creranorpadist. Bonu nozi6Hi 3a METOI0, ajle MaloTh IPUHIMIIOBO Pi3Hi
nigxonu po ii peanizauii. Kpunrorpadis po6uTh HELOCTYIIHUM 3MiCT TIOBiIOMJIEHHS], ajle HE IIPUXOBYE CAMOT0O
daxTy nepeznadi. 171 nesiKux NpUKIAIHMX 33524 OibLI IPUIHATHOIO € cTeraHorpadis, sika OKpiM camoro BMICTY
IIOBiIOMJIEHHS, IPUXOBYeE i QpakT foro nepepayi. PyHnaMeHTanbHa 33144, Ky CJ1iJ, BUPILIUTU [IpY 1106y 0Bi
creraHorpaiyHuX CUCTEM, I0JIIrae y 3abe3eueHHi BUCOKOI €(DEeKTUBHOCTI CTETOCUCTEMH, @ CaMe Y HETTIOMITHOMY
Ta HaJliliHOMY IPUXOBYBaHHI (aKTy nepeaaBaHHs iHdopmalii B udpoBoMy KOHTENHEpi (300pakeHHi, ayio, Bifeo,

TEKCTi 4M iHIoMYy Hocii) pu 36epeskeHHi BUCOKO] SIKOCTi KOHTelHepa Ta 3abe3eyeHHi CTilKOCTi o aTak i



crioTBopeHsb. TOOTO rosloBHA MeTa He IIPOCTO IIPUXOBATH MOBiTOMJIEHHS, a 326€3MeYUTH HEIIOMITHICTb, CTIKICTb 10
aTak, HeoOXiHY EMHICTh KOHTEIHepa Ta CKJIaiHICTb BUsBIeHHS. ToMy PyHIaMeHTalbHY 3a1a4uy cTeranorpadii
IOLiIbHO C(POPMYJIIOBATH SIK JOCSTHEHHS ONTUMAJIBHOTO 6ajlaHCy MK 3a3HaU€HMMU KPUTEPiSIMU — HEIIOMITHICTIO,
€MHICTIO Ta CTiMKIiCTIO, SIKi B HAyKOBiil JIiT€pPaTypi 4aCTO HAa3UBAIOTh «CTErO-TPUKYTHUKOMY». JJOCSITHEHHS OaJIaHCY Y
(dyHIaMeHTasbHii 3afadi creraHorpadii Mox1uBe 4Yepes BUPilleHHs TPO6JIEMU Y3TOIKEHHS TPbOX KJII0YOBUX
XapaKTEePUCTUK — HEMOMITHOCTi, EMHOCTi Ta CTillKOCTi, SIKi JOBOJIi YaCTO € OOEPHEHO MPOMOPLiIHUMU.
HenowmitHicTs y creranorpadii 3abesneuyyeTbcs 4epe3 3aCTOCYBAaHHS aJJaliTUBHUX CTPATeriil BOyLOBYBaHHS, SKi
371€61bIIOr0 OPiEHTOBAHI HA CTATUCTUYHI MOZeJIi 306pakeHb. [IpoTe anasli3 siTepaTypHUX I)KEePeJ BUSIBUB
HEIOCTaTHE BPAaxOBYBaHHS IICUXOBI3yalIbHUX BJIACTUBOCTEN JIIOJCHKOTO 30py Ta CEMAaHTUKU 151 BUNIAIKY
300pakeHb. [yl JOCSTHEHHS CTiIKOCTi BUKOPUCTOBYIOTh YacToTHI nepetsopeHHs (DCT, DWT, SVD), konyBaHHS 3
HaJMIpHICTIO, CTiMKi xem-(QyHKIii Ta MEXaHi3MU 3aXUCTY BiJ] BTPAT AaHuX. Pa3om 3 LIMM HeJ0JIiKOM GiIbIIOCTi
METO/IiB MiJIBUIIEHHS CTIHKOCTi € BUCOKA 00YMCIIIOBAJIbHA CKIIAHICTh. 3abe3nedeHHs MPUUHITHOTO PiBHS EMHOCTI
3MiICHIOETHCS Uepe3 BUOip KOHTeNHepiB 3 BUCOKUM iH(popMalliiiHUM NOTeHIialoM (300pakeHHsI 3 6araToo
TEKCTYPOIO, BiJle0, BEJIUKi 300pa>KeHHSI 3 BUCOKOIO PO3/iJIbHOIO 3aTHICTIO) 200 3aCTOCYBaHHSIM KOMOIHOBaHUX
MEeTO[IiB. 3a3HaUMMO, 10 3ra/IaHi BUIIE TapaMeTPU € B3aEMO3AJIEKHUMM i JOBOJIi YaCTO 36ibIIEHHS OLHOTO
MIPU3BOIUTD 4O 3MEHIIEHHS iHIOro. Y TaHOMY AMCEPTALiiHOMY IOCJIIKEHH] 32 CTETOKOHTEHEP BUKOPUCTAHO
M@ poBi 300pakeHHs. AHaJIi3 HAYKOBUX IPKEPEJI 3aCBilUnB 0OMEXKEeHE BUKOPUCTAaHHS METOiB OOpPOOKY 300pakeHb
sIK 3aC00y JOCSITHEHHS1 6aJIaHCy MIXK HETIOMITHICTIO, CTIMKiCTIO Ta €éMHICTIO, [0 BU3HAYae AAHUH Nifxif, sK
[IepPCIIEKTUBHUI HaIIPSIM IOJAJbIINX AOCIiIPKEeHb [J1s MifBUleHHs e(eKTUBHOCTI cTeraHorpadivyHux cucrem. ¥
IycepTaliiiHiil po60Ti O6I'PYHTOBAHO [IOLiIbHICTb 3aCTOCYBaHHS METOiB 0OpOOKM 3060pakeHb. Lle 3yMOBJIEHO TUM,
1110 BOHU JJO3BOJISIIOTh KEPYBATH BJIACTMBOCTSIMU KOHTEHHEPA 1€ 10 IIPoLiecy BOYI0BYBaHHS, CTBOPIOIOYM YMOBU
17151 6i71b11 €(PEKTUBHOTO IPUXOBYBAaHHS NaHUX. TaKOX MeTOIM 06pOOKY 300pakeHb MifBUILIYIOTh Bi3yalbHY SIKiCTb
ricsist BOYOBYBaHHSI, MAaCKyIOUY JIOKAJIbHI CIIOTBOPEHHS i 30epiraiouy CeMaHTUYHY LiiiCHICTb 00'€KTIB 300pakeHHS.
Lli >x MeTOAM al0Th MOKJIMBICTb aJAITUBHO PO3IOAINATY iHPOpMAaLlilo Y Pi3HUX 06J1aCTsIX 300pa’keHHsI 3
yPaxyBaHHSIM CKJIQJHOCTI TEKCTYP, KOHTYPHUX €JIEMEHTIB Ta YyTJIMBOCTI JIIOACHKOTO 30py. 3aBOSKA METOJAM
OIpall0BaHHS 300pa’keHb 3a0€3Me4yeThCs CTiKiCTh IPUXOBAHUX MOBIJOMJIEHDb Y€pe3 BUKOPUCTAHHS
OaraTopiBHEBUX Ta (PpaKTaJbHUX MOJeJel, 0 103BOJIsII0Th GOPMYBATU HAJJIMIIKOBE KOJYBaHHs i 30epiraTu faHi
HAaBITb MiCJI arpecuBHOI KoMnpecii un ¢pinbrpauii. Takum YMHOM, METOIYU OOPOOKM 3006pakeHb y CTEraHOrpadiuHmX
CHUCTeMax PO3IJISHAIOTHCS SIK KJIIOYOBUI 3aCi6 MinBUIleHHS e(peKTUBHOCTI 3arajioM. Ha 0CHOBI iX 3aCTOCYyBaHHS y
po60Ti po3pobieno monudikoBaHy MOZEsb cTeraHorpadiyHoi cucTeMy, sIKa LO3BOJISIE BIVIMBATY Ha BCi TPU
CKJIaJIOBi CTEro-TPUKyTHHUKA Ta JOCAraTU OiJIbII THYYKOTO i CTiMIKOro 6anaHcy MK HUMU. Y gucepTauiiHiil po6oTi
TaKOX [IPOBEEHO JOCIIIKEHHS Ta 3aCBiAYEHO IOLIIbHICTh 3aCTOCYBAHHS HEMPOMEPEKEBUX TEXHOJIOTIN 1JIs
10o6yI0BY BUCOKOE(EKTUBHUX CTEraHOrpadiuHMX METOIiB IPMXOBYBaHHS iH(popMalii. O6'€KTOM JOCIiIPKEHDb €
creraHorpagiyHa cucteMa IIpuxoByBaHHs iHPopMallii, sika uepes 3aCTOCYBaHHSI METOZiB 00pOOKU 300paskeHb
3abe3neyvye MifBUIIEHHS HEIIOMITHOCTI, CTIIKOCTI [10 aTak, HeoOXiJHOI eMHOCTI KOHTENHEepa Ta CKIIAIHOCTI
BUSIBJIEHHS, 1IIO B KOMILJIEKCi XapaKTepU3YyIOTh ii e(peKTUBHICTb. [IpeameT nocmimpkeHb BKIIOYa€ METOOM Ta
aJNropuTMu 06po6KYy 1P POBUX 306paKEHD, SIKi 3a0€311e4yI0Th IOKPAIaHHS iX Bi3yasbHOI SIKOCTI, aHali3 TEKCTYPH,
OLIiHKY SIKOCTI Bi3yaJIbHOr'O CIIpUMHSTTS Ta € OCHOBOIO MO (PIKOBAHOI MOZIEJi CTETOCUCTEMH, SIKA YMOXKJIUBIIIOE

nifgBUILEHHS €(PEKTUBHOCTI CTeraHorpapiyHOro NpruxoByBaHHs iHpOpMallii.

2. The development of digital technology has led to an avalanche-like growth in the volume of information stored
on computers and circulating on computer networks. Much of this information is confidential or commercial in
nature and needs to be protected from unauthorised access. The two most commonly used methods of ensuring
its security are cryptography and steganography. They are similar in purpose but have fundamentally different
approaches to implementation. Cryptography makes the content of a message inaccessible but does not hide the
fact of its transmission. For some applications, steganography is more acceptable, as it hides not only the content
of the message but also the fact of its transmission. The fundamental task to be solved when building
steganographic systems is to ensure the high efficiency of the stego system, namely, the invisible and reliable

concealment of the fact of information transmission in a digital container (image, audio, video, text or other



medium) while maintaining the high quality of the container and ensuring resistance to attacks and distortions. In
other words, the main goal is not simply to hide the message, but to ensure invisibility, resistance to attacks, the
necessary container capacity, and difficulty of detection. Therefore, it is appropriate to formulate the fundamental
task of steganography as achieving an optimal balance between the specified criteria — invisibility, capacity, and
resistance, which are often referred to in scientific literature as the "stego triangle." Achieving balance in the
fundamental task of steganography is possible by solving the problem of reconciling three key characteristics —
invisibility, capacity, and robustness, which are often inversely proportional. Invisibility in steganography is
achieved through the use of adaptive embedding strategies, which are mostly focused on statistical image models.
However, analysis of the literature has revealed insufficient consideration of the psychovisual properties of human
vision and semantics for images. To achieve robustness, frequency transformations (DCT, DWT, SVD), redundancy
coding, robust hash functions, and data loss protection mechanisms are used. Along with this drawback, most
methods for improving robustness are computationally complex. An acceptable level of capacity is ensured by
selecting containers with high information potential (richly textured images, videos, large high-resolution images)
or by using combined methods. It should be noted that the above parameters are interdependent and quite often
an increase in one leads to a decrease in the other. In this dissertation research, digital images were used as
steganographic containers. Analysis of scientific sources has shown the limited use of image processing methods
as a means of achieving a balance between invisibility, robustness, and capacity, which defines this approach as a
promising direction for further research to improve the efficiency of steganographic systems. The dissertation
justifies the feasibility of using image processing methods. This is because they allow you to control the properties
of the container even before the embedding process, creating conditions for more effective data hiding. Image
processing methods also improve visual quality after embedding by masking local distortions and preserving the
semantic integrity of image objects. These same methods make it possible to adaptively distribute information in
different areas of the image, taking into account the complexity of textures, contour elements, and the sensitivity
of human vision. 's image processing methods ensure the stability of hidden messages through the use of multi-
level and fractal models, which allow for redundant coding and data preservation even after aggressive
compression or filtering. Thus, image processing methods in steganographic systems are considered a key means
of improving overall efficiency. Based on their application, a modified model of a steganographic system has been
developed, which allows influencing all three components of the stego triangle and achieving a more flexible and
stable balance between them. The dissertation also conducts research and confirms the feasibility of using neural
network technologies to build highly effective steganographic methods of information concealment. The object of
research is a steganographic system for hiding information, which, through the use of image processing methods,
provides increased invisibility, resistance to attacks, the necessary container capacity, and detection complexity,
which together characterise its effectiveness. The subject of research covers methods and algorithms for
processing digital images that improve their visual quality, texture analysis, visual perception quality assessment,
and form the basis of a modified steganography model that enables more effective steganographic information
hiding.
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KBasidikanis: g.1.1., npodecop, 21.05.01

Imentudikarop ORCID ID: 0000-0002-6528-9867

JoparkoBa iHdpopmamist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: Hanionanbuuii yHiBepcuteT "JIbBiBCbKa MOJTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. CrenaHa banpepu, JIbBiB, 79013, Ykpaina

dopma BracHOCTI: /lepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa ITo-6aThKOBI:

1. MukutuH 'annna BacusniBHa

2. Halyna V. Mykytyn

KBasigikanis: n.r.1., npodecop, 05.13.06

InenTudikarop ORCID ID: 0000-0003-4275-8285

HoparkoBa indpopmamnist:

IloBHe HafIMeHyBaHHﬂ IOPUIHUYHOL 0C00H: HanjionanbHuii yHiBepcuteT "JIbBiBCbKa MOJITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJs1. Crenana bannepu, JIbBiB, 79013, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIl04Hi BiZoMOCTi



BaacHe IlpizBume Im's I10-6aTbKOBI Onipcpbkuit [Ban PomaHOBUY
TOJIOBH pajgu

Biacue IpizBume Im's I10-6aTbKOBI Omipcepkuii [BaH PoMaHOBHY
rOJIOBYIOYOrO Ha 3acCimaHHi

BiznoBigassHHU 3a MiATOTOBKY Cemeniok Cepriii AHATOJIINOBUY
00JIiIKOBHX JOKYMEHTIB

PeeCTpaTop FOpuenko TetsiHa AHaToJiiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiJIIOBiZaJIbHUM 3a peE:CTpaI.lilO HayKOBO'l' Opuenko TersiHa AHaToJIiBHA

OisIIBHOCTI




