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V. BimomocTi npo guceprauiio
Mosga guceprarii:
Koau TemaTHYHHUX PYOpPHK: 27.43.15

Tema gucepranii:
1. MeTonu OLiHIOBAaHHS Ta OOI'PYHTYBaHHS CTiMKOCTi MOTOKOBUX MUQPIB BiITHOCHO CTAaTUCTUYHUX aTaK HAa OCHOBI

anrebpaiyHO BUPOKEHUX HAOIKeHb OyyieBuxX QyHKIIN

2. Evaluation and provability methods of stream ciphers' security against statistical attacks based on algebraic
degenerate approximations of Boolean functions

Pedepar:

1. Inceprauiiina po60Ta NpUCBSYEHA BUPIIEHHIO aKTyaJIbHOTO HAayKOBOTO 3aBJIaHHSI OOIPYHTYBAHHSI TPAKTUYHO]
CTilKOCTi TOTOKOBUX N(DPiB BiTHOCHO pO3pOOJIEHNX CTATUCTUYHUX aTaK, SIKi y3arajbHIOIOTh Ta YHi(IKyIOTh paHile
BiZloMi aTaku. TeopeTUYHO OCHOBOIO LOCJIIKEHD € TeOpPisl IMOBIPHOCTEN Ta MaTeMaTUYHUI arnapar 6yj1eBux
(yHKUi. B po6OTi 3alIpONIOHOBAHO Psif, METOIB, SKi JO3BOJISIIOTH, 32 OCTATHBO 3arajbHUX YMOB, OOIDYHTOBYBAaTU
CTIiMKICTh Cy4aCHMX IIOTOKOBUX MUQPIB BiTHOCHO HAUOIIBLI TIOTYKHMUX CTATUCTUYHUX aTaK HA OCHOBI MifibpaHux
BEKTOPIB iHilliasi3alii. 3alipOrIOHOBaHI METOAM [IOLIJIBHO BUKOPUCTOBYBATH IIPU IIPOBEIEH] €KCIIEPTHUX
IOCiIKeHb aJITOPUTMIB IIOTOKOBOrO MNUQPYBAaHHS, IPU3HAYEHUX [JI51 3aXUCTY AE€P>KaBHUX iHPOpMaLiHUX

pecypciB YKpainu.



2. The dissertation is dedicated to solving of an actual scientific task of stream ciphers' security evaluation against
designed statistical attacks that summarize and unify already known attacks. Theoretical basis of the research is
Probability theory and Boolean functions' theory. The proposed methods allow to prove modern stream ciphers'
security against most powerful choosen-IV statistical attacks. The proposed methods can be expedienlty used for
expert research of stream ciphers, intended for protection of Ukrainian national informational resources.
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