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circumstances

Pedepar:

1. Incepranist npucBsY€Ha NIUTAaHHSIM CTIMKOCTI cTeraHorpagivHoro 3axucty iHgpopmariii 7o nacuBHUX aTak i
PO3po0Li Ha IOro OCHOBI IPOrpaMHUX 3acO06iB 117151 3aXUCTY HaBirauiniHoi iHopmalii 1715 KOHTPOJIIO TPAEKTOPIi
3a71b0Ty IIpM LUPOBii aepodOTO3HOMIIi Ta IJ1 3aXUCTY CIIy>K00BOi iHpopmarii B KOMIT'IOTEPHUX CUCTEMAX
OXOPOHHOI curHasnizauii. /17151 po3B'si3aHHS IOCTaBJIeHUX 3a71a4 y Po6O0Ti pO3p06IeHO MEeTO, BOYIOBYBaHHS IaHUX Y
CErMEHTH 300paKeHb Ta YAOCKOHAJIEHO METOJ, BOYJOBYBaHHS JaHUX Y (PpaKTajbHUM KOJ 300pakeHb, 110
IIO3BOJISIIOTH MiABUIIUTU PiBEHD CTIMKOCTI 10 32% Ta 3MEHUIUTH Yac BOYJOByBaHHS JaHuX Bif 20 mo 1000 pasis
BiATIOBiHO, 110 6YJI0 BCTAHOBJIEHO €KCIIEPUMEHTAJIbHUM LIJISIXOM IIpY anpobaliii MporpaMHOro 3acoby
"StegoFractal”, sikuil 6a3yeTbCst Ha 3aIIPOINIOHOBAHMX HOBUX MaTeMaTUYHUX MOJIEJIIX CTeraHorpadiuyHmx
[IepeTBOPEHDb Ta BOYJOBYBAaHHS JAaHVX Y (PpaKTaJIbHUAN KO, 300paXkeHb, [le OCTaHHS Iepedayae OLiHKY, sIKa

BU3HAYA€ETHCS 3 3aCTOCYBAHHSIM PO3PO06JIEHOTO KpUTEPIilo cTeraHorpadiyHoi CTIKOCTi 10 MAaCUBHUX aTak.



2. The thesis is devoted to the steganographical information security resistance providing under passive attack
circumstances and software means developing for navigation trajectory protection. For thesis task solving the
image segment embedding method was developed and image fractal code embedding method was refined which
allows to increase attack resistance level up to 32% and to decrease embedding time from 20 to 1000 times
accordingly. These figures were confirmed experimentally during "StegoFractal" software program approbation
based on new proposed mathematical models of steganographical transformations and image fractal code
embedding. The last was defined by implementing the developed criterion of steganographical resistance under
passive attack circumstances.
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