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Tema gucepranii:
1. MeTomu cUHTE3y Ipyll CAMETPUYHUX OIepaLliil 1J151 IOTOKOBOTO MNQPYBAHHS

2. Methods of synthesis of symmetric operations groups for stream encryption

Pedepar:

1. Incepraniiiny po60Ty IIPUCBSYEHO IiABUIEHHIO SIKOCTi CUCTEM ITI0TOKOBOTrO MUQPYBaHHS KOHPiAeHIiHO]
iHopmallii 3a paxyHOK 30i/IbII€HHS CTIIKOCTi Ta BApiaTUBHOCTI IEPETBOPEHHSI 3aBISIKU JOIAaTKOBOMY
BMKOPHMCTAHHIO I'PYIl JBOXONEPAaHIHUX ABOXPO3PSAHMUX Ollepallill CUHTE30BaHMUX HAa OCHOBI JOiaBaHHS 32
MOZYJISIMU [1Ba Ta YOTUPU. [IJis 1IbOTO PO3pOO6IEHO MeTOoZ, T0OYI0BY Ta ILOCIiIKeHHS IBOXOINIepaHIHUX Olepallii
KpUIITONIEpPETBOPEHHS Ha OCHOBI pe3yJIbTaTiB 00YMCIIIOBAJIBHOTO €KCIIEPUMEHTY, LIJIIXOoM popmartisaii,
xiacudikauii Ta MaTeMaTUYHOTO IEPETBOPEHHS. PO3p06/IEHO METOIA CUHTE3Y TPYIl CUMETPUYHUX JBOXPO3PSIHUX
IIBOXOIIEPaHIHUX OIEpaLiil TOTOKOBOTO MK(pPyBaHHS 3aBISIKN Pe3yJibTaTaM O0UYNCIIOBATILHOTO €KCIIEPUMEHTY
IIJIIXOM 3aCTOCYBaHHS pe3ysbTaTiB peasisalii po3po6eHoi TeXHOIOorii Ta TaGIUYHOTrO [IPEeICTaBIeHHS
xiacudikauii rpynu ofHOONepaHIHUX ABOXPO3PSIAHUX ollepalliil Kpunrorpa@iuHoro nNepeTBOPEHHs, a TAKOX
BCTAHOBJIEHHS] HOBUX paHillle HEBiIOMUX B3a€MO3B'SI3KiB MIXK OJTHOOIIEPAaHIHUMU Ta IBOXOII€PaHIHUMU
onepanisiMu. YAOCKOHaJIEHO METOJ, MiABUIEHHS CTIKOCTi Ta HaAIITHOCTi NOTOKOBOTO MU(PYBaHHS HA OCHOBI

IOIATKOBOI'O 3aCTOCYBaHHS CUHTE30BaHUX I'PYIl CHMETPUYHUX JIBOXOIIEPAHIHUX OoNepaliii kpuntorpadidyHoro



IepeTBOPEeHHs iHpopmalii, o 3a6e3ne4nsio MiABULIEHHS CTIMKOCTI Ta BApiaTUBHOCTI IOTOKOBOTO MN(pPYBAaHHSL.

2. The thesis is devoted to the improvement of the confidential information’s stream ciphering systems at the
expense of increasing the stability and variability of transformation basing on the additional use of two-operand
two-bit operations’ groups synthesized on the bases of modulo-2 and modulo-4 addition. For this purpose, a
method for constructing and investigating the two-operand operations of cryptographic transformation based on
the results of a calculation experiment, through formalization, classification and mathematical transformation has
been developed. The synthesizing methods of symmetric two-bit two-operand stream ciphering operations’
groups based on the results of a calculation experiment are developed using the implementation results of the
developed technology and the table representation of the group’s classification of the one-operand two-bit
operations of cryptographic transformation, as well as establishing the new previously unknown relationships
between one-operand and two-operand operations. The method of increasing the stability and reliability of stream
ciphering basing on the additional application of the synthesized groups of symmetric two-operand operations of
cryptographic information transformation has been improved, which has provided increased stability and variation
of stream ciphering.
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