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[IpYMiTUBaMU

2. Methods of symmetric information security cryptographic algorithms creation with dynamic controlled
primitives

Pedepar:

1. Y puceprauiiiHiil po60Ti PO3B'13aHO aKTyaJbHE HAYKOBE 3aBIAHHS 100 PO3POOKU METO/IB IOOYI0BU
CUMETPUYHUX KPUNTOrpadivyHUX aJITOPUTMIB 3 MapaMmeTpamu MuUQpyBaHHS, SIKi IUHAMIYHO 3MiHIOIOTbCS, Ta
MaTpUYHOTO IIPOTOKOJIY PO3IO/AiNY KJIIOUiB /1J1s i BUIeHHS e(peKTUBHOCTI 3aXUCTy iHpopmaliiliHux pecypcis. B
POOOTi 3apOIIOHOBAHO HOBUM KJIaC CUMETPUYHUX OJIOYHUX aJrOpPUTMIB KN(PyBaHHs, Ha3BaHUM cimeiicTBoMm RSB
(Round-Step-Block) anropurMis. BigminHa puca RSB anroputmis mmugpyBaHHs NOJArae B TOMY, IO B HUX
BHKOPHCTOBYETHCSI HOBUM KpUntorpaQiuHmii IpUMITHB TUIY "KOB3HOTO KOJLYBaHHS", SKUI 3a0e3reduye He Jiuiie
rJIMOOKe NepeMilllyBaHHs BiIKDUTOTO TEKCTY, ajle i 6epe y4acTb y OPMYBaHHI 0JI0YHUX PayHJOBUX KJIIOYiB [1J1s
4eprosux 0JI0KIB, 0 MUPpPyOThCs. OTXKe, BCi IepEeTBOPEHHS, SIKi BUKOHYIOTBCSI 2JITOPUTMOM, CTAIOTh 3aJI€5KHUMU
He JIMIIE Bifi CEKPeTHOTO KJII04a, aje i Bif nanux, mo mudpyoThes, i, TUM caMuM, Ha6yBalOTh BIACTUBICTD

KEePOBaHUX KpUIIToNepeTBOpeHb. OCHOBY IOOYZOBU [IPUMITHBIB "KOB3HOT'O KOJIyBaHHS" CKJIaJla€ CyKyIIHICTb



KJIACUYHUX (JIIBOCTOPOHHIX) i MPaBOCTOPOHHIX KoAiB ['pes "HaBnaku'. [lepeTBOPEHHS "HaBIaKW" O3HAYaE, 1O MpsIMe
"KOB3HE KOJyBaHHS" € HE IO iHIIE, 4K BiANOBiIHE 3BOPOTHE NEPETBOPEHHS ['pes, Toi SIK 3BOPOTHE "KOB3HE
KOJlyBaHHS" sIBJIsI€ COOOIO IIPsiIMe IlepeTBOpeHHs! 'pes. 3aBAsiKY IPUMITUBY "KOB3HOro KogyBaHHs" mudp RSB
3abe3nevye IpUeEMHE Bifi0iTI0BaHHS BXiTHOTO TEKCTY 3a iBa PayHIU KPUIITOrpadpiyHOro NepeTBOPEHHS, KOJIA B TOU
ke yac Bigomi mudpu, Hanpukian, AES, TOCT Ta iH. - 32 4oTHpH i 6isbllle payHIiB, IO HA/la€ MOKIIMBICTD
3MeHmUTU B RSB mmdpax 3arajnbHy KijbKicTb payHziB mudpyBaHHS i, TUM CaMUM, 301IbIIUTY LIBiIKiCTh
Kpunrorpa@iyHux nepeTBopeHb. YIOCKOHaIEHO MeTO, MU(PyBaHHS B KIIACMYHUX SP-Mepeskax 32 paXyHOK
BUKOPUCTaHHS IPUMITUBY CTOXaCTUYHOTO LIMKJIIYHOTO 3CYBY AAHUX, 1[0 IIPU3BEJIO 10 TOOYA0BU HOBUX TOTOYHUX
SPS mdparopis. Kpim Toro, Ha 0CHOBI y3arasbHeHUX MaTpuip ['anya i PiboHayuyi, a TAKOXK iX CIIOTy4eHUX
BapiaHTiB, pO3p006JIEHO ITPOTOKOJI (POPMYBaHHS CEKPETHUX KJIOUiB IM(PYyBaHHSI aDOHEHTaMU MEPEXI 3 BiIKpUTUMU
KaHaJIaMU 3B'13Ky, SIKW B IIOPiBHSHHI 3 BifoMumu npotokonamu Jip¢i-Xennmana, Epoma-CkypaToBa Ta iH.

3axMIIEHUN Bif] aTaku "JIIOAWHA [IOCepennHi”.

2. This dissertation work has solved actual scientific problem of development symmetrical cryptographic
algorithms with dynamic parameters and matrix based protocol of key distribution. In this work we've proposed a
new class of symmetrical block algorithm named RSB (Round, Step, Block). The distinctive feature of RSB is so
called "sliding coding" operation, which brings great permutation of open text as well as participates in round key
generation algorithm. Because of that, all cryptographic operations parameters became dependent not only on
secret key but on content of open text. "Sliding coding" operation is based on common Grey's transformations, in
so called "otherwise" form. The "othewise" form means that forward "slide coding" is backward Grey's coding and
otherwise. Through primitive of "slide coding" the RSB gives good statistical charectistics of cryto text already with
2 rounds of cryptographic transformations, in the same time known algorithms AES, GOST gives same result for 4
and more rounds. We have improved classical SP-transformation with operation of stochastic shift, which gives
ability to create new types of SPS generators. Besides of that, based on Galois and Fibonachi generic matricies,
we've developed algorithms of session keys generators. Despite of know algorithms Diffie-Hellman and Erosha-
Skuratova, proposed algorithm is protected from "man in the middle" attack.
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