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2. Vulnerability assessment methods and methods of information systems optimization in the context of

information impacts

Pedepar:

1. V po6oTi 3anponoHoBaHo gudepeHiaTbHO-irpoBUi MeTO, ONTUMI3allii mapameTpiB iHpopMaLliHUX CUCTEM, 1110,
3a paxXyHOK BpaxyBaHHs CTparerii rpaBLis BIUIMBY, KPUTEPIiIO ONTHUMI3aLii pecypciB rpaBLiB y npoLeci ontrmisanii i
€HEepPreTUYHOI CKJIAZ0BOI Y 3aJaHUM IIePiof, Yacy, TO3BOJISl€ BU3HAYATH Y PEAJIbHOMY 4Yaci ONTUMAJIbHY CTPATETII0
6esneku iHpopmMalii B iHbopmaliiiiHux cuctemax. OTpuMany nojgaabUInil pO3BUTOK CUCTEMA ITPaBUII IOI0
MOJ€JIIOBaHHS KPUTEPIiiB OITUMAIbHOCTI, SIKi, 32 paXyHOK CUHTE3y MOP(OJIOTiYHUM METOJIOM CcerlapabesbHuX
aIMTMBHYX KPUTEPIiB Ta OOMEXKEHD, JO3BOJISIIOTh PO3B'SI3yBaTH 3a4adi aHasli3y, CUHTE3y Ta ONTHUMi3alii cucrem 3a
00paHMMU KPUTEPISIMU Ta BUTIJIEHNMU OOMEXKEHHSIMY, a TAKOX OL[iHIOBATHU PiBeHb 3aXUIIEHOCTi iHpopMaLiiHux
CHCTEM 3 ypaxXyBaHHSM [103BOJIEHUX IPaHULb FapaHTOBAHOTO PiBHS 3axUCTy iHpopmalii. Kpim Toro, oTpuman
NOA/IBIINK PO3BUTOK METOJ], ONITUMI3allii cuCcTeM 3axXUCTy iHpopMmallii, 110, 3a paxyHOK BpaxyBaHHs [TapaMeTpiB
cucreMu 6e3neKku (KiJibKiCTb 3aC006iB 6€31eKu, TUII IiicuCTeMU 6e3MeKU, CyMapHUiA pecypc 6e3MeKU Ta LiHHICTb

indopmauii), 103BOJISI€ BU3HAYATH ONITUMAJIbHY IIOBEIHKY B CCTeMi "BIIIMB-0e3meKa”. TakoxX yIO0CKOHAIEHO



METOJI, 3HaXO)KEHHS ONITMMAJIbHOI KOHPIryparuii inpopmMaLiiiHOi cuCTeMY, SIKAM, 32 PAXYHOK BUKOPUCTaHHS
TEOPETUKO-TPaOBOrO MOJIE/IIOBAHHS 3BOPOTHOTO X0y OOYA0BY ONTMMAJIbHOTO BUXiIHOTO IE€PEBA, LO3BOJISIE

BM3HAYaTH ONTUMAJIbHY apXiTeKTypy iHpopmaliiiHoi cucTeMu B yMOBax iHQOpMaliliHUX BIJIUBIB.

2. In work presented the differential-game method for information systems parameter optimization, by taking into
account influence player strategies, resource optimization criteria players during optimization and energy
component in a given period of time, allows to determine in real time the optimal strategy for information security
in information systems. Was further developed system of rules for modeling criteria of the optimality, which,
through morphological synthesis method, separable additive criteria and limits, can solve the problem of analysis,
synthesis and optimization for systems by selected criteria and highlighted limits, and evaluate the level of
information systems security based on permitted boundaries guaranteed data security level. In addition, further
developed the optimization information security method, by taking into account security settings (security tools
number, security subsystem type, overall resource security and information value) allows to determine the optimal
behavior in "influence-security" system. Also improved method of finding the optimal configuration for
information system, which, through the use of graph-theoretic modeling reverse construct the optimal source tree
allows to define the optimum information systems architecture in the information influences conditions.
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