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1. Y po60Ti po3B’s13aHO aKTyabHE HAYKOBO-TIPUKJIAIHE 3aBIAHHS MiABUILEHHS €(PEKTUBHOCTI BUKOPUCTAaHHS

004K CIIOBATIBHUX PECYPCIB Y CEPENOBUILi MAaCOBOTO 6AraToiOMEHHOro Be6XoCTUHTY. O6’'€KTOM JIOCTII>KEHHS €
MIPOLIECH IIJIAaHYBaHHS, JUHAMIYHOTO PO3INOIiNy Ta afallTUBHOIO KEPYBAHHS PECYPCAMU Y XMaPHUX CUCTEMax
MacoBOro 06CIyroByBaHHS BeOCepBiciB. MeTa po60TH 1oJIsirae y CTBOPEHHI iHpopmalliiiHoi TexHosorii, aKa nae
BU3HAYATH MiHIMaJIbHO JOCTATHIO EMHICTb KJIACTEPA, ANANTYBATH ii 10 3MiH HAaBAaHTAXXEHHS Ta MiATPUMYBATH
BrMoru SLA. YBary npuzizieHo IpuKJIagHOMY 3aXUCTy 6e3 30i1bLIIeHHS 3aTPUMKU O6POO6IEHHS JIETiTUMHUX 3aIUTIB.
MeTono10ri4Hy OCHOBY JOCJIiIKEHHS CTAHOBJISITh TEOPisS MacOBOro 06CIyroByBaHHs, BTpaTHi mogesi Epsanra,
TEOPisl MIMOBIPHOCTEN, CTATUCTUYHUI aHAJII3, MATEMAaTUYHE Ta iMiTallilHEe MOLEJIIOBAHHS. [lJ1s1 CTIMKOrO
064YnCIIeHHS IMOBIPHOCTI 6JI0KyBaHHSI 3aCTOCOBAHO YUCEJIbHY PEKYPEHTHY NPOLEeAYPY. APXITEKTYPHI pillleHHS

OOIPYHTOBAaHO METO/IaMM CUCTEMHOTO aHaJli3y Ta NporpaMHoi iHxeHepii. EkcriepuMeHTanbHy r1epeBipky



IIPOBENIEHO Ha IPOrpaMHOMY cTeHzi. [IpoToTun peanizoBaHo MOBOIO Rust i3 Bukopucranusam Redis, RabbitMQ,
ClickHouse, k6 i Python. Po3po6yeHo MmaTeMaTuyHy MOZeJsb alaliTUBHOrO KEPyBaHHS EMHICTIO XMapHOTO KJIacTepa.
[HppacTpyKTypy B Hiil [10AAHO SK CIiJILHUI ITyJl PECYPCIB, & OIIEPAaTUBHY [IaM’sITh BUBHAUEHO SIK KPUTUYHO
06MesXyBa/IbHUI pecypc. Mojiesb OB’si3y€e iHTEeHCHMBHICTh BXiZJHOTO MOTOKY, CEpeJIHii 4ac 06CIyroByBaHHS,
IOIyCTUMY KOHKYPEHTHICTb i IMOBipHICTb 6J10KyBaHHS. Bumoru SLA ¢popmanizoBaHO Yepe3 1iiIbOBYy NMOBIPHICTb
BiZIMOBU B 00CIyroByBaHHi 3a ¢popmysiolo Epsnanra B. Lle nae 3Mmory nepeiTy Bii €eBpUCTUYHOTO pe3epByBaHHS
IIOTY>KHOCTI 10 PO3PaxyHKy MiHIMaJjIbHO OCTAaTHbOI KOHPiryparii kiactepa. YI0CKOHalI€HO METOJ, BUSHAYEHHS
NOTPi6HOI KiNIbKOCTI 064MCIII0BAIbHUX BY3J1iB i KEPYBaHHS MacIITA0yBaHHSIM. BiH oeiHye peKypeHTHe OOUNCIIEHHS
HMOBIpHOCTI 6JI0KyBaHHSI, iTepaTUBHUI NO6Ip €EMHOCTI, IPOTHO3yBaHHS HaBaHTaKE€HHS, IIOPOTrOBUii i YacoBUM
ricrepesuc. Takul miaxin Binpi3Hsae KOPOTKI CIJIECKU BiJl CTiIMKOi 3MiHM HaBaHTaXXeHHs. lle 3MeHIIye KiJIbKiCThb
3aliBUX ollepaliil MacIITabyBaHHS Ta PU3MK aBTOKOJIMBAaHb. PO3p06IEHO MaTEMAaTUYHY MOJIEJIb QCHHXPOHHOTO
KOHTYpPY IIPUKJIATHOTO 3aXUCTy. BoHa onmcye BigknageHuin aHanis konivt HTTP /HTTPS-3anuTiB 1103a KpUTUYHUM
IIJISIXOM iX 06CyroByBaHHs. KOHTYp nof1aHo SIK 6araTokaHajabHYy CUCTEMY 3 0OMEXXEHOI0 YEProlo, 3aTPUMKOIO
Bepudikalii Ta yMOBOIO CBO€YAaCHOI0 3aCTOCYBaHHsI pilleHHs. [Tinxin nae 3MOTy aCHHXPOHHO iHTEerpyBaTH
pecypcoeMHuUl aHasli3 i He IEPeHOCUTH IOTo BUTPATU Ha KOXKHUIA JIETITUMHMI 3anuT. HabyB ofanboro po3BUTKY
METOJI, OLIiHIOBaHHS pecypCHOi e(eKTUBHOCTI KOHcoJizanii. BiH I'pyHTyeThCs Ha iHTerpasbHOMY IIOPiBHSIHHI BUTpaT
pecypcy B 4aci AJ1s1 CTATUYHOI apXITEKTYPHU CIIiJIBHOTO XOCTHHIY Ta aalITUBHOIO XMapHOro Kyuacrepa. Ha ocHOBI
PO3p06JIEHUX MOJeJIel OOIPYHTOBAHO apXiTEKTYpy 06€3 30epesKeHHs CTaHy Ha OOUMCIIOBA/ILHUX By3Jax. JJaHi
BUHECEHO J10 OKPEMOTO mapy, a QyHKUii TepminyBanHs TLS, mapmipyTu3atiii, 30upaHHs TeJeMeTpii, 3aCTOCYBaHHS
IIpaBuUJI LOCTYIy Ta GOPMYBaHHS CUTHAJIiB MacIITabyBaHHS 30CEPEIKeHO B LIeHTPasli30BaHill KepoBaHill TouLli
BXony. [l71s1 mepeBipKy pe3yJbTaTiB IPOBENEHO HATypHI eKClIepUMEHTHU. bajlaHCyBajIbHUK CTabijIbHO OOCJIyTOBYBaB
10 000 gomeniB 3a HaBaHTa)KeHHs 4400 3anuTiB 3a CEKYHIY [TPOTATOM roguHu. [loBHe rapsaye oHosneHHa 10 000
TLS-cepTtudikaTiB BUKOHYBaJIOCS KOXKHi ITTh XBUJIMH 06€3 BTPaTH 3alUTIB i IOMWIOK. Y TH)KHEBOMY €KCIIePUMEHTI
17151 9738 caliTiB afanTMBHUI KylacTep 3a6e3neYuB TaKUil caMuil 11ilbOBUI piBEHb OOCIIYTOBYBAaHHS, K CTaTUYHA
CX€Ma, ajle 3MEHIIMB iHTerpajibHi BUTPATH ONE€PAaTUBHOI am’qTi Ha 33,6 %. Y IocCiiKeHOMy cLieHapii aTaku TUILY
HTTP flood acunxpoHHuUI1 KOHTYp 3aXUCTy CKOPOTUB 4Yac cTabinisauii kiacrepay 5,5-6,3 pasa, a BTpatu
JIeTiTUMHUX 3anuTiB y 4,7-5,0 paza. HaykoBa HOBM3HA 10JIIra€e y po3pobJieHHi Mofiesielt aflaTUBHOTO KEPYBaHHS
€MHICTIO Ta aCMHXPOHHOTO [IPYKJIAJIHOTO 3aXUCTY, YIOCKOHAJIEHHI MeTony KOHPirypariii i MacmtabyBaHHs, a TaKOX
PO3BUTKY OLiHIOBAaHHS €(EeKTUBHOCTI KOHcoigauii. [IpakTuiHe 3Ha4€HHsI POOOTHU MOJISITA€ Y MOXJINBOCTI
3aCTOCYBaHHSI PO3pOOJIEHUX MOJIeJIel, aJITOPUTMIB i MpOrpaMHUX KOMIIOHEHTIB [17151 IIJIaHyBaHHS €EMHOCTI,
aBTOMAaTUYHOro MaclTabyBaHHsI, OLiHIOBaHHS e(eKTy KOHCOoJiaauii Ta inTerpallii NpukIagHOro 3axuCTy 6e3
VIOBIJIbHEHHSI OCHOBHOI'O TPaKTy. Pedysibraru BripoBamkeHo B TOB «AkcoHCo@T» nif 4ac ayauTy e(eKTUBHOCTI
BUKOPUCTaHHS CEPBEPHOTO MapKy. IX TaKOX BUKOPUCTaHO B OCBITHLOMY Tpolieci HalioHambHOro yHiBEpcUTeTY
«KuiBcpkuil aBialifiHuil iHCTUTYT». ['ay3b BUKOPUCTaHHS: XMapHi OOYMCIEHHS, MACOBUM BEOXOCTHHT,
6araToOMeHHi Be6I1aTdopMu, 6a1aHCYBaHHS HaBaHTaKE€HHSI, aBBTOMAaTUYHE MacCIITa0yBaHHs Ta NPUKJIAIHUN

3aXUCT BEOCEPBICIB.

2. The dissertation addresses the applied scientific problem of improving computing resource efficiency in large-
scale multi-domain web hosting. The research object is the planning, dynamic allocation, and adaptive
management of resources in cloud systems for web services. The aim is to develop an information technology that
determines the minimum sufficient cluster capacity, adapts it to workload changes, and maintains SLA
requirements. Attention is paid to application-layer protection without increasing the processing delay of
legitimate requests. The research methodology combines queueing theory, Erlang loss models, probability theory,
statistical analysis, mathematical modeling, and simulation. A numerical recursive procedure is used for stable
calculation of blocking probability. System analysis and software engineering methods are used to justify the
architecture. Verification was conducted on a software testbed. The prototype was implemented in Rust with
Redis, RabbitMQ, ClickHouse, k6, and Python. A mathematical model of adaptive cloud-cluster capacity
management was developed. The infrastructure is represented as a shared resource pool, while RAM is treated as
the critical limiting resource. The model relates input traffic intensity, mean service time, allowed concurrency,



and blocking probability. SLA requirements are formalized through a target service-blocking probability calculated
with the Erlang B formula. This makes it possible to replace heuristic resource reservation with analytical
calculation of the minimum sufficient cluster configuration. The method for determining the required number of
computing nodes and controlling scaling was improved. It combines recursive blocking-probability calculation,
iterative capacity selection, workload prediction, and threshold and time hysteresis. This approach distinguishes
short random spikes from stable workload changes. It reduces unnecessary scaling operations and the risk of
control-loop oscillations. A mathematical model of an asynchronous application-layer protection loop was
developed. It describes delayed analysis of copies of HTTP /HTTPS requests outside the critical request-
processing path. The loop is represented as a multi-server system with a finite queue, verification delay, and a
condition for timely application of the decision. The approach enables asynchronous integration of resource-
intensive analysis without adding its cost to every legitimate request. The method for evaluating consolidation
resource efficiency was further developed. It is based on an integral comparison of resource consumption over
time for a static shared-hosting architecture and an adaptive cloud cluster. Based on the developed models, a
stateless computing-node architecture was justified. Data storage is separated into a dedicated layer. TLS
termination, request routing, telemetry collection, access-rule enforcement, and scaling control signals are
concentrated at a centralized managed entry point. Full-scale experiments were conducted to verify the results.
The load balancer stably served 10,000 domains at 4,400 requests per second for one hour. A complete hot update
0f 10,000 TLS certificates was performed every five minutes without request loss or errors. In a one-week
experiment for 9,738 websites, the adaptive cluster provided almost the same service level as the static
architecture while reducing integral RAM consumption by 33.6%. In the studied HTTP flood scenario, the
asynchronous protection loop reduced cluster stabilization time by a factor of 5.5-6.3 and legitimate request loss
by a factor of 4.7-5.0. The scientific novelty includes the developed models of adaptive capacity management and
asynchronous application-layer protection, the improved cluster configuration and scaling method, and the
further development of consolidation-efficiency evaluation. The practical value lies in applying the developed
models, algorithms, and software components to capacity planning, automatic scaling, consolidation assessment,
and application-layer protection without slowing down the main request path. The results were implemented at
AxonSoft LLC during an audit of server infrastructure efficiency. They were also used in the educational process at
the National University “Kyiv Aviation Institute.” Fields of application: cloud computing, large-scale web hosting,
multi-domain web platforms, load balancing, automatic scaling, and application-layer protection of web services.
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Micue3Haxoa KeHHSI: npocr. I'yzapa Jlio6omupa, Kuis, 03058, Vkpaina
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VIII. 3aKkJII04Hi BiZOMOCTi
BaacHe IlpizBume Im's I10o-6aTbKOBI mariox Cepri#i OsiekcaHAPOBHY

TOJIOBH pagu

Biacue Ipizsume Im's I10-6aTbKOBI 'nariox Cepriét OJiekcaHnPOBUY

rOJIOBYIOYOTO Ha 3aciJaHHi



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 peECTpallil0 HAyKOBOIi

OisIIBHOCTI

HoexeHko OsieHa AHJpiiBHA

IOpuenko TeTsHa AHaTOJIiBHA

FOpuenko TetsHa AHaToJiiBHA



