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1. MeTonu Ta iHpopMalifiHa TEXHOJIOTiS aHai3y Ta 3MEHIIEHHS! KDUTUYHOCTI BiIMOB iH(OPMaLillHO-yIIPaBJISII0YUX

CHUCTEM BUCOKOI TOTOBHOCTI

2. Methods and information technology of the high-availability informational-controlling systems analysis and
failures criticality reduction

Pedepar:

1. O6'ekTOM IOCTIIXEHHS € ITPOLIECU CTBOPEHHSI, PEIHKMHIPUHTY 11 eKcIlTyaTalii iHpopMaliiiHO-yIIpaBIsIounx
cucreM (IYC) Bucokoi roToBHOCTI. MeTO0 IOCIiZPKeHHS € MifiBUllleHHs HaJiliHOCTi Ta QyHKIiOHa/NIbHOI 6e3reKu
posnoginenux IYC BUCOKOi TOTOBHOCTI Ha OCHOBi PO3pO6KY TabIN4YHO-IMOBIpHICHMX MeTO/iB i iHpopmaliiiHoi
TEXHOJIOTII aHasli3y 1 3MEHIIEHHSI KPUTUYHOCTI BigMOB. OCHOBHUMU METOAMU IOCIIIKEHHS €: METOAM Teopii
rpadiB, MHOXKVH i OyJIeBUX CTPYKTYP; METOAM CUCTEMHOIO aHaJi3y i Teopii onTrumisanii; metonu Teopii
IMOBIpHOCTE! i MApKOBCBKUX IPOLIECIB 3 6e3l1epepBHYM 4acOM i IUCKPETHUMU cTaHaMu. HaykoBe 3HaueHHs
Pe3yJIbTaTiB BU3HAYAETHCS TUM, 1[0 BOHY PO3BUBAIOTh TAOJIMYHO-IMOBIPHICHI METOIM ITPOEKTYBAHHSI, OLIIHKU 1
3abe3nevyeHHs HaniiHOCTI Ta GyHKIioOHANbHOI 6e3neku cknanHux [YC Bucokoi roToBHOCTI. [IpakTryHe 3Ha4YEeHHS

II0JISITa€ B pO3POO1LIi 1 yIOCKOHAJIEHHI KOHKPETHUX iH)KeHEPHUX METOIMK aHai3y, OL[iHKY i 3a0e3l1e4yeHHs



HaZiHOCTI (TOTOBHOCTI) i PpyHKLioOHANBbHOI 6e3neku [YC, po3po0bLi iHCTpyMeHTalIbHUX 3aCO0iB aHai3y KpUTUYHOCTI
BigmoB i peimkunipuHry IYC. 1Ii pesysbTaTul CK1afaoTh IPUKJIAAHY iHPOPMaLiliHY TEXHOJIOTIO, 110 J03BOJIsIE
aBTOMAaTU3YBaTH IPOLIECU IPUMHSTTS pillleHb IPYU OOIPYHTYBaHHI BUMOT [10 HaiMHOCTI 1 6e3neKku, Bubopi
BapiaHTiB I0OYIOBY I NpOLEenyp TEXHIYHOTO OOCIYTOBYBaHHS, & TAKOX MiABUIIMUTY HALiMHICTD i PyHKIIOHAJIBHY
6esmnexy IYC, mo nocsaraeThCs 3a paxXyHOK 3MEHIIEeHHS] IMOBIPHOCTEN 3HAXOPKEHHS CUCTEMH B CTaHAX BUSIBJIEHUX i
IIPUXOBAHUX BiAMOB B 1,4-1,7 pa3u 1 3BHU)KEHHS PU3UKIB KDUTUYHUX BiIMOB [10 IPUMHATHOTO PiBHS NPU MiHiMizaliii
BUTpaT. Briepiie po3pobieHo meTos, 3abe3nedeHHs HafillHOCTi i1 PyHKUioHanbHOI 6e3nexku [YC 3 BUKOpHUCTaHHIM
6araTomipHUX MaTpULlb KPUTUYHOCTI, SIKiil, HA BiMiHY Bif] BiloMUX, 6a3yeThbCs Ha MIPOLeAypax AUCKPETHOI
onTuMizaLlii Bu60py 3ac006iB BiIlMOBOCTIIIKOCTI Ta BifHOBJIeHHS Ha QiKCOBaHIll MHOXKUHI BapiaHTIiB y IpoCTOpi
rapameTpiB "iIMOBIPHICTb, TSKKICTb i 4aC BiTHOBJIEHHS", 11O 33[AI0ThCS Y IUCKPETHIN 1IKaJIi, i J03BOJIsIE
MiHIMi3yBaTH iMOBIPHOCTI KPUTUYHUX BiIMOB. Y JOCKOHAJIEHO METOJ, OLIIHKM KPUTUYHOCTI BifMOB iepapxiyHux IYC 3
BUKOpucTaHHIM FMEA-TabnLp, 10 LO3BOJISIE HiIBULIIUTY IOBHOTY aHAJi3y 1 OLiHKY MTOKa3HUKIB HAAIMHOCTI Ta
6e3reKu Ha pi3HUX eTarnax JKUTTEBOTO LUKy cucTeM. licTany NoJasbilioro po3BUTKY MapKOBCHKI MOieTi
HaJIMHOCTI KOMII'IOTEpHUX MepexX 1YC, Ki T03BOJISAIOTh PO3MUPUTH Ta AOCTIIUTU MHOXUHY CTpaTerin
006CJIyrOByBaHHS 1 MiJBUIIATY FTOTOBHICTh CUCTEM. BripoBakeHHs - raynysese. [lofanbile BUKOPHUCTaHHS
OTPUMAaHUX B IUCEPTalii pe3ysbTaTiB AOLIIBbHO Jajli B OpraHisalisx, o 3aliMalThCs PO3POOKOI0, EKCIIEPTU30I0 Ta

Bepudikartieto posnoaineHux [YC aepokoCMIiYHUX Ta €eHEPreTUYHUX KOMIITIEKCIB.

2. The object of research is processes of development, reengineering and maintenance of high availability
distributed informational-controlling systems (ICS). The research objective is reliability and safety increasing of
the high-availability distributed ICS by developing of table-probabilistic methods and informational technology of
failure criticality analysis and reduction. Basic research methods are: methods of graph and set theories, and
Boolean algebra; methods of system analysis and theory of optimization; methods of probability theory and theory
of Markovian processes with continuous time and discrete states. Scientific significance of results is defined by the
fact that they has enhanced table-probabilistic methods of development, reliability and safety assessment and
ensuring of the high-availability distributed ICS. Practical significance consists in developing and enhancing of
engineering techniques of ICS reliability (availability) and safety assessment and ensuring and tools developing
forICS reengineering and its failure criticality analysis. These results form an applied information technology,
allowing to automate decision-making processes at reliability and safety requirements justification and
maintenance parameters analysis and choice for high-availability distributed ICS. It also allows increasing of ICS
reliability and safety by reduction of probability of announced and hidden failures in 1.4 - 1.7 times as well as critical
failure rate reduction down to acceptable level. For the first time the method of the ICS reliability and safety
ensuring by using multidimensional criticality matrix which, unlike existing ones, is based on procedures of
discrete optimization choice of fault tolerance and recovery means from the limited set of possible variants in a
"probability, severity and recovery time" parameter space with the discrete space has been developed. It allows to
minimize probability of critical failures occurrence. The method of critical failure analysis for the hierarchical ICS
using FMEA-tables to enhance the confidence of reliability and safety measures at different system life-cycle
stages has been improved. Markov models of ICS's computer systems reliability allowing to extend and to analyze
set of maintenance policy as well as to increase system availability have received the further development.
Application - branch. Further use of the results received in the dissertation is recommended in the organizations
that develop distributed ICS of aerospace and energy complexes as well as perform their expertise and verification.
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