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1. Mopzeni Ta 3ac0o6Y OLiHIOBAaHHS PiBHS 3aXUIIEHOCT] CUCTEM 3aXUCTy iHpopmaliii Ha OCHOBiI KOTHITUBHOTO

MOJENIOBaHHSA

2. Models and means of assessing the level of security of information security systems based on cognitive modeling

Pedepar:

1. Incepranifina po60Ta IPUCBIY€HA MUTAHHIM PO3POOKU (YHKIIIOHATIBHAX KOTHITUBHUX MOJIEJIEN NSl
OLIiHIOBaHHS PiBHS 3aXUIIEHOCTI CUCTEM 3axXUCTy iHpopMmallii, o HUPKYJIIoe B iHPOpMaLIITHNX CUCTEMAX, IJIS
MigBUIIEHHS IXHBOI 3aXUIEHOCTi Ta PpO3POOKY MTPOrpaMHUX 3aCO0iB Jis peasisallii OliHIOBaHHS 3a
3aMpPOMIOHOBAaHUMU MOJIE/ISIMU. 3alIpONIOHOBAHO MOIE/b OLiHIOBAaHHS PiBHS 3aXUIIEHOCTI 06'€KTa KPUTUYHOI
iH(PpaCTPYKTYpH Ha OCHOBI KOTHITUBHOTO MifX0oAy. BOOCKOHAaNE€HO MOeIb 1J1s OLiHIOBAaHHS PiBHS 3aXUILEHOCTI
KOMITIOTEPHOI MepeXi Ha OCHOBI KOTHITUBHOTO MiJIXOAY 3 BUKOPHUCTAHHSIM HEUiTKUX KOTHITUBHUX KapT. OTpuMasB
N0JIaJIbIIOTO PO3BUTKY MiJIXif| 10 BU3HAYEHHS JOIMYCTMMUX BUTPAT Ha 3a6€3M1eYEHHs 3aXMUIIEHOCTi 06'eKTa
KPUTAYHOI iHPPACTPYKTYPH ¥ CUCTEMH 3axXUCTY iHPOPMaLii Ta LOMYyCTUMOi iIHTEHCUBHOCTI 3HUKEHHS PiBHS iXHBO]

3aXMILIEHOCTI HA OCHOBI PaH)XyBaHH$ 3arpo3 i3 BUKOPUCTAaHHAM TEOPii HEUITKUX BiHOLIEHbD.



2. The dissertation is devoted to the development of functional cognitive models for assessing the level of security
of information security systems circulating in information systems, to increase their security and the development
of software for the implementation of assessment of the proposed models. A model for assessing the level of
protection of a critical infrastructure object based on a cognitive approach is proposed. An improved model for
assessing the level of security of a computer network based on a cognitive approach using fuzzy cognitive maps.
The approach to determining the allowable costs of ensuring the security of the critical infrastructure and
information security system and the allowable intensity of reducing the level of their protection based on the
ranking of threats using the theory of fuzzy relationships has been further developed.
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