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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHYHHUX PYOpPHK: 50.37.23, 50.39

Tema guceprauii:
1. MeTopmosoriuHi OCHOBYM KOHTPOJIIO Ta 3abe3nedeHHs iylicHoCTi iHPpopmaniii B iHpOKOMYHIKaLiHUX CUCTEMAX.

2. Methodological foundations for monitoring and ensuring the integrity of information in information
communication systems.

Pedepar:

1. O6’eKT mocCmimKeHHs — MPoLecy KOHTPOJIIO Ta 3abe3nevyeHHs LisicHoCTi iHdopmauii mif yac 06pobeHHs,
nepenaBaHHs 1 30epeskeHHs iHdopmMalii B iHpokomyHikaniiiHux cucremax (IKC). Meta fgocigpkeHHs — MigBUILEHHS
pecypcoedeKTUBHOCTI Cy4aCHUX TEXHOJIOTI KOHTPOJIO Ta 3abe3neueHHs HisicHocTi indopmauii (1I]) B IKC masixom
PO3pO06JIEHHS 11 BIIPOBAIPKEHHSI METOZIB, 3aC00iB Ta iHPopmManiliHoi TexHosorii (IT) HackpisHOro Ta 6e3nepepBHOro
KOHTPOJIIO 1 BiJHOBJIEHHS. METOOM JOCIIIPKEHHS —, MATEMAaTUYHOTO MOJIEJIIOBAHHS1, CHCTEMHOTO aHaJIi3y,
creraHorpadii Ta creroaHanisy, Teopii iHpopmariiiHoi 6e3nexky, epeKTUBHOCTI, CKIaAHUX CUCTEM, MHOXKVH, YHACEJ
Ta 1107151, IMOBIPHOCTI Ta 6yJieBy anredpy, onTyUMisallii i po3napasnesioBaHHsl, [JIaHYBaHHS €KCIIEpUMEHTY,
metopororis IDEF. PeaynbTatu — po3B'sI3aHO aKTyalbHy HayKOBY IPO6JIEMY PO3POOJIEHHSI KOMIJIEKCHOTO MiIX04y

Io 3ab6esnevyeHHs LinicHocTi indopmauii B IKC, 1151 ycyHEeHHSs 06'€KTUBHOIO IIPOTUPIvYs MK iCHYBaHHSIM



r7106a/IbHUX MEPEXXEBUX Ta XMAPHUX TEXHOJIOTIH, 10 HAJAI0Th MOKJIMBICTb PO3INOAiTI€HOr0 06pO6IeHHS Ta
36epiranHs iHpopmaliii, 3 0fHOTo 60Ky, Ta HELOCKOHAJICTIO iCHYI0YMX METO/IB i 3ac006iB ii rapaHTOBaHOTO 3aXUCTY
BiJ] HECAHKIIIOHOBaHUX 260 BUIMAIKOBUX CIIOTBOPEHb, 3 iHIIOr0. HoBM3HA — Briepiie po3pobiieHo: eleMeHTU Teopii
IICEBIONPOCTUX YACEN; MATEMAaTUYHY MOZEJb iHPOpMaLiliHOi 6€3MeKH; METOIY IEPEBIPKY YHACET HA TPOCTOTY;
meToy, ¢pakTopusalii 3 posnapasesioBaHHIM; MeToJ, 3abesnedeHHs LislicHocTi inpopmaunii, akuil Ha BigMiHy Bin
BijoMuX 6a3yeThbCsl Ha Mpolenypax creraHorpadii; yIocKoHaneHo: MeTo, 3abe3redeHHs LinicHoCTi iHpopmaliii,
KU 6a3yeThCsl Ha NIPOLieIypax 3aBafoOCTiNKOro KOAYBAaHHS; AiCTa/IO IOJAJbIIOr0 PO3BUTKY: METOLOJIOTIYHI OCHOBU
KOHTPOJIIO Ta 3abe3redeHHs LijlicHoCTi iHopmarii; MmeTon KOHTPOJIIO Ta 3abe3nedeHHs L1, skuii Ha BigMiHY Bif,
BijOMUX 6a3y€ThCS HA KOMIIJIEKCHOMY BUKOPHCTAHHI METOIiB 3aBafJOCTIMIKOTO KOJIyBaHHSI, METOJiB BUSHAYEHHS
IIPOCTUX uKcesl i creraHorpadiuHux MmetogiB. CTyIiHb BIIPOBAIPKEHHS — BIIPOBAIKEHO Ha [lep>kaBHOMY HayKOBO
BMPOOHMYOMY HifnpreMcTBi «O6’enHanHs KomyHap», Ha [lepkaBHOMY nianpueMcTsi «IliBgeHHN nepKaBHUN
[IPOEKTHO-KOHCTPYKTOPCHKUM Ta HAYKOBO-TOCIIIZHNN IHCTUTYT aBiallilHOI TPOMUCIIOBOCTI», y CXiZHOMY
anessLiHOMY TOCIIOJAPChbKOMY CyZi, y HallioHaIbHOMY TEXHIYHOMY YHIBEPCUTETI «XapKiBCbKUAN MOJIITEXHIYHUN
iHcTuTyT», y HanjionasibHOMYy aepoKoCMiYHOMY yHiBepcuTeTi iM. M. €. JKykoBcbKoro «XAl». I'anyss — cucremu

3a6esneuyeHHs LI npu BukopuctanHi IT.

2. The object of research - the processes of control and ensuring the integrity of information during the
processing, transmission and storage of information in info communication systems (ICS). The purpose of the
research is to increase the resource efficiency of modern control technologies and ensure the integrity of
information (II) in ICS by developing and implementing methods, tools and information technology (IT) through
and continuous monitoring and recovery. Research methods - mathematical modeling, systems of analysis,
steganography and stegoanalysis, information security theory, efficiency, complex systems, sets, numbers and
fields, probability and Boolean algebra, optimization and parallelization, experimental planning, IDEF methodology.
Results - solved the current scientific problem of developing an integrated approach to information integrity in
ICS, to eliminate the objective contradiction between the existence of global network and cloud technologies, that
enable distributed processing and storage of information, on the one hand, and the imperfection of existing
methods and means of its guaranteed protection against unauthorized or accidental distortions, on the other.
Novelty - for the first time developed: elements of the theory of pseudo-prime numbers; mathematical model of
information security; methods for checking numbers for simplicity; the method of factorization with
parallelization; the method of ensuring the integrity of information, which in contrast to the known is based on the
procedures of steganography; improved: a method of ensuring the integrity of information; received further
development: methodological bases of control and ensuring the integrity of information; method of control and
provision of II, which, unlike the known ones, is based on the integrated use of noise-tolerant coding methods,
methods for determining prime numbers and steganographic methods. Degree of implementation - implemented
at the State Research and Production Enterprise "Communard Association", at the State Enterprise "Southern State
Design and Research Institute of Aviation Industry", at the Eastern Commercial Court of Appeal, at the National
Technical University "Kharkiv Polytechnic Institute”, at the National Aerospace University. M.E. Zhukovsky "KHAI".
Industry - II support systems when using IT.
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