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V. BizomocTi npo gucepraniio
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Tema gucepranii:
1. Mopziesi Ta METOIY IIOPIBHSIIIBHOTO aHAJIi3y BJIACTMBOCTEN €JIEKTPOHHUX IiJIMCIB, BU3HAYEHHS Ta OOIPYHTYBAHHS

YMOB IX 3aCTOCYBaHHA

2. Models and methods of the electronic signatures properties comparative analysis, identification and
substantiation of their use conditions

Pedepar:

1. Incepranifina po60Ta IpUCBSIY€HA BUPIIEHHIO B)XJIMBOI HAYKOBOI 3a7jadi, SKa [0JIsIrae y po3pooLi moaeen,
METO[IiB Ta 3ac06iB OLiHKK KpUnTorpadivyHoi CTIHKOCTI e71eKTPOHHUX MiANKCIB 3 [OAATKOM Ta IPOTHU/III OO aTak
Ha OCHOBI CTBOPEHHS KOJIi3i/ Ta 3B'A3yBaHHS KJIIOUiB, YIOCKOHAJIIEHHS METOAMKY iX OL[iHIOBaHHS Ta [IOPiBHAJILHOTO
aHaizy. O6'eKTOM [OCIIPKEHHS € IpoLecy KpUunTorpagidyHux NepeTBOPEHb TUIY ey1eKTPoHHUH nignuc (EIT) 3
IIOOATKOM, 110 BUKOPUCTOBYIOTHCS B €JIEKTPOHHUX NOBIPUMX MOCYrax, Ta sIKi 6a3yl0TbCs Ha Onepalisix B rpymi
TOYOK eJiinTruyHoi kpuBoi (EK) Ta B rpyni Touok EK 3i ciaproBaHHsSIM To4oK EK. ¥V po6oTi Briepuie 3ariporioHOBaHO
MareMaTH4Hi MoZeJi peasnizalii aTaku "oBHE pO3KpUTTs" Ha MexaHi3mu EII, 1o 6a3yloTbcsl HA MaTEMaTUYHOMY
amnaparti cnaproBaHHs TOYOK EK, 4Ki MaloTh IoJIiHOMiasIbHy CKIAHICTh, 4 TAKOK BUKJIALEHO MTPOMO3UL] i3
MO>KJIMBUX BapiaHTIB iX 3aXUCTy. [licTanu nogaabunii pO3BUTOK: METOIM OLiHIOBAHHS 3aXUIIEHOCTI MexaHi3miB EI1

Ha OCHOBI ieHTUGIKAINHYX TaHUX Ta AHOHIMHUX MiJMNCIB BifI MOTEHI[iIHHMX aTaK; METOAM OIiHIOBAaHHS Ta



NIOPiBHSIHHS KPUIITOrpa@piyHMX IPUMITUBIB HAa OCHOBI METOMlYy aHAJIi3y iepapXill Ta Bapialiii METOly BU3HAYEHHS
BaroBux KoedillieHTiB, 10 JO3BOJISIE OTPUMATH BiJIbII JOCTOBIPHI aHi OLiHIOBaHHS. YOCKOHAJIEHO METO]
anonimHoro EIT Ha EK 3a paxyHOK Toro, mo fii mignucysada Ta IepeBipHUKa Taki cami, K OIIMCAHO Y BifIIOBIZHUX
CTaHJapTax Jijisl 3BUYAMHOrO MifilICy Ta epeBipKy B rpymi To4ok EK, 1m0 03B0JIsIE BUKOHYBATH BIIPOBAIKEHHS
(yHKIiOHaly aHOHIMHOTO MiANNCY B icHy0oui iH(popMaliiiHO-TeJIeKOMYyHIKaliliHi CUCTeMU TaKuM, 110 He IIoTpedye
IOJaTKOBUX 3yCUJIb, & TAKOK MOYKHA HAIMPSIMY IMIOCUJIATUCS Ha iCHYIOUi CTAaHJAPTH i He BCTYNaTU 3 HUMU B
MIPOTUPIYYS.

2. The thesis is devoted to the solution of important scientific problem, which is the development of models,
methods and estimation means of the electronic signatures with appendix cryptographic stability and
counteracting to attacks basic on collisions creating and key binding, the technique of their estimation and
comparative analysis improving. The research object is processes of cryptographic transformations such as
electronic signature (ES) with the appendix, that are used in electronic trust services, and that are based on the
group of elliptic curve (EC) points operations and on the group of elliptic curve (EC) points with pairing EC points.
In the thesis first the mathematical models of attack "full disclosure" realization on ES mechanisms are proposed,
which are based on mathematical apparatus pairing EC points, that have polynomial complexity, and set out the
proposals for possible options for their protection. Get further development: methods for estimating the security
of ES mechanisms based on the identification data and anonymous signatures from potential attacks; evaluation
and comparison methods of cryptographic primitives based on hierarchy analysis method and variations of the
determining weight indices method, that allows to receive more accurate estimation data. The anonymous ES
method on EC was improved due to the fact, that the subscriber and validator actions are the same as described in
the relevant standards for the usual signature and verification in the EC points group, that allows to carry out the
implementation an anonymous signature functionality into existing information and telecommunications systems
so, that it does not require additional efforts, and you can also directly refer to the existing standards and not to
enter into conflict with them.
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