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2. Enhancing security of information and communication systems using logical-probabilistic approach

Pedepar:

1. Inceprarifina po60T IpUCBSYeHa PO3POOLLi JIOTIKO-MIMOBIPHICHOTO MiAX0MY 10 0OYIOBY 3aXUILEHUX
indopmauiitno-komyHikaniinux cucrem (IKC), sskuit Bpaxoye Tomosoriio mepexi IKC, mxxepesa 3arpo3 ta 06'eKTu
aTak, a TaKoXX MeXaHi3Mu 3axucTy. CIlo4aTKy 6yAyeTbCsl KOMILJIEKCHA MOJIEJIb 3arpo3 Ta (PyHKIisl IMOBIPHOCTI
VCHIIIHOCTI aTaKU. 3 BUKOPUCTAHHSIM TOIOJIOTI Mepexi, IpKepeJI 3arpo3 Ta 00'eKTiB aTaK BU3HAYAIOTbCSI MOKJIMBI
CLIeHapii aTak, gKi MOXKe peasizyBaTy 3JI0BMUCHUK. [IpuIyckaeTbes, o [J1s1 YCIHIMHOI aTaKu 3JI0BMUCHUK Mae
IIOCJIiIOBHO 3aXOMNUTH YCi IPOMIXKHI 00'eKTH, SIKi HajleXXaTb BiJTIOBIIHOMY ClLieHapilo aTak. TakuM YMHOM, KOKEH 3i
CLIeHapiiB aTak MOKe OyTU MPEeJCTaBIE€HO Y BUIJISI PyHKLIi anredpu Joriku. 3 ypaxyBaHHSIM yCix IKepeJl 3arpo3 Ta
00'eKTiB aTak 3alMCyeThCs PYHKLis aIre6pu JIOTiKY 1J1s1 BCiei cuCTeMU. 3 BUKOPUCTAHHSIM JIOTiKO-HMMOBIpHICHOTO

MEeTOJy MO>Ke OyTU 064MciIeHa HMOBIPHICTb icTUHHOCTI QyHKII{i anre6pu JIoTiKY, sika Ha3UBAEThCST QYHKIIiEI0



HMOBIPHOCTI ycmimHOoCTi aTaku. OTpumaHa QyHKILisl IMOBIPHOCTI YCIIIIHOCTI aTaKy JO3BOJIsI€ BU3HAYATU PiBEHDb
3axumeHocTi IKC 3 ypaxyBaHHSM TonoJiorii mepexi. JlociiikeHo CTPYKTYpy Ta BIaCTUBOCTI QYHKIil IMOBIpHOCTI
YCHILIHOCTI aTaku i 1oKkasaHo, 10 ii MO’KHA BUKOPUCTATH Y SIKOCTi KpUTEPIIO i yac 1106y10BY 6€311eYHOi TOI0JIOoTil
mepexi IKC, a TakoX [1J11 ONTUMAIbHOTO PO3MIillleHHSI MexaHi3MiB 3axucTy. Ha OCHOBI HaBeZieHUX Y POOOTI METOB,
MOJeJiell Ta aITOPUTMIB 3aIPOIIOHOBAHO JIOTIKO-MMOBIpHICHM Mifxiz niisg nmobynosu 3axunieHux [KC, a Takox
PO3p006JIEHO BiANOBIHUI IPOrpaMHUI MOZYJIb aHaIi3y Ta IPOeKTyBaHHS 3axuiieHux IKC.

2. This thesis is dedicated to research and development of methods, models and algorithms for security
effectiveness calculation in information systems and developing protected systems. These methods take into
account topology of the network, attack sources and attack targets. On the first step a comprehensive threat
model and probability function are constructed. Using network topology we build a set of ways from attack
sources to attack targets - attack scenarios. One or several (or all) of these attack scenarios might be used by an
intruder to attack target services. To reach the attack target the intruder has to take control on the services
(hosts) that belong to the attack scenario. Every attack scenario can be represented as a logical function. Taking
into account all the attack sources and attack targets a logical function for the whole system is build. Using special
logical-probabilistic method we evaluate probability of the logical function being true. This probability function
allows calculating security effectiveness subject to the network topology. Then secure topology of information
system is chosen, using probability function as a criteria. Also probability function is modified to take into account
defence mechanisms. Based on this a method is developed for optimal security devices placement in the network.
Based on proposed methods, models and algorithms logical-probabilistic approach for construction protected
systems is proposed. Also special software for calculating security effectiveness, building secure network topology
and optimal security devices placement is developed.
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