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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. KpI/IHTOI’paq)i‘{HI/II/uI 3aXUCT CUCTEMU €JIEKTPOHHOI'O T'OJIOCYBAHHA 3 BUKOPUCTAHHAM HpOTOKOJIiB KBaHTOBOI
kpunrorpadii

2. The cryptographic protection of the electronic voting system with using of quantum cryptography protocols

Pedepar:

1. O6’eKT mOCiIKEeHHS - MPOLIeC 3axXUCTy iHPopmallii y cucTeMi e1eKTPOHHOI0 ToJI0CYBaHHs 3aC060aMU KBAaHTOBO]
kpunrorpadii. IIpegmer goCaiIpKeHHs - METOM Ta CIIOCOOM MiJIBUILIEHHS 6€3MeYHOCTI KpUNTOrPa@iuHOro 3aXUCTy
CUCTEM €JIEKTPOHHOTO rOJIOCYBaHHS 3 BUKOPUCTAHHSIM 3aC00iB KBAaHTOBOI Kpunrorpadii.MeTonu 1ocmimKeHHs..
JocnimKkeHHs TPOBOAUIINCS 3 BUKOPUCTAHHSIM MAaTEMaTUYHUX METO/iB HEPEJIITUBICTCbKOI KBAHTOBOI MEXaHIKU,
KBaHTOBOI Teopii iHdopmaliii, kBaHTOBOI Kpuntorpadii, MaTeMaTUYHUX METOJiB: METOAM JIiHilHOi anrebpu Ta iHmi,
METO/IiB KJIaCM4HOI Kpunrorpadii: raMmyBaHHs1, OOOPOTHI NepeTBOpIoBaHHS. TeOpUTHUYHI Ta IPAKTUYHI pe3yJIbTaTu:
BIleplIe po3po6IeHO HOBUI IIPOTOKOJ KBAHTOBOIO PO37iJIEHHSI CEKPETY 3 BUKOPUCTAHHSIM Ky0iTiB, SIKUN MOXKe OyTH
peasizoBaHU Ha Cy4yacHI TeXHOJIOTuHil 6a3i; Ha BiMiHY BiJ paHilll CTBOPEHUX aHAJIOTiB IPOTOKOJ HE NOTpedye
BMKOPHCTAHHSI BEJIMKMX 0OCATiB KBAHTOBOI IIaM'sITi; BIiepllie po3po6eHO HOBUI IPOTOKOJI KBAHTOBOTO PO3/iJIEHHS
CEKpeTy 3 BUKOPUCTAHHSIM KYTPUTIB, IKUI1 3a6e3Ievye NigBuileHy iHPpopMalliliHy MiCTKiCTb y IIOPiBHSIHHI 3i

CXeMaMU Ha OCHOBI Ky0iTiB; Liell IPOTOKOJI OPiEHTOBaHUU Ha MEPCIIEKTUBHY TEXHOJIOTIUHY 6a3y; Ha BiMiHY Bif



paHill BilOMUX TaKOX He NOTpebye BUKOPUCTAHHSI BEJIMKUX OOCSATiB KBAHTOBOI aM'sITi; Blieplie po3po6sieHO
IIPOTOKOJI KpUNITOrpadivHOro 3aXMCTy CUCTEMU €JIEKTPOHHOTO IOJIOCYBaHHS i3 CIIiJIbBHUM BUKOPUCTAHHSIM
IIPOTOKOJIiB KBAHTOBOI'O GITOBOT'O 3000B’13aHHS Ta KBAHTOBOT'O PO3[IiJIEHHS CEKPETY, sIKill Bilpi3HSETbCS Bif,
BiJOMUX CX€M 3aXUCTy CUCTEM €JIEKTPOHHOTO IOJIOCYBAaHHS BUKOPUCTAHHSIM IPUMITHUBY KBAHTOBOTO 6iTOBOTO
3000B's13aHHS, 10 3a6e3Ievyye IPUXOBYBaHHS iHpopmMaliii 4o 3aKiHUE€HHS r0JI0CyBaHHS 6€3 MOKIIMBOCTI 3MiHU ii
BHUOOpLEM Ta CTIMKICTbh IPOTOKOJIY JJO aTakK i3 3aCTOCYBaHHSIM KBAaHTOBUX aJITOPUTMIB; yIOCKOHaIEHO Kilacudikaliiio
aTak Ha KBaHTOBI KpUIITOCUCTEMH, SIKA HA BiIMiHY BiJl paHill CTBOPEHUX BPAXOBYE [€SIKi BilHOCHO HOBi BUIY aTaK,
rOJIOBHUM YMHOM Ti, 1[I0 BiTHOCSITHCS O KBAHTOBOT'O XaKiHI'y; OTPUMAB IOAAJIbIIIM PO3BUTOK METO/, 3aXUCTY Bif
BUTOKY KOHQDIiIEHLIITHUX NaHUX IIPOTOKOJIiB KBAHTOBOI Kpurrorpadii, o rpyHTyeTbCsl HA MHOKEHHI OJIOKIB TaHUX
Ha TPiMKOBI BUIIAJKOBi 0OOPOTHI MaTpuLli i Biipi3HsI€TbCA Bifl BilOMUX BiICYTHICTIO HEOOXiAHOCTI BUKOPUCTAHHS
KJII04iB MK(PYBaHHS, BUKOPUCTAHHSIM TPIMKOBAX MAaTPHULb 3aMiCTb JBIlIKOBMX Ta BUPA30M [1JI1 PO3PaXyHKY
IOBKMHU GJIOKY; OTPUMAB MOJAJIbIIII PO3BUTOK METO/] 3aXUCTY Bill BATOKY KOH(iEHLiIMHNX JAHUX [TPOTOKOJIIB
KBaHTOBOI kpuntorpadii, 1110 I'PyHTYETHCS HA TPIKOBOMY raMyBaHHI 6JI0KiB JaHUX i Bipi3HS€TbCS Bif BitoMux
BiICYTHICTIO HEOOXiZHOCTI BUKOPUCTAHHS KJIIOYiB KU(PYyBaHHSs, BUKOPUCTAHHIM TPiMKOBUX r'aM 3aMiCTh ABIIKOBUX

Ta BUPA3OM [IJI PO3PAXYHKY NOBXWHU 6JIOKy.

2. The object of research is the process of information security in the electronic voting system by means of
quantum cryptography. Subject of research - methods and ways of increasing the safety of cryptographic
protection of electronic voting systems using quantum cryptography techniques. Methods of research. The
research was carried out using mathematical methods of non-relativistic quantum mechanics, quantum
information theory, quantum cryptography, mathematical methods: methods of linear algebra and others, methods
of classical cryptography: gamma, reversible transformations. Theoretical and practical results: for the first time a
new protocol of quantum secret sharing using qubits was developed, which can be implemented on a modern
technological basis; Unlike earlier analogues, the protocol does not require the use of large volumes of quantum
memory; For the first time a new protocol of quantum secret sharing using qutrits was developed, which provides
increased information capacity compared to schemes based on qubits; this protocol is oriented on a promising
technological base; unlike the earlier known also does not require the use of large volumes of quantum memory;
the protocol for cryptographic protection of the electronic voting system was developed for the first time with the
common use of quantum bit commitment protocol and quantum secret sharing protocol, which differs from
known circuits for protecting electronic voting systems using of a quantum bit commitment primitive, which
ensures that information is concealed till the end of voting without the possibility of changing it by voter and
stability protocol for attacks using quantum algorithms; the classification of attacks on a quantum cryptosystem is
improved, which, unlike the earlier ones, takes into account some relatively new types of attacks, mainly those
relating to quantum hacking; received a further development of a method of protection against the leakage of
confidential data of quantum cryptography protocols based on the multiplication of data blocks on triple random
inverse matrices and differs from the known absence of the need to use encryption keys, using triple matrices
instead of binary and expressions for calculating the length of a block; received a further development of a method
of protection against the leakage of confidential data of quantum cryptography protocols based on triple gamma
data blocks and differs from the known lack of need to use encryption keys, using triple gamut instead of binary
and expression to calculate block length.
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