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1. Incepraliito NpUCBSYEHO PO3B’I3aHHIO0 HAYKOBO-TIPAKTUYHOIO 3aBIaHHS MiJIBULIEHHS €(PEeKTUBHOCTI TPOTUIi]
NOUMPEHHIO KOMIT'IOTEPHUX BipyciB B iHpokomyHikauiiHii mepexi (IKM). 3rinHo 3 nanumu AV-ATLAS, y 2024 poui
3arajibHa KiJIbKiCTb KOMITIOTEPHUX BipyciB nnepesumuia 1,5 mipz,. TpanssioTbcs BUMAIKY, KOJIU KOMIT'IOTEPHi
BipyCH TpUBaJIMH yac epedyBaloTh y By3jaXx MEPEXi, IOMOKH iX Oyze BUSBIEHO. 3a3HaYeHa CUTYyallisl CTBOPIOE
YMOBH JJO 4aCTKOBOi a60 IMOBHOI BTpaTy iHPOKOMYHiKalliliHOI0O MEPE>KEIO BIACTUBOCTEN KOHPiAEHIIITHOCTI,
LisicHOCTI Ta JocTynHOCTI iHpopmaii, mo nupkysoe B IKM. IlaHi MDKHapOgHUX OOCITiIKeHb BKa3yl0Th Ha Te, 1110
OPOKY (iKCyeTbCsl 3HaYHe 301/blIeHHS KiJIbKOCTI iHIMEHTIB, NOB's13aHUX 3 aTakamu Ransomware. [Iporpamu-
BMMaradi 6epyTh y4acTb Maike y 70% MopylieHb, IOB'sI3aHUX 3i WIKiIJIMBUM NIPOrPaMHUM 3a6e3nedeHHsM (IHT13),
Ta NpUOGJIN3HO y 24% yCix nopyuleHb. 3arajiom 3arajbHa CBiTOBA BapTiCTbh MporpaM-Bumaravis y 2024 poui

nepesumuia 30 Minbsapais gosapis. [IOTyKHUM iHCTPYMEHTOM [1J151 KiGEP3JI0UMHIIIB TAKOX CTAa€ TEXHOJIOTIS



Deepfake, 1m0 migTBEpIKyETHCS 3pOCTAHHSM KiJIbKOCTI OHJalH-IindernkiB Ha 550% 3 2019 o 2023 pik. 3a gaHuMU
DeepMedia, nume y 2023 poi B coljialbHUX Mepeskax 10 BCbOMY CBITY 6yJ10 romupeno 6s113bko 500 000 Bigeo Ta
rosI0CoBUX Hingenkis. 3 noyatky 2025 poKy CIIOCTepiraeTbCs aiaNnTallis Ta aBToMaTu3allis HabopiB iIHCTPYMEHTIB
17151 KibepaTak i3 3ajlyueHHSIM ITYy4HOro iHTesekTy (1), y Tomy yucri i ckaHepiB BpaziuBocTe, ocKinbku LI Mmoxe
3HAXOAUTH BPa3IMBOCTi, PO SIKi 1Ije He BiloMO KOMIIaHiIM-PO3pOOHMKAM IIPOrpaMHoOro 3abe3nedeHHs (zero day).
BBarkaeTbC4, 10 HOBMM BEKTOPOM aTak i3 3aimydeHHsaM I ctanyTe cami I Mogedti, sIKi BAKOPUCTOBYIOTLCS Ha
06’ekTax iHOPMaLiHO]I AiSINILHOCTI, y TOMY YMCJIi i Y 3aXMCHUX PilleHHAX. Pe3yJIbTaT BUKOHAHOTO aHAaJli3y
I03BOJIIIOTh CTBEPKYBATH, 110 TPAAULIHI pillleHHs 3aXucTy By3iiB IKM MOXyTb IIPONyCKaTH KOMITIOTEPHI Bipycu
BHACJIiIOK HEJJOCKOHAIOCTI MEXaHi3MiB iX BUSIBJIEHHS, III0 OCOOJIMBO KPUTHUYHO Mif 9Yac 6araTopiBHEBUX KibepaTax.
Po3Butok i nocriiine BgockoHaneHHs III13 Ta kibepaTak BuMarae poBeieHHs JOCIiIyKEeHb 10JI0 CUHTE3y HOBOTO
METO/ly 3aXMCTY By3JliB iH()OKOMYHIKALIIHOI MePeXi BiJ, KOMII'IOTEPHUX BipyCiB.

2. Dissertation for the degree of Doctor of Philosophy in the specialty 125 Cybersecurity. — Borys Grinchenko Kyiv
Metropolitan University, Kyiv, 2026. The dissertation is dedicated to the scientific and practical task solution on
increasing the effectiveness of counteracts the infocommunication network (ICN) computer viruses’ spread.
According to AV-ATLAS, in 2024 the total number of computer viruses exceeded 1.5 billion variants. There are
cases when computer viruses remain in network nodes for a long time until they are detected. It provides a
background for the partial or complete loss by the infocommunication network the confidentiality properties,
integrity and availability of the circulating in the ICN information. The international researches data indicate the
yearly significant increase in the number of related to Ransomware attacks incidents. Ransomware is involved in
almost 70% of malware-related breaches (Malware) and approximately 24% of all breaches. Overall, the total global
value of Ransomware in 2024 exceeded $30 billion. Deepfake technology is also becoming a powerful tool for
cybercriminals, as evidenced by the 550% increase in the number of online deepfakes from 2019 to 2023.
According to DeepMedia, in 2023 alone, about 500,000 video and voice deepfakes were distributed on social
networks around the world. Since the beginning of 2025, there has been an adaptation and automation of toolkits
for cyberattacks involving artificial intelligence (Al), including vulnerability scanners, since Al can find
vulnerabilities that are not yet known to software development companies (zero day). It is believed that the new
vector of attacks involving Al will be the Al models themselves, which are used at information activity facilities as
well as protective solutions. The performed analysis results allow us to state that traditional solutions for ICN
nodes protection can miss computer viruses due to the imperfection of their detection mechanisms, what is
especially critical during multi-level cyberattacks. The development and continuous improvement of Malware and
cyberattacks requires researches into the synthesis of a new protection method against computer viruses for the
infocommunication network nodes.
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