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Pedepar/anoTamis:

1. O6’exTOM OCTiIKEHHS € 0COOINBOCTI (GOPMYBaHHS Ta (PYHKLIOHYBAaHHS iH(popMaliiiHoi 6e3neku YKpaiHu B
YMOBax 30BHilIHIiX 3arpo3 i BIMBiB. [IpeiMeToM IOCTiIpKeHHs € 3arpo3u indopmauiiiHiil 6e3neni YKpainu B
coljjiaZlbHUX Mepeskax B yMOBax ri6puaHoi BiliHM, MeXaHi3MU Ta 3aKOHOMIPHOCTI iX BUsIBJIEHHS U HelTpasisalii 3
yPaxyBaHHSM BiTYM3HSIHOTO Ta Mi>XKHapOZHOTro NOCBiAy. MeTa nucepTaliliHoOro JOCiI)KEeHHS [10J1sIrae y BcebiyHOMY
aHali3i 3arpo3 iHpopmalilHii 6e3neli B COLiaIbHUX MepeXXax B yMoBax BillHu 3a He3anexxHicTb YKpaiHu Ta
OOrpyHTYBaHHI MeXaHi3MiB 3aXMCTY 1 MifiBUIIEHHS CTIHKOCTI iHPopMaliiiHOro npocTopy YKpaiHyu Ha OCHOBI
YKPaiHCBKOTO Ta M>KHApPOJHOTO OCBiNY. MeTOL0I0Ti4Hy OCHOBY JOCJIIKEHHS CTAHOBUTD ITOEHAHHS
3arajlbHOHAYKOBUX i CHlelialbHMX METO/MiB: CUCTEMHOTO Ta KOMIIAPaTUBHOTI'O aHaJli3y, JOKYMEHTAJIbHOTO aHali3y
HOPMAaTHBHO-TIPABOBOi 6a3u, KOHTEHT- Ta iBeHT-aHasi3y, MeTony Kerc-ctazi, SWOT-aHami3y, MoJesioBaHHS Ta

TIPOrHO3yBaHHSL. IX KOMIUIEKCHE 3aCTOCYBaHHs 3a6€3TeYnI0 JOCTOBIPHICTb Ta O6TPYHTOBaHICTh OTPUMAHUX



pesyzbTartis. ClieliajibHa anapaTypa He BUKOPUCTOBYBAJIacs; ONPALIOBAHHS JAHUX 3IiMICHIOBAJIOCS 32 JOIIOMOIOI0
CTaHJAPTHOTO [TporpaMHoro 3a6esnedenHs (maket Microsoft Office) Ta BebinTepdeiicis conjanbaux naatdopm i
BiIKpUTUX OHJIAH-PECYPCIB Jep’KaBHUX iHCTUTYLiN. HayKoBa HOBM3HA OJlepP>KaHUX PE3YyJIbTATIB [10JIAra€e B TOMY,
IO B JucepTalii BIeplle KOMIIJIEKCHO JOCIIXEHO Cy4acHi 3arpo3u iHpopMaliliHiil 6e3neni Ykpainu y conjanbHUX
MeperKax SIK CKJIQJJHUK Tri6puiHOiI BiliHYM; PO3PO06JIEHO MEXaHi3M iHCTUTYLiHOI B3aeMoii y cdepi npoTumii
3arposam, 10 BpaxoBye 0araTopiBHEBICTb Cy0'eKTiB; 3[[iiCHEHO TUITIOJIOTi3allilo 3arpo3 Y COLliaJIbHUX Mepekax Ta
BM3HAUEHO {HAMKATOPHU iX BUSBJIEHHS; IPOAHAJI30BAHO KJIIOYOBi Kelicy iHpopMalliiHOro BIUIMBY Ha YKpaiHy y
2014-2025 pp.; 3actocoBaHo SWOT-anati3 i mporuo3dyBanHs 0 cpepu iHpopmaliiiHOi 6e31eKu B CoLialbHUX
mepexax. TeopeTryHe 3HaYeHHSI NOCTIIKEeHHSI [10JIsra€ B pO3MKPEHH] [10JITOI0TiYHOTr0 po3yMiHHS iHDOpMaLifiHOi
0e3IeKu SIK CKJIaJHMKa HallioHaIbHOI 6€3[1eKU B YMOBax riOpuiHOI BiliHY Ta 1MpoBizallii MoJiTHYHUX KOMYyHiKalil,
PO3KPUTTI poJIi iIHCTUTYLIMHUX YNHHUKIB Y (POPMYyBaHHi CTIMKOCTi iH(OPMALiTHOTO IPOCTOPY Ta YTOUHEHHI
[IOHATIMHO-KaTEropiajabHOro anapary gociuimpKeHHs. [IpakTiyHe 3HaYEHHS OJlepP)KaHMX PE3YyJIbTaTiB [10J1Arae B
MO>JIMBOCTI X BUKOPUCTaHHS B [IisSJIbHOCTI OpraHiB Iy0JIiYHOI BIaid Ta CEKTOPY 6e3leKu i 060pOoHH, Y
BJIOCKOHAJIeHHI JepskaBHOi iHpopMaLiiiHO-6€311eKOBO] MOJIITUKU 1010 COLiaIbHUX MEPEX, TOCUIeHH|
MIKBiZIOMY0i KOOpAMHALi Ta PO3BUTKY iIHCTPYMEHTIB MOHITOPUHTY 1 pPearyBaHH4, a TAKOX y HaBYaJIbLHOMY IIPOLIECi
3aKJIaJiB BUIIOI OCBiTU MPU BUKJIATIAHHI JUCIUILIIIH 32 crenianbHoCcTIMU «IlomiTosorisy, «HarioHanpHa 6e3rnekay,

«MikHapopHi BigHOCUHW», «IHpOopMalliiiHa Ge3neKas.

2. The object of research is the specific features of the formation and functioning of Ukraine’s information security
under conditions of external threats and influences. The subject of research comprises the threats to Ukraine’s
information security in social media under conditions of hybrid warfare, as well as the mechanisms and regularities
of their identification and neutralisation, taking into account domestic and international experience. The aim of
the dissertation research is to carry out a comprehensive analysis of information-security threats in social media
in the conditions of the War for the Independence of Ukraine and to substantiate protection mechanisms and
approaches to enhancing the resilience of Ukraine’s information space on the basis of Ukrainian and international
experience. The methodological basis of the research consists of a set of general scientific and specialised
methods: systemic and comparative analysis, documentary analysis of the regulatory and legal framework, content
analysis and event analysis, case-study methodology, SWOT analysis, modelling, and forecasting. Their integrated
application ensured the reliability and validity of the obtained results. No special apparatus was used; data
processing was carried out using standard software (the Microsoft Office suite) and the web interfaces of social
platforms and open online resources of state institutions. The scientific novelty of the obtained results lies in the
fact that the dissertation, for the first time, comprehensively examines contemporary threats to Ukraine’s
information security in social media as a component of hybrid warfare; develops a mechanism of institutional
interaction in countering threats that takes into account the multi-level structure of actors; constructs a typology
of threats in social media and defines indicators for their identification; analyses key cases of information influence
on Ukraine in 2014-2025; and applies SWOT analysis and forecasting to the field of information security in social
media. The theoretical significance of the research consists in broadening the political-science understanding of
information security as a component of national security under conditions of hybrid warfare and the digitalisation
of political communications, in elucidating the role of institutional factors in building the resilience of the
information space, and in refining the conceptual and categorical apparatus of the research. The practical
significance of the obtained results lies in the possibility of their application in the activities of public authorities
and the security and defence sector, in improving state information-security policy with respect to social media, in
strengthening inter-agency coordination and developing monitoring and response tools, as well as in the
educational process of higher-education institutions in teaching disciplines in the specialities "Political Science",
"National Security", "International Relations", and "Information Security".
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