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Pedepar:

1. Inceprarist NpUCBsAY€Ha IIIMOOKOMY aHaJli3y PO3BUTKY iHCTUTYTIB iH(pOpMaLifiHOI 6e31eKy B YKpaiHi 3 orysiay Ha
iX posb y 3a0€31e4€eHHi CyCIiIbHO-TIOITUYHOI CTabiIbHOCTI. B yMOBax CTPiMKOro po3BUTKY iH(pOpMaLiltHIX
TEXHOJIOTI! Ta 3pocTatoyoi riobasnisatii, TeMa iHdpopMaliifiHoi 6e3rexy HabyBae KJII0YOBOTO 3HAUY€HHSI, 0CODJIMBO
L7151 AeP>KaBY, 10 3a3Ha€ MXKHAPOHOI HAlIPY>KEHOCTI Ta iHpOopMalLiliHO-[ICUX0JIOTiYHOrO BIINIMBY. JlucepTaliiiHa
poboTa oby0BaHa HAa TPbOX OCHOBHUX PO37i/lax, KOKEH 3 SIKUX PO3IJIsIA€e Pi3Hi acnieKkTy iHpopMaLifHOi 6€3IeKN.
B nepmomy po3aisni nucepTanii 371iliCHEHO TeOpEeTUKO-MEeTOIO0JIOTIYHII aHai3 poJi inpopmaniitHoi 6e3nexu y
3a0e31e4yeHHi CyCIiIbHO-TIOJIITUYHOI cTabinbHOCTI. [logaHo pyHIaMeHTaNbHUI MifXif, 10 BUBHAYEHHS CYyTHOCTI
inpopmauiniHoi 6e3neKy, aKIeHTYI0UM yBary Ha MibKIMCLUUIIIHAPHUX Ta MOJITOJIOTiYHUX acekTax. OCHOBHA yBara
IPUIINSETHCS PO3IJILy iHPpOopMaLiiiHOI 6€3MeKu K CKIa0BOi YaCTUHU CYCIiIbHO-TIOJIITUYHOI CTabiNbHOCTI, 110

BAMarae KOMIIJIEKCHOTO MigXony 1o ii aHasi3y Ta OLiHKKU. BUCBITIIEHO TEOPETUYHI OCHOBY JOCIIIPKEHHS CYCIIJIBHO-



MOJIITUYHOI CTabiIbHOCTI Yepe3 HeOIHCTUTYLIMHUN MifXif, 10 O3BOJISE IIUOLIE PO3YMITH MEXaHi3MHU B3aeMO[Iil
MiX pi3HMMU CY0'eKTaMU B KOHTEKCTi iHpopmaliiiiHoro rmpoctopy. Lle BKito4ae aHasli3 MpaBoOBUX, COLiaJIbHUX Ta
€KOHOMIYHMX aCIIeKTiB, gKi pOopMyIOTb YMOBU 151 3a0e3eyeHHs iHpopmaliiliHoi 6e3exku Ha HallioHaJIbHOMY Ta
MIXKHApOJHOMY PiBHSIX. BU3Ha4eHo poJib i Micle cuctemu iHGOpMaLiiiHOI 6€3M1eKU B CTPYKTYPi CYCIiJIbHO-
NOJIITUYHOI CTabiIbHOCTI, HaJlal0uM aHasli3 MeTO/1iB BUBUYEHHS iHPOPMAaLIiiHUX 3arp03 Ta MEXaHi3MiB ix
HeliTpanizauii, 1110 103BoJIsS€ OLiHNTY e(PEKTHUBHICTh HasBHUX IHCTPYMEHTIB iH(popmalliiiHoi 6e31eKku Ta BUBHAUNUTHU
HaMpsIMKY [ MOAAJbLUIOTO PO3BUTKY iHCTUTYLINMHOI 6a3U. PO3KPUTO B3a€MO3B'SI30K MK Iy106aizalilHuMu
Ipolecamy, CTPiMKUM PO3BUTKOM iHGOPMaLiiHUX TeXHOJIOTIH i 3a6e3nedeHHsIM iHpopMaLifiHOiI 6e3neKu.
3a3HaueHo, 1110 3pOCTaHHS Mi’KHAPOHOI HAIIPY>)KEHOCTI Ta aKTUBi3aLlis riOpUIHUX BOEH BUMaraloTh HOBUX IiAXOiB
[0 3aXMCTy iHpopMaLifiHOro npoctopy. OnrMcaHo MeTOZ0JIOTII0 NOCIIPKEHHS, SKa 00'eJHyEe aHAMITUYHNIN Ta
NOPIBHSIJIBHUI METOMM, 10 NO3BOJISIE€ 3MIMCHUTY IMIMOOKMI aHaJIi3 Ais/IbHOCTI IHCTUTYLiN, 3aJIy4€HUX 1O
3abesneyeHHs iHPpopmMaLiliHOi 6e3MeKy, Ta OLiHUTH iX BILJIMB HA CYCHiNIbHO-TIOJITUYHY CTabibHICTh. BKa3aHo Ha
HayKOBY HOBU3HY JIOCJIiZPKEHHS, sIKa I10J1sIra€e y pOpMyBaHHI KOMIIJIEKCHOTO MiAX0ny o aHasizy iHpopmaliitHoi
6e3meku sK (paKkTopa CyCIiIbHO-TIOJITUYHOI CTabiNbHOCTI. 3a3Hau€HO, 10 po60Ta POOUTH BHECOK Y PO3POOKY
TEOPETUYHUX OCHOB iH(OpMaLiiHOi 6e31eKY, a TaKOK PO3LINPIOE PO3yMiHHSI MeXaHi3MiB ii 3a6e31e4eHHs B
Cy4yacHHUX yMoOBax. Y po3fisi 3axkianeHo pyHIaMeHT OJ1s TOJAJIbIIOT0 TOCiIKeHHS BIUIUBY iHCTUTYTIB
iHpopMaliiiHoi 6e3reku Ha 3abe3reyeHHs CTabIbHOCTI Jieps>kaBy, a TaKOXK BU3HAYEHO KJII0YOBi HAPSIMKU 1151
aHaJli3y Ta po3pOOKM pEKOMeHalii. Pe3ysbTaTh LibOro PO3Liny CIYTyIOTb OCHOBOIO [JIsl TJIMOLMIOrO PO3YMiHHS
B3a€MO3B'SI3KiB MiX iH(OpPMaLiIHO 6€311eKOI0 i CYCIiNIbHO-TIOJIITUYHOIO CTA6/IBHICTIO B KOHTEKCTI Cy4aCHUX
BUKJIMKIB. Y Ipyromy po3zisi aucepralii 3ocepepKeHo yBary Ha CyCIiJIbHO-TIOJITUYHIl CTabisIbHOCTI SIK OCHOBI
HalliOHaJIbHOI Ta Mi’KHAPOHOI 6€3MeKM B YMOBaX iH(POPMaLiTHUX BUKJIMKIB Cy4aCHOCTI. PO3rIS1al0ThCsl YUHHUKI
Ta KpUTepii CyCribHO-NOMITUYHOI CTab1IbHOCTI, 30KpeMa pPoJib iH(POPMaIiITHOrO KOMIIOHEHTA Y iX (POpMyBaHHI.
AnanisyeTbcs, sIK iHdpopMaLifiHi BUKJIMKY BIIJIMBAIOTh HA 3ATHICTD JepiKaBy Mg TPUMYBaT/ BHYTPIIIHIO Ta
30BHIIIHIO CTa0iIbHICTD. JJeTaJIbHO BUBYUEHO MeXaHi3MU 3a0e3redYeHHs Ta BUK/IMKU IOJIITUYHOI CTabiIbHOCTI B
inpopmauiiHoMy cycninbcTsi. [logaHo aHani3 cy4acHuX 3arpo3 iHpopmaliiiniil 6e3meli Ta ix BIJIMBY Ha CYCIiJIbHO-
MOJIITUYHE JKUTTS KpaiHu, 30KpeMa Ha MpUKJIaji ri6puaHUX BiliH Ta iHPOpMaLiliHO-IICUXOJIOTiYHOrO BILJIUBY.
BuCBiT/IEHO PO3BUTOK CYCIiJIbHO-TIOITUYHOI CTabiIbHOCTI B yMOBax iH(popmMalliiiHO-IICUX0JIOTiYHOI BiliHH, 3
aKLIEHTOM Ha HEOOXinHiCTb POPMyBaHHS €(PEKTUBHOI CUCTEMHU NPOTUIi iHPOpMaLIiiHUM 3arpo3am.
OO6roBOpPIOIOTHCS CTPATETII 3aXMCTy iH(POPMaALIIMHOTrO IPOCTOPY Ta MifBUILIEHHS iHOPMAaLiIIHOI CTIKOCTI
CyCIHiZIbCTBA JJO 30BHIIIHBOTO BILIMBY. [IpeCTaBIeHO OIS, iCHYIOYMX MigX0iB 1O BUMIPIOBaHHS Ta OLiHKU
CYCIiJIbHO-TIOJIITUYHOI CTabiIbHOCTI, 3 ypaxyBaHHSIM iHPoOpMaliliHOi 6€3MeKU SIK OJJHOTO 3 KIIOYOBUX ii
KOMIIOHEHTIB. AHaJIi3yIOTbCs iHAMKATOPU CTA0IILHOCTI Ta METOIM iX 3aCTOCYBaHHS B Cy4aCHUX YMOBAX.
[IpoanasnizoBaHO BIJIMB MDDKHApOAHUX iHOPMaLiiHAX KOHGJIKTIB Ha CyCNiJIbHO-MOJIITUYHY CTA6i/IbHICTb KpaiH, B
TOMY YMCJIi Yepes IPU3MYy Mi’KHapOJHOIO ITpaBa Ta MiX/ep>KaBHUX BilHOCHH. [okazaHo, K r106abHi
iHopmalliiiHi TOTOKU Ta MeJiliHi KaMIaHii MOXXYTb BUKOPUCTOBYBATHUCh [ JecTabinizalii cuTyalii B okpeMux
Inepxasax. OLiHEHO poJb i 3HaY€HHS iHPOPMaLiHOi KyJIbTYpH Ta MeIiarpaMOTHOCTI HACEJIEHHS y 3a0€3Ie4eHHi
CYCHiJIbHO-TIOJIITUYHOI CTabiIbHOCTI. AKIIEHTY€EThCSI Ha BaXKJIMBOCTI OCBITHIX ITpOrpam Ta iHiljiaTuB, CIIPSIMOBAHUX

Ha MigBUIIEeHHS] KpUTUYHOTO CIPUNHSTTS iHdopmaliii.

2. The dissertation is devoted to an in-depth analysis of the development of information security institutions in
Ukraine in terms of their role in ensuring socio-political stability. In the context of rapid development of
information technologies and growing globalisation, the topic of information security is becoming of key
importance, especially for a state that is subject to international tensions and information and psychological
influence. The thesis is organised into three main chapters, each of which deals with different aspects of
information security. The first chapter of the thesis provides a theoretical and methodological analysis of the role
of information security in ensuring socio-political stability. It presents a fundamental approach to defining the
essence of information security, focusing on interdisciplinary and political science aspects. The main attention is
paid to the consideration of information security as an integral part of socio-political stability, which requires an
integrated approach to its analysis and evaluation. The theoretical foundations of the study of socio-political



stability through a neo-institutional approach are highlighted, which allows for a deeper understanding of the
mechanisms of interaction between different actors in the context of the information space. This includes an
analysis of the legal, social and economic aspects that form the conditions for ensuring information security at the
national and international levels. The role and place of the information security system in the structure of socio-
political stability is determined, providing an analysis of methods for studying information threats and mechanisms
for their neutralisation, which allows assessing the effectiveness of existing information security tools and
identifying areas for further development of the institutional framework. The article reveals the relationship
between globalisation processes, rapid development of information technologies and information security. It is
noted that the growth of international tensions and the intensification of hybrid wars require new approaches to
the protection of the information space. The research methodology combining analytical and comparative
methods is described, which allows for an in-depth analysis of the activities of institutions involved in ensuring
information security and assessing their impact on socio-political stability. The scientific novelty of the study is
indicated, which consists in the formation of an integrated approach to the analysis of information security as a
factor of socio-political stability. It is noted that the work contributes to the development of the theoretical
foundations of information security and expands the understanding of the mechanisms of its provision in modern
conditions. The chapter lays the foundation for further study of the impact of information security institutions on
ensuring the stability of the state, and identifies key areas for analysis and development of recommendations. The
results of this chapter serve as a basis for a deeper understanding of the relationship between information security
and socio-political stability in the context of current challenges. The second chapter of the thesis focuses on
socio-political stability as the basis of national and international security in the context of modern information
challenges. The factors and criteria of socio-political stability, in particular the role of the information component
in their formation, are considered. The author analyses how information challenges affect the ability of the state to
maintain internal and external stability. The mechanisms of ensuring and challenges to political stability in the
information society are studied in detail. The author analyses modern threats to information security and their
impact on the socio-political life of the country, in particular, on the example of hybrid wars and information and
psychological influence. The development of socio-political stability in the context of information and
psychological warfare is highlighted, with an emphasis on the need to form an effective system of countering
information threats. The strategies for protecting the information space and increasing the information resilience
of society to external influence are discussed. An overview of existing approaches to measuring and assessing
socio-political stability is presented, taking into account information security as one of its key components. The
stability indicators and methods of their application in modern conditions are analysed. The article analyses the
impact of international information conflicts on the socio-political stability of countries, including through the
prism of international law and interstate relations. It is shown how global information flows and media campaigns
can be used to destabilise the situation in individual countries.
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JopaTrkoBa indpopmamnis:

IloBHe HaflMeHYBaHHH IOPUIHUYHOL 0CO0OH: Jlep>KaBHMIA T10/IaTKOBUIA YHiBEpCUTET
Kopg 3a €IJPIIOY: 44550814

Micuesnaxo,r.pKeHHﬂ: BYyJI. YHiBepcuTeTChKa, 6yz. 31, Ipmine, 08201, Yxpaina

dopma ByacHOCTI: [lepkasna

Cdepa ynpaBiriHHS: MinicrepcTso dinaHcis Ykpainu



InenTudikarop ROR:

BiacHe IIpi3Bue Im'sa I1o-6aTbKOBI:
1. CmonsHIOK Bonogumup Genoposuy

2. Volodymyr Smolyanyuk

KBasigikanis: g.nonir.z., npodecop, 23.00.02

InenTudikarop ORCID ID: 0000-0002-4222-813X

JopaTrkoBa inpopmanis:

IToBHEe HafIMeHyBaHHSI IOpH,ZII/I‘IHOi 0COOH: BoeHHO-UIIJIOMATHYHA aKaneMist imeHi €BreHis BepesHska
Kopg 3a €IPIIOY: 14303342

Micue3Haxoa KeHHS: sy [Opis Innenka, 81, Kuis, 04050, Ykpaina

dopma ByacHOCTI: [lepxasna

Cdepa ynpaBiriHHS: MiHicrepcTBo 060poHM YKpaiHu

InenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kosbpma Bacuss Bacuibosuy

2. Vasyl' V. Kozma

KBasigikamis: g. nosir. u., npodecop, 23.00.01
InenTudikarop ORCID ID: 0000-0002-8970-5968
JoparkoBa iHdpopmamnist:

IToBHE HafIMeHyBaHHH Iopl/I,ILI/I'-IHOi 0CcooH: [HCTUTYT NONMITUYHUX | €ETHOHALIOHAJIBHUX JOCJiIKEHb iM. I.
®. Kypaca HAH Vkpainu

Kog, 3a EIIPIIOY: 16394076

Micue3HaxoaKeHHS: ByJI. [enepasna AiMa3oBa, 6yg. 8, Kuis, 01011, YkpaiHa
dopma ByacHOCTI: Jlepxkasna

Cdepa ynpaBiiHHS: HaujonasnbHa akaziemis HayK YKpaiHu

InenTudikarop ROR:

PeuenseHTu

BaacHe IlpizBume Im's I10-6aThKOBI:
1. HoBakoBa Osena BikropiBHa

2. Olena Novakova
KBasigikamis: g. nosir. u., npodecop, 23.00.02
InenTudikarop ORCID ID: 0000-0003-1267-9308

JopaTrkoBa indpopmamnist:



IloBHe HaliMEeHYBaHHS IOPUAHYHOL 0COOH: VkpaiHChKUIi lep>KaBHUI yHiBepcUTeT imeni Muxaiina

I paromaHoBa

Kopg 3a €IPIIOY: 44807628

Micue3Haxoa KeHHS: sy [Tuporosa, 6yx. 9, Kuis, 01030, Ykpaina

dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBi

TOJIOBH pajgu

BaacHe IlpizBuiie Im's ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasbHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 pEeECTpallil0o HAyKOBOIi

OisIJIBHOCTI

Ocranenko Mapuna AnarosiiBHa

Ocranenko MapuHa AHaroJiiiBHa

KniBamenko Harastisg IBaHiBHa

VKpIHTEI

Opuenko Tetsana AHaTosiiBHa



