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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHUX PYyOPHK: 81.14.11.05

Tema gucepranii:
1. Mogzesb Ta MeTOU 3a6€31I€YEHHS TOCYT 6€3[1eKU y KOMOIHOBaHUX iHQPACTPYKTypax BiAKPUTUX KIIIOUiB

2. Model and methods of ensuring security in combined public key infrastructures

Pedepar:

1. O6'eKT moOCHimKEeHHs - IPOLeCU KpUunrorpadiuHux rnepeTBopeHs y iHPpacTpyKTypi BiAKPUTHX KIIIOUiB IIpU
peastizallii y3rojykeHHs 3araJJbHOCMCTEMHUX I1apaMeTpiB, reHepallii KJIIo4iB Ta HalpasjleHoro Mu@pyBaHHs. MeTa
JOCJIIIPKEHHS - PO3pOOKa MOZEJIi Ta METO/IIB 3a6€3I1€4EHHS ITOCIYT 6€311eKU y KOMOIHOBaHil iHPpacTPyKTypi
BiIKpUTHUX KJIIOYiB 32 PAXyYHOK BUKOPUCTAHHS YHIKaJIbHUX 3arajbHOCMCTEMHUX ITaPAMETPIB Ta MOJITUK 6€3MeKn AJ1s
MHO>XVH KOPUCTYBaUiB, 1O 03BOJISIE PEali3yBaTU MOJIEJIb B3AEMHOI HEJIOBIPY Ta B3a€EMHOTO 3aXUCTy. MeTonu
IIOCTIiIKEHHS: METO/IM Teopii unces - mif yac po3pobku Mofesi Ta MeToiB komb6iHoBaHoOi IBK, aHani3 i cuHTes
KoMb6iHoBaHOi IBK, MeTonu Teopii IMOBipHOCTE ITPY BU3HAYEHHI KPUIITOrpapivyHoi CTIKOCTI NEPETBOPEHD TUILY
HaIpaBJIeHOro WU(PyBaHHS Ta OKA3HUKIB JOCTYIIHOCT] PO3IIOAiJIEHOr0 YIIOBHOBAaXEHOT0 HAa FreHepalLlilo KIII0YiB,
METOJY IIpakTU4HOi Kpunrorpadii Ta CMCTEMHOTO aHali3y pY NMOPiBHIHHI iCHyI0uUnx KoMbiHOBaHUX IBK, meToau
IIPOrpaMHOr0 MOJIEJIIOBaHHS IPU peaitidallii npoleciB KpunrorpagiyHux nepeTBopeHs Touo. HaykoBa HoBU3Ha: 1)
BIlEeplIe OTPUMaHO MojiesIb KOMOiHOBaHOI IBK, sika XapakTepu3yeTbCsl BUKOPUCTAHHSM YHIKaJIbHUX

3araJIbHOCMCTEMHUX NTapaMeTpiB Ta rosituk 6e3nexku IBK Ha 6a3i ineHTrdikaTopiB 11 pi3HUX MHOKUH



KOPUCTYBauiB, 3a0€311€4eHHSIM LiTiCHOCTI ineHTU(iKaTopiB i 3araJIbLHOCUCTEMHUX [TAPaMETPiB, IO 03BOJISIE
peasizyBaTu MOJIeJIb B3AEMHOI HEe[IOBipU i B3AEMHOTO 3aXUCTY; 2) YIOCKOHAJIEHO METOJ, HAlIPaBJIeHOTO
mr@pyBaHHs y KoMOiHOBaHii IBK, sikuil BifpisHs€eTbCS Bifl iCHYI0UMX IPOTOKOIaMU OTPYMMAaHHS i IepeBipKU
3araJlbHOCHMCTEMHUX TIapaMeTpiB Ta ifleHTudikaTopa OTpUMYBayva i 03BOJISIE B3AEMOIiSIT KOPUCTYBadaM, sIKi He
BOJIOZIIOTh [TOTOJIKEHMMU 3araJibLHOCUCTEMHUMU NTapaMeTpamH, 1[0 J03BOJIss€ CKOPOTUTH KiJIbKiCTb HEOOXiTHUX
onepauiii mudpyBaHHs y 3 pa3u MOPIiBHSHO 3 IPOTOTHUIIOM; 3) YIOCKOHaJIEHO METOJ, reHepallii 0COOUCTOro Kiloda
1151 KoMGiHOBaHoi IBK, skuii Bifipi3HsI€TbCS TapajlelbHUMU 3allUTaMy KOPUCTYBaya [0 PO3IOiJIeHOro
YIIOBHOBA)KEHOTO HA FreHepallilo KJIoviB Ta POPMyBaHHSIM OCOOMCTOrO Kill04a KOPUCTYBaueM, IO 103BOJISIE
3017IBLUINTY IOKA3HUKY JOCTYITHOCTI [J151 PO3IIOIiJIEHOrO YIIOBHOBXXEHOT'O Ha reHepallilo KiIo4iB; 4) yIOCKOHAIEHO
METOJ, aHasi3y 6€311eKU KPUIITOIIPOTOKOJIIB, SIKUH BiJIpi3HSIETHCS Bifl iCHYI0YOTrO MOIIYKOM 306iriB TEpMIB y
HoIepeiHiX ceaHcax MPOTOKOJY Ta CeaHcax MPOTOKOJIY 3 iHIMMMU yYaCHUKAMHU, IO JO3BOJISIE 3HANTU IIPOTOKOJIH,
sIKi He € KpUNTOXUBYYNMU. CTYIiHb YIIPOBAIPKEHHS - PE3YyJIbTaTU JOCIiIKeHHs BIIpoBamkeHo y 3AT "IIT" (akT Big,
12.10.2011 p.); y XapKiBCbKOMY HalliOHaJIbHOMY YHiBEPCUTETi PaflioesIeKTPOHIKM B HaBYaJIbHOMY ITpOLieci y
nucuumiidax "TlpuknagHa kpuntosioris” Ta "KpunrorpadiyHi cucremu ta nmpotokonu” (axT Bif 14.10.2011 p.). Chepa
BUKOPUCTAHHS - B OPTraHi3allisix, o 3aliMaloThCsl IpobieMaMu po3poOOKH, JOCiIKEHHS, BIIPOBAIKEHHS Ta
eKCIUlyaTallii KOMIIJIEKCHUX CUCTeM 3axuCTy iHdopMalii; y HaB4aJbHOMY [IPOLEC i Yac MifAroToBKu ¢axiBLiB y
ranysi 3axucty inpopmariii.

2. Research object - the processes of cryptographic transformations in public key infrastructure for the agreement
of system parameters, key generation and encryption. Research target is to develop the model and methods of
ensuring security in combined public key infrastructures by using the unique system parameters and security
policies for sets of users, which allows to implement a model of mutual distrust and mutual protection. Methods of
research: methods of the numbers' theory - during the development of models and methods for combined PKI,
analysis and synthesis of combined PKI, methods of probability theory to determine the security of cryptographic
transformations such as encryption and availability of distributed private key generator, methods of practical
cryptography and system analysis when comparing existing combined PKI, methods of modeling software
processes in the implementation of cryptographic transformations and so on. Scientific novelty: 1) a new model of
the combined public key infrastructure, which is characterized by using a unique system parameters and security
policies for identity-based PKIs, ensuring the integrity of identifiers and system parameters, which allows to
implement a model of mutual distrust and mutual protection; 2) improved encryption method for the combined
PKI, which differs mechanisms for check system parameters and receiver identifier, and allows users, which don't
have agreed system parameters, to interact and reduces the number of operations required for 3 times compared
with the prototype; 3) improved key-issuing method for the combined PKI, which differs from existing in parallel
requests to the distributed private key generator and calculation of private key on user side and allows to increase
rate of availability of distributed private key generator; 4) improved method for security analysis of
cryptoprotocols, which differs from the existing in matching terms in previous sessions of the protocol and
protocol sessions with other participants, that allows to find protolols that are not forward secure. Degree of
implementation - the research results are used in the LLC "IIT" (act of 12.10.2011) scientific statements, conclusions,
and recommendations contained in the thesis are used in courses "Applied Cryptology" and "Cryptographic
systems and protocols" which are taught to students of Kharkiv National University of Radio Electronics (act of
06.09.2010). The scope of use - in organizations that deal with development, research, implementation and
operation of complex systems of protect information; in the education process for preparing specialists in the area
of information security.
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