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Pedepar:

1. O6'eKT mOCHimKeHHs - IHCTUTYLiOHAJIbHE YIIPABJIiHHS SIK siBULIe. MeTa JOCiIpKeHHS -~ pO3p0OKa OHTOJIOTIYHUX
MoJesieil MpeJMeTHOI ranysi iHCTUTYTY i KyJIbTypu iHGopMaliiiHoi 6e3l1eku, MozeJli iHCTUTY1LiOHAJIbHOTO
VIPaBJIiHHS JiSTIBHICTIO i3 3aXMCTy iH(opMalii i MeToAy OLIiHIOBaHHS PiBHA KyJbTypHU iH(OpMaLilHOI 6e31eKu
(KIB), 1110 BO3BOJINTh 3MEHIIMTU MOBIPHICTh BUHUKHEHHS PU3UKIB O6€3I1€KH, 5IKi TIOB'S3aHi i3 AisyIbHICTIO Cy0'eKTiB
3axucTy iHdopMallii, 32 paXyHOK NiiBUILIeHHS €(PEeKTUBHOCTI KEPYIOUUX BILJIMBIB KEPYIOUOT0 Cy0'e€KTa HisiIbHOCTI i3
3axucty iHpopmalii. MeToau nocinKeHHs: OHTOJIOTiYHE MOJIE/II0BaHHS - IJ1s1 IOOYIOBY OHTOJIOTIYHUX MOJiesIel
IpeIMETHOI rajysi iIHCTUTYTY i KyJIbTypH iHpopmaliiiHoi 6e3nexku B HoTauii UML; MeTonu Teopii MHOXKMH Ta
eJIeMEeHTH Teopii yIpaBliHHS OpraHi3alilHUMU CHUCTeMaMU - IJ1sl TIOOYZOBU MOJIeJli iIHCTUTYIiOHAIbHOTO
VIPaBJIiHHS [isJIBHICTIO i3 3aXUCTy iHOopMallii; MaTeMaTUYHUH anapar JiHrBICTUYHUX 3MiHHUX - 17151 popmaJtizallii
SKICHUX XapaKTepUCTUK 00'€KTa OLIiHIOBAHHS; METOIU Teopii rpadis - 17151 NOOYLOBU iepeBa KOMIIEKCHOTO
OLiHIOBaHHA. AnlapaTypa - IepCOHaIbHUI KOMIT'I0Tep. TeOpeTUYHi i NpaKTUYHI pe3yabTaTy AOCIIIKEHD - OTPHMMaHi

HayKOBi Ta NIPAKTUYHi pe3yJIbTaTU B CYKyTHOCTI BUPIIIYIOTh aKTyaJIbHE HAYKOBO-TIPAKTUYHE 3aBIAHHS, [TOB'SI3aHeE i3



3MEHIIEHHSIM IMOBIPHOCTI BUHMKHEHHS iHIUJIEHTIB 6€3MeKU, IPUYMHOIO SIKUX € IislIbHICTb [IepCOHaly OpraHisaliii,
3a paxyHOK pO3pOOKY MOJeli iHCTUTYLIIOHAJIBHOTO YIIPaBJIiHHS [isJIbHICTIO i3 3axucTy iHdpopMalii Ta MeTony
oliHoBaHHs piBHs KIB; po3pobsieHnii nporpamMHuil 3aci6 y BUIVISII CUCTEMU MiITPUMKU IPUMHSTTS pillleHb
IIO3BOJISIE MiABUIIUTY IBUAKICTh IPUNHSTTS pillleHb 0CO0010, 1110 TPUMMAaE pillleHHs, SMEHIIUTYU MOBIpHICTb
IIOMWJIKY 33 PaXyHOK 4aCTKOBOi aBTOMaTu3allii IpoLeAypy reHepallii MaTpullb 3ropTaHHs Ta €(peKTUBHOI
Bizyasizallii oTpruMaHux peaysibTaTiB. HaykoBa HOBU3HA - BIieplie po3po6JIeHO OHTOJIOTIYHI MoZesi IpeiMeTHOl
rajysi iHCTUTYTY Ta KyJbTypH iH(pOpMaliiiHOi 6e311eKH, SKi 6a3yI0ThCS HAa PE3yJIbTaTax KOHTEHT-aHaJli3y, 10 Hajlae
MO>KJIUBICTb C(OOPMYBATH TEPMIHOJIOTIUHE STPO NPEIMETHO] ranysi Ta BCTAHOBUTH 3B'SI3KM MiXK KOMIIOHEHTaMU
KyJbTypu iHOpMaLifiHOi 6e3reKy i cy6'eKTamu IisyIbHOCTI i3 3axucTy iHdopMalii; HabyJia oAaNIbIIOr0 PO3BUTKY
y3arajibHeHa MOJieJib AisllIbHOCTI i3 3aXUCTy iHpopmaliii, 110 Ha BiIMiHY Bifl iCHyI0UMX PO3KpHBa€E 0COOJIMBOCTI
(POpMyBaHHS KEPYIOUMX BILJIMBIB LIEHTPY O€3ME€KU 3 YpaxyBaHHSIM TillOTe3U paliOHalbHOI IOBEAiHKM areHTa
Oe3neKy, o 3a paXyHOK MOZEIOBAHHS iHCTUTYLIOHAILHOTO YIIPABJIiHHS IisIbHICTIO i3 3axuUcTy iHpopmauii Hafae
MOXUIMBICTb (popMavtizallii mpoliecy NpUNHSATTS pillleHb LIeHTPOM Ta areHTOM 0e3I1eKy; BIleplile 3alIpOIIOHOBaHO
METO/], OLIiHIOBaHHS PiBHS KyJIbTypU iH(POpMaLifHOiI 6€31eKH, SIKU IPYHTYETbCSI HA BUKOPUCTaHHI MaTpulLlb
3rOpTaHHS, O JO3BOJIE€ OTPUMATH KOMILJIEKCHY OLIiHKY PiBHSI KyJIbTYpH iH(OpMaLiiiHOi 6e311eKU 32 paXyHOK
yIOCKOHAJIEHb MEXaHi3My OLIiHIOBaHHSI HA OCHOBI MaTPHU1Llb 3TOPTAHHS Ta BUKOPUCTAaHHS CIOco0y GOpPMyBaHHS
MHOXMHU IIOKa3HUKIB KyJbTypHU iH(popmalliiiHoi 6e3neku. PesysnbTaTy AucepTaliliHOTO NOCiIKeHHSs 3HaNILIN
CBO€ IIPaKTUYHE 3aCTOCYBaHHs Ha nignpueMcrsax 3AT "IIT" i 3AT "VEMARA" (BinbHiOC, JINTBa), 2 TAKOX Y
HaBYyaJIbLHOMY IIPOLeci XapKiBCLKOr0 HalliOHAJIbHOIO YHIBEPCUTETY PafiiOeIEKTPOHIKMU MiJ] 4ac IIPOBENEHHS JIEKLIN 3
nucuuriing "OCHOBY yIIpaBiiHHS iHopMallifiHoo 6e3rekor” (Xapkis, Ykpaina). HaykoBi Ta IpakTUyHi pe3yibTaTh
IycepTalifHOi po6OTH MOXYTb OYTH BUKOPHCTaHi B OPraHisallisix pisHOro npogiso 3 METOI0 3MEHUIEHHS

IMOBIPHOCTi BUHUKHEHHS iHIJUJIEHTiB 6€3MeKH, [10B'SI3aHUX 3 JiSVIbHICTIO 200 MOBEJ[iHKOIO [IEPCOHATY.

2. Subject of research is institutional management as phenomenon. The purpose of research is development of
ontology models of information security institute and information security culture subject domain, institutional
management model of security activities and method of information security culture evaluation, which in
aggregate allow decreasing the likelihood of information security risks occurrence, which are caused by
information security subjects' activities by means of increasing control actions efficiency. The methods of research
are: ontology modeling - for development of ontology models of information security institute and information
security culture subject domain; game theory methods and elements of organizational systems control theory - for
development of institutional management model of security activities; mathematical apparatus of linguistic
variable - for formalization of qualitative properties of evaluation object; methods of graph theory - for design of
complex evaluation tree. Equipment - personal computer. Theoretical and practical results of the research - the
received result in aggregate allow solving the urgent theoretical and practical scientific problem, which relates to
decreasing the likelihood of information security risks occurrence, which are caused by personnel activities, by
means of development institutional management model of security activities and method of information security
culture evaluation; the developed software tool as a decision support system allows increasing decision making
speed, decreases the likelihood of mistakes by means of partial automation of convolution matrices procedure and
effective visualization of final results. Scientific novelty of research - new ontology models of information security
institute and information security culture subject domain are proposed, which are based on results of content-
analysis, which allows to form a terminological field of subject domain and link information security subjects with
components of ISC model; generalized model of information security activities received further development,
which in contrast to existing models reveals the properties of control actions development by security center with
consideration of hypothesis of the rational behavior of security agent, which allows to formalize decision making
process by security center and security agent by means of modeling information security management in terms of
institutional management; new method of information security culture evaluation is proposed, which is based on
convolution matrices and allows to perform a complex evaluation of information security culture level by means of
improvements made to evaluation mechanism based on convolution matrices and proposed approach to
development of information security metrics set. The results of dissertation research has found industrial



application within organizations close corporation "IIT" and close corporation "VEMARA" (Vilnius, Lithuania), and
also applied within lectures of "Fundamentals of information security management" discipline in Kharkiv National
University of Radio Electronics (Kharkiv, Ukraine). Theoretical and practical results of dissertation research may be
used by organizations of different specialization with purpose of decreasing the likelihood of information security
incident occurrence, which are caused by personnel activities or behaviour.
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