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2. Safety assessment of complex organizational and technical systems by risk-based qualimetric methods

Pedepar:

1. Inceprais npucBg4YeHa BUPIIEHHIO HAyKOBO-TIPUKJIAAHOI IPOOJIEMH, SIKA NIOJIATA€ Y CTBOPEHHI IPOLieAypu
OlIiHIOBaHHS 6€3I1eKU CKJIaIHUX OpPraHi3alillHO-TeXHIYHNUX CUCTEM KBaJiMETPUYHUMU METOaMU 3 YpaxyBaHHIM
pu3uKiB. [IpencTaBieHO KOHLENIIiI0 CTPYKTYPyBaHHS 6€3[1€KOBOr0 IIOKa3HMKa SIKOCTi Ha OCHOBI MaTpHulli 3a
(yHKIli€elo BTPAT i CTyIIeHEM PU3UKY CKJIQHUX OPraHi3allifHO-TeXHIYHUX CUCTEM Ta 3allpOIIOHOBAHO OLiHIOBATH
KiJIbKICHI XapaKTepUCTUKN KOMILJIEKCHOTO 6€311eKOBOro MOKAa3HUKA SIKOCTi, SIKi JO3BOJISITh BUBHAYATU MUTTEBUI
CTaH 6e3I1eKU CUCTEMHU Ta ii cTaH y neBHU nepiof yacy. CGopmyIb0BaHO METOLOJIOTIYHI 3acayl OTPUMAaHHS

iHTeraJIbHOFO 0€e31eKOBOTro IMOKa3HMKa IKOCTi 3 BUKOPUCTAHHAM MATEMATUYHUX 3aJIEXKHOCTEN I'IO6y,lIOBI/I MaTpulib



¢dyHKuii 6e3neky, mo 3abe3nedye OTPUMAHHS HeylepelKeHoi Ta 06'eKTUBHOI OL[iHKM 6€3M1e€KU B CUCTEMI
TEXHIYHOTO peryJIoBaHHS Ha OCHOBI 3BOPOTHOTO 3B'13Ky B iHpacTpyKTypi kocTi. Ha 0CHOBI onpaiioBaHHs 3aKOHY
po3I0ziny IMOBIPHOCTI Hac/lifKiB HEOE3[IeYHUX CATYalliil 3alIpOIIOHOBAHO BU3HAYEHHS PiBHSI TOYHOCTI OL[iHIOBaHHS
6e3MeKU CKIagHUX OpraHizaliliHO-TeXHIYHUX CUCTEM, CYMICHOTO 3 TOYHICTIO BUKOPUCTaHHS JAHUX i METOIiB
aHasi3yBaHHS, 11O MiABUINYE BiATBOPIOBAaHICTh PE3yJbTATiB BUBHAYEHHS 6€3I1eKOBOTO [T0Ka3HUKA SIKOCTI.
OO6rpyHTOBaHO BIOCKOHAJIEHHSI MaTeMaTUYHOI 6araToKpuTepiaabHOi MOAeJi OLiHIOBaHHS 6€31eKU CKIaJHUX
opranizaliflHO-TE€XHIYHMX CUCTEM Yy BUIJISI 11iIbOBOI (PYHKILi], SIKa 3aCHOBaHa Ha 3aJI€XKHOCTi KOMILJIEKCHOTO
6e311eKOBOr0 MOKa3HMKA SIKOCTI Bif 3Ha4€Hb OKPEMUX XapaKTEPUCTHUK CTaHy 6e3MeKy 06'eKTa o400 PU3UKY, Ta
BM3HAYeHH! ii onTuMisaLiliHuX yMOB 3a Jornomoroio QyHKIi BTpaT sKocTi. Po3pob6sieHo i anpo6oBaHo miaxifn mo
BUSIBJIEHHS] i KOPUT'YBaHHS OIIEPATMBHOTO BU3HAYEHHS 0€31eKU CKJIAJHUX OpraHizaliflHO-TeXHIYHUX CUCTEM, [JIs
SIKMX METOOU KBAJIMETPii € HETUIIOBMMH, IO MiiBUIY€e e(PEKTUBHICTb (PYHKLIOHYBAaHHS iH(POpMaLiiHOi cuCTeMU

MOHITOPUHTY 6€311€K1 B YMOBAX MIBUIKUX 3MiH BUMOT.

2. The dissertation is devoted to solving a scientific and applied problem which consists of creating a safety
estimation procedure for complex organizational and technical systems (COTS) by qualimetric methods that take
risks into account. Conducting research on the development of theoretical, technical, organizational,
methodological and regulatory frameworks for such an assessment is of significant scientific and practical
importance. The concept of structuring the safety indicator based on the matrix by cost function and degree of
risk for complex organizational and technical systems is presented and it is proposed to evaluate the quantitative
characteristics of the complex safety indicator, which will determine the instantaneous safety status of the system
and its state over time. Methodological bases of obtaining an integrated safety quality indicator using
mathematical dependences of construction of safety function matrices are formulated, which provides an
unbiased and objective safety assessment in the system of technical regulation based on feedback in the quality
infrastructure. Based on the elaboration of the law of distribution of the dangerous situations consequences
probability, it is proposed to determine the safety assessment accuracy level of complex organizational and
technical systems, compatible with the accuracy of data and analysis methods, which increases the reproducibility
of safety indicators. It is proposed to establish a scale for the integrated safety quality indicator according to the
relative parameters of influence in the form of a mathematical relation, which gives a physical justification for the
comparability of assessments. The methodology of obtaining a normative safety assessment of complex
organizational and technical systems by further introduction of the coefficient of the regulatory function was
further developed and the expediency of their probabilistic analysis by level of risk was proved, which increases
the effectiveness of safety assessments. Substantiation of improvement of mathematical multicriterial model of
safety assessment of complex organizational and technical systems in the form of objective function, which is
based on dependence of complex safety quality indicator on values of separate characteristics of safety condition
of object on risk, and definition of its optimization conditions by quality loss function. An approach to identifying
and adjusting the operational security definition of complex organizational and technical systems for which
qualimetry methods are atypical has been developed and tested, which increases the efficiency of the security
monitoring information system in the face of rapid changes in requirements. The results of theoretical and
experimental research can be used in the modernization of quality infrastructure in the system of technical
regulation; at enterprises and institutions during the evaluation of their products, services and management
systems, increasing the reliability of the results of the evaluation of safety quality indicators. In particular, the
methodology of obtaining regulatory safety assessment of a complex organizational and technical system and
justification of the analysis of assessed objects by risk level, which increases the effectiveness of safety assessment.
According to the proposed method of establishing the level of accuracy of COTS security assessment, compatible
with the accuracy of data use and analysis methods, the cost-effectiveness of choosing an assessment method or
improving COTS security tools is determined. The proposed method of assessing the safety of qualimetry objects
with the direct participation of the user based on geographic information tools ensures the effective functioning of
the information system for monitoring the safety of COTS. The developed concept of security indicators express
control of COTS (type "check-list") and the defined ways of their rationing will promote a functioning efficiency



increase of safety monitoring information system. The proposed optimized quality infrastructure with the addition
of elements that are influenced by government agencies and professional associations, forms an objective and
reliable information on the safety of the COTS. This division contributes to the structuring of knowledge, allows to
assess the effectiveness of different methods of safety assessment and the selection of the best design solutions,
considering the specifics of the risk, conditions and scenarios of risk development in the COTS.
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