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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHUX PYyOPHK: 50.41.25, 81.14.11.05

Tema gucepranii:
1. MeTonu o6yi0BY Ta JOCIIiIKEHHS BJIAaCTUBOCTEN MaJlOpPECYPCHUX 0JIOKOBUX MNQPIB Ta iXx KOMIIOHEHTIB

2. Methods of construction and research of properties of lightweight block ciphers and their components

Pedepar:

1. Inceprarist npucBsYeHa po3pobIii Ta yLOCKOHAJIEHHIO METO/IB aHaJli3y KpunrtorpadiyHux BIaCTUBOCTEN
KOMIIOHEHTIB CUMETPUYHHUX 6JIOKOBUX MNAQPIB Ta NO6YI0Bi NEPCIEKTUBHUX KPUNITOrpadiuHUX epeTBOPEHb.
Mero1o fucepTaLiitHOi pOOOTH € MiIBUILIEHHS NPOAYKTUBHOCTI CUMETPUYHUX KPUNITOrpadiyHUX IEPETBOPEHD i
YIOOCKOHAJIEHHSI METOLIB aHAJII3y iX CTIMKOCTI. ¥ gucepranil y4OCKOHAJIEHO METOL, TPAIiEHTHOTO CITyCKY [JIs1
re”epaii HesliHIHUX TabIMLb 3aMiHU, O JO3BOJISIE CYTTEBO 3HU3UTH CKIIQIHICTb reHepallii ONTUMaNbHUX S-
6J10KiB. OTpUMaB MOJANbIINI PO3BUTOK MAaTeMAaTUYHUN METO/I, OL[iHKU KOJIi3iiHUX BIaCTUBOCTEN HEeiH €KTUBHUX
CXEM PO3TOPTaHHS KJIIOUiB 6JI0KOBUX WUQPIB, 110 Bifpi3HAETHCS 3aCTOCYBAHHSIM BAOCKOHATIEHOI MAaTEMATUYHOI
mogeJi Ta 6inbin e(peKTUBHOrO MaTEMaTUYHOTO arapary Ta I03BOJISE OTPUMATHU YTOYHEHY OL[iHKY IMOBIPHOCTI
KOJIi3ii JBOX ITOCIiZOBHOCTEN LIMKJIOBUX KJIIOYiB. Y IMCepTallii Blieplie 3alIpOIIOHOBAHO 1BA METOIY ITOLIYKY
OJHOLMKIJIOBUX NU(PEPEHLINHNX XapaKTEPUCTHUK IJ1s1 BUBHaYeHOro Kinacy ARX-mudpis, 1o [103BOJISIIOTh 3 HU3BKOIO
06YNCIIIOBAJILHOIO CKJIAJIHICTIO OTPUMYBATH OL[iHKM CTiIKOCTI UKJI0BOI (PYHKIii 6;10KOBOro mu1dpy BUSHAYEHOTO

KJjiacy [o nudepenuiinoro KkpunroaHanisy. Kpim Toro, oTpumany nogaapinil pO3BUTOK METOAU IIOIIYKY



6araToLMKI0BUX AUPepeHLiNHNX XapaKTEePUCTHUK [IJ1S1 BUBHAUYEHOTO Kilacy ARX-mudpis, 110 Bigpi3HIIOTHCS
BIJOCKOHAJIEHNM MEXaHi3MOM BiZi00OpYy BXiIHUX pi3HUIb Ta GOPMYBAHHSIM [I0YATKOBOI MHOKMHHU OJHOLIMKJIOBUX
IvdepeHLiNHNX XapaKTEePUCTHK, 1110 JO3BOJIsIE OTPUMATHU OLHKY 1[O/I0 CTiKOCTi TOBHOMACIITaGHOrO GJ1I0KOBOTO
mr@Ppy BUSHAYEHOTO KJacy A0 AudepeHLiiHOTO KpUNTOAHai3y. Po3po6sieHnil NepCreKTUBHUN TOCTKBAHTOBUM
masiopecypcHuii 610koBul mudp «Kunapucy, mo 3a6esrnedye BUCOKUH Ta HAIBUCOKUI PiBHI CTIMKOCTI Ta
IepeBepllye 3a MIBUIIKOTIEI0 BiloMi MaslopecypcHi 6J10KOBI MdpU Ha IPOLiecopax 3arajbHOro NpU3HaYeHHs Ta
MOOGiIbHUX NJIaTHOPMax, a TAKOXX OOIPYHTOBaHA CTiMKiCTb 6510K0BOro mudpy «Kunapuc-256» no gudepeHuiiHoro

KpHHTO&HaJ’IiSy SFi]_IHO 3 BUMOTraMu IIPpaKTU4YHOTO KpI/ITepiIO.

2. The dissertation is devoted to the development and improvement of methods on cryptographic properties
analysis of block ciphers components and construction of perspective cryptographic transformations. The aim of
the dissertation is to increase performance of symmetric cryptographic transformations and improve methods of
analysis of their strength. In the dissertation it is improved the gradient descent method for generating nonlinear
substitution tables, which significantly reduces the complexity of optimal S-boxes generation. It is further
developed the mathematical method of estimating the collision properties of non-injective key schedules of block
ciphers, which differs in the application of an improved mathematical model and more efficient mathematical
apparatus and allows to obtain an accurate estimate of the collision probability of two round key sequences. In the
dissertation for the first time two methods of searching for one-round differential characteristics for a certain
class of ARX-ciphers are proposed, which allow to obtain estimates of the strength of the round function of a block
cipher of the certain class to differential cryptanalysis with low computational complexity. Moreover, methods of
searching for multi-round differential characteristics for a certain class of ARX-ciphers have been further
developed, which differ by an improved mechanism for selecting input differences and forming an initial set of
one-round differential characteristics, which allows to estimate the strength of a full-scale block cipher of the
certain class to differential cryptanalysis. A perspective post-quantum lightweight block cipher Cypress is
developed, which provides high and ultra-high levels of security and exceeds the performance of known
lightweight block ciphers on general-purpose processors and mobile platforms, and also the strength of the block
cipher Cypress-256 to the differential cryptanalysis in accordance with the requirements of the practical criterion

is proven.
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