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Ta IIOCTKBAHTOBOI Kpunrorpagii

2. Models and Methods of Development of Decentralized Electronic Trust Services Based on Blockchain
Technology and Post-Quantum Cryptography

Pedepar:

1. Inceprauifina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaIbHOI 33/1a4i: po3pobKa Mojiesiel i MeTOiB 3a6€31e4eHHS
CTIMKOCTI Ta PE3UJILEHTHOCTI CUCTEM €JIEKTPOHHUX JOBIPYUX MOCIYT Y IOCTKBAHTOBUM Mepiof. MeToio
IMcepTaliiiHoi pob0oTH € PO3pobKa METO/IiB 3abe3redyeHHs HaliiiHOi i 6e31meYHoi pOO0TH CUCTEM eJIEKTPOHHUX
IOBipuMX 32 paXyHOK BUKOPHCTaHHs TexHoJiorii blockchain Ta noctkBaHToBoi Kpunrorpadii. O6rpyHTOBaHi OCHOBHI
HaIpsIMKU PO3POO0K HOBHX KBAHTOBO-3axXUIEHUX AJITOPUTMIB, [TI0KA3aHO, 10 NELEeHTPalTi30BaHi CUCTEMU 3[aTHi
Kpalle 3a6e3ne4uTy QyHKLiOHYBaHHS €JIeKTPOHHMX CUCTEM B YMOBAX 30i/IbIIEHHS CIIEKTPY €JIeKTPOHHUX IOCIYT Ta
3POCTaHHSI KiJIbKOCTi KOPUCTYBayiB, yAOCKOHAIEHa MOJIeJIb JelleHTpasli30BaHoi iHPPaCTPyKTypH BiIKPUTUX KIIIOUIiB
i3 BUKOpucTaHHaIM TexHoorii blockchain, ymockoHaneHa Mofesb CUCTEMU €JIEKTPOHHOTO IOJIOCYBAHHY, SIKA
Bilpi3Hs€TbCA Bifl icHyIOUMX TUM, 1O 3a6e3nedye (POPpMYyBaHHS AENEPCOHANIZ0BAHOTO CIIMCKY BUOOPLIB 6€3

BUKOPMCTAHHS CJINUX MiJNKCIB, yIOCKOHAJIEHUI METO], O4HOPAa30BUX KJI04iB Winternitz.



2. The dissertation is devoted to the actual problem solution: models and methods of ensuring the stability and
resilience of electronic trust services in the post-quantum period development. The dissertation’s purpose is to
develop methods to ensure reliable and secure electronic trust systems operation through the use of blockchain
technology and post-quantum cryptography. In the dissertation the main directions of new quantum-safe
algorithms development are substantiated, it is shown that decentralized systems are able to better ensure the
functioning of electronic systems in terms of increasing the range of electronic services and increasing the
number of users, an improved model of decentralized Public Key Infrastructure is provided, an improved model of
the electronic voting system, which differs from the existing ones in that it forms a depersonalized voter list
without using blind signatures is presented, and an improved method of Winternitz one-time keys is developed.
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