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1. O6'eKT mOCHIIKEHHS € IIPOLIECH IIepeaBaHHsI Ta IIepexoIlyIeHHs iHPpopmaliii B KBaHTOBOMY KaHaJli 3B'S3KY.
Mertoto nu-cepTaliiHoi poOOTH € PO3PO6JIEHHS METOIB MiIBUILIEHHS 3aBafIOCTIMKOCTI Ta CTIMKOCTI 10 aTak
[IaCUBHOTO [I€PEXOIJIEHHSI IIHI-TIOHT NIPOTOKOJIiB KBAHTOBOTO NPSIMOTO OE€3I1EYHOTrO0 3B'S13Ky. MeTOIM OOCIIiIKEHHS.
Jl7151 po3pO6JIEHHSI MaTEMAaTUYHUX MOJIeJIel HEKOT€PEHTHOI aTakyu IACUBHOTO NePEXOIJIEHHS IBOX Ta OibLIO]
KiJIbKOCTi 3JI0BMUCHUKIB Ha IIiHT-TIOHT IIPOTOKOJIM, PO3PO6JIEHHS HOBOTO METOLY MiABUILEHHS CTIMKOCTI LjUX
IIPOTOKOJIiB BUKOPUCTOBYBAIMCS METOY KBAHTOBOI MeXaHiK1, KBAHTOBOI Ta KJIaCU4YHOi Teopii indpopmauii,
KJIaCU4HOI Kpunrorpadii Ta KpunroaHasnisy. Iy BUKOHAHHS YaCOBUX OIiHOK peasisdaliii METOAiB MiBUILIEHHS
CTIIKOCTi MiHr-TIOHT ITPOTOKOJIiB BUKOPHCTOBYBAJIUCSI METOIM IIPOLIEIyPHOTO MTPOrpaMyBaHHsL. [1jisi po3po0eHHs
METOAY 3aBaJOCTIMKOrO KOJyBaHH4 [IpY peasti3allii [IiHr-MOHT IPOTOKOJIIB B AEMNOJIIPU3YI0YOMY KBAHTOBOMY KaHaJIi
BHMKOPHCTOBYBJINCh METOY KBAHTOBO] Ta KJIaCUYHOI Teopii iHpopmaliii, K/1aCM4HOTo 3aBalOCTIAKOrO KOJyBaHHS,
iMiTaliTHOrO MOAENIOBaHH . TeOpeTUYHI i IPaKTUYHI pe3ynbTaTi: MaTreMaThyHi MOZeJli HEKOT€PEHTHOI aTaky

[IaCHBHOTO [I€PEXOIJIEHHS AEeKiJIbKOX 3JI0BMUCHUKIB Ha MiHT-TIOHT IIPOTOKOJIU 3 IBO- Ta TPUKYOITHUMU



[epenayTaHuMU CTaHAMU, SIKi JO3BOJISIOTh BUKOHYBATHU KiJIbKICHY OLIiHKY CTiMIKOCTi IIPOTOKOJIY IO Lii€i aTaku B
3aJI€’KHOCTI Bif] MapaMeTpiB IIPOTOKOJIy Ta IaPaMETPiB aTaKyI0UMX CUCTEM 3JI0BMUCHUKIB. METOM, raMyBaHHS [1714
MiJBUILEHHS CTIKOCTI MiHT-TIOHT IIPOTOKOJIIB, [IPU IPAKTUYHIN peastidalii IKOro NigBUIINATHCS CTiNKICTh
IIPOTOKOJIIB 10 aTaKu MAaCUBHOTO MepexoryieHHs. IMiTalifiHi Mozesi Ta BifiOBiflHE NporpaMHe 3abe3neyeHHs IJ1s
imMiTalifflHOr0 MO/IE€/II0BAHHSI POOOTHU ITiHT-TIOHT TPOTOKOJIIB 3 IBOKYOITHUMMU [E€PEITyTaHUMU CTAaHAMU 3
BUKOPHMCTAaHHSIM METOAY FraMyBaHHS Ta METOJy 3BOPOTHBOTI'O Fe€llyBaHHS J1JIs IiIBUIIEHHS CTiMIKOCTI Bifl aTaKk
[IaCHBHOTO IlepexoIlIeHHs. Pe3ysibTaTy iMiTaliliHOro MOJEJII0BaHHsI NlepefaBaHHs iHpopMallii MiHr-TIOHT
IIPOTOKOJIOM 3 MTapaMU NeperIyTaHUX Ky0iTiB B JeOoNIpU3yI04OMy KBAHTOBOMY KaHasli 3 BUKOPUCTaHHSIM
IBIIKOBOTO 3aBafocTiiikoro kony ®aiipa (60,44), B TOMy 4McCii cTaTUCTUYHA iHpOopMallis, SKa MiATBEPAKYE
KOpPEKIli€lo MakeTiB TOMUJIOK, K10 MMOBIPHICTh Ienossgpu3alii Ky6iTy B KBaHTOBOMY KaHaJli He repesuliye 7%, 1o
Bi/INIOBizlae cy4acHiil ekcriepuMeHTasbHiil cuTyalii npu nepefaBaHHi GOTOHIB Ha BiicTaHb NOPSAKY 150 KM.
HaykoBa HOBM3Ha: Briepiie Ha OCHOBiI KBaHTOBOI Ta KJIaCM4HOI Teopii iHdpopMaliii nobymoBaHi MaTeMaTu4Hi Mo e
MOCJIiOBHOI HEKOT€PEHTHOI aTaky TaCUBHOTO NIePEXOIIJIEHHS ABOX Ta OibIIoi KiTbKOCTi 37TOBMUCHUKIB Ha
OpUTiHaJIbHUI MiHI-TIOHT NIPOTOKOJI, & TAKOX Lii€i K aTaky [BOX 3JI0BMUCHUKIB Ha IPOTOKOJIU 3 [IePEIIyTaHUMU
IIBO- Ta TPUKYOITHUMU CTaHAMU Ta KBAHTOBUM HAAIiIIbBHUM KOMYBAHHSM, 11O O3BOJIMJIO BUKOHATU OLIiHKU
CTiIKOCTi IMX MPOTOKOJIIB A0 Takoi aTaku. OTpuMasa noJanblUinii PO3BUTOK METOOJIOriSI KBAHTOBOTO
KPUIITOAHAJIi3y LISIXOM y3arajibHEHHS MAaTEMAaTUYHUX MOZEJIEN aTaK [IaCUBHOTO NIEPEXOIJIEHHS OLHOTO
3JI0BMHACHUKA Ha MiHT-TIOHT NTPOTOKOJIM Ha BUMAA0K MOCIiJOBHOI aTaku ABOX Ta Oi/IbLIOI KiJIbKOCTi 37I0BMUCHUKIB.
Briepiie Ha OCHOBi METO[IiB KJIaCMYHOI Kpuntorpadii 3alipOIIOHOBAHO METOZ, i BUIEHHS CTiIIKOCTI MiHI-TIOHT
IIPOTOKOJIIB, SIKUH I'PYHTYETHCSI HA FTaMyBaHHi 6JIOKiB IIOBiJOMJIEHHSI Ta IPUAATHUIH 1111 BUKOPUCTAHHS 3 Oy b-SIKUM
3 [iHI-TIOHT [IPOTOKOJIIB, 10 AO3BOJIMJIO MiJBUIIUTH CTiMKICTh LIMX TPOTOKOJIIB 0 aTaku. Briepiie Ha OCHOBI
KJIACUYHOI Teopii 3aBa0CTiNKOro KOAYBaHHS PO3POOJIEHO METO, BUIIPaBIeHHS TOMUIOK Kogom datipa njis miHr-
IIOHT MIPOTOKOJIIB, 4Ki peasi3yloTbCs B JENONIPU3YI0YOMY KBAHTOBOMY KaHali, O LO3BOJIUIIO NiIBUIIATU
3aBaJJOCTIiNKICTh IMX IPOTOKOJIB. Pe3ysibTaT pob0TU BIIPOBAIKEHO B TaKUX OpraHizauisx: OpecbKka HaljioHalIbHA

akageMis 3B'a3Ky im. O.C. Ilonosa Ta HanjionaspbHMii aBialiiiHuii yHiBEpCUTET, M. KuiB.

2. An object of research is the process of transmission and interception of information in quantum communication
channel. An objective is to develop of methods for improving noise immunity and security to one and more
eavesdropping attacks of quantum direct communication protocols. Research methods. To develop mathematical
models of non-coherent eavesdropping attack and two more attacks of eavesdropper on ping-pong protocol, to
develop a new method of increasing security of these protocols used methods of quantum mechanics, quantum
and classical information theory, classical cryptography and cryptanalysis. To perform time estimations
implementing methods to increasing security of ping-pong protocols used methods of procedural programming.
To develop a method for the implementation of error-correcting coding ping-pong protocols in depolarizing
quantum channel used methods in quantum and classical information theory, classical error-correcting coding,
simulation. Theoretical and practical results: Mathematical models of several eavesdropper attacks on ping-pong
protocol with two-and three-qubit entangled states, which allow you to perform quantitative assessment of
security to this attack protocol depending of protocol parameters and parameters of systems eavesdroppers. XOR
encryption for increasing security of ping-pong protocols, the practical implementation of that increasing security
of protocols to eavesdropping attacks. Simulation models and software for simulation of ping-pong protocols two-
qubit entangled states using the XOR encryption and reversible hashing for increasing security to eavesdropping
attacks. Simulation results information transmission ping-pong protocol with pairs of entangled qubits in quantum
depolarizing channel using a binary error-correcting Fire code (60.44), including statistical information confirming
the correction of error bursts, if the probability of depolarization of qubits in the quantum channel does not
exceed 7 %, which corresponds to the modern experi-mental situation in the transmission of photons at a distance
of about 150 km. Scientific novelty : For the first time the mathematical models of sequential incoherent
eavesdropping attack of two or more eavesdroppers on the protocols with entangled two- and three-qubit states
is developed on the basis of the quantum and classical information theory, which allowed to perform security
estimation of these protocols to such attacks. For the first time the method of security amplification for the ping-



pong protocols based on XOR encryption of message are proposed for any of ping-pong protocol that allowed to
improve the security of these protocols to eavesdropping attacks. Also the method of reversible hashing by LUP-
decomposition is modified. Assessment of the computational complexity of the proposed methods of security
amplification for the ping-pong protocols with entangled two-qubit states is performed, that allowed to evaluate
the effect of the improving security procedures on protocols performance on the whole and to give
recommendations for the choice of methods for security amplification. For the first time the method of error
correction Fire Code of ping-pong protocol with two entangled qubit states is used, thus noise immunity of these
protocols is improved. The results of studies are implemented in such organizations: Odessa National Academy of
Telecommunications named after A.S. Popov and National Aviation University, Kiev.
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