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Pedepar:

1. luceprarifina po6oTa rmpucBsYeHa po3pooili METOIiB i Mofiesiel po3Mi3HABaHHS HIKiIJIMBUX MTPOrPaM Ha OCHOBI
IITYYHUX IMyHHUX CUCTEM, SIKi JO3BOJISIIOTH MiIBUIIATY PiBEHb KOMII'IOTEPHOI 6€311eKu. 3alIpOIIOHOBAHO
y3araJlbHEHy MOJleJIb €EBPUCTUYHOrO aHali3aToOpa LWIKiJIMBUX IIPOrpaM, 10 BUKOHY€e IMOBIpHICHE pO3Mi3HaBaHHS Ha
OCHOBI 3BaXX€HOI OLiHKM O3HAK, SIKa BUKOPUCTOBYE MOBEIIHKOBUM aHAJII3 HA MiJICTaBi JaHUX, IO OTPUMYIOTBCS Bif,
€MYJISITOPIB, i BUKOHYE aHaJli3 3a JOIIOMOIOI0 Pi3HUX iHTeJIeKTyalbHUX TeXHOJIOTiN. Po3pobieHo meTor,
pO3Mi3HaBaHHA WKiJJIMBUX IIPOTrPaM Ha OCHOBI IITYYHOI iIMyHHOI Me€peXi, 10 HO3BOJISIE MiIBULMTHA TOYHICTD i
MIBUJKICTh PO3IIi3HABAHHS Ta BUSBJISITY HE TUIBKY ITOTEHLIMHO WIKiAJMBUI KO, a 11 HE Bilomi Bipycu.
3arnporoHOBaHO MOJIENb EBPUCTUYHOTO aHasli3aTopa MIKiIJIMBUX [IPOrpaM Ha OCHOBI IITYYHOI HEHPOHHOI Mepexi,
HaBYaHHS SIKOI 3[IIMICHIOETBCS 3a OIIOMOTOI0 IITY4YHOI iIMyHHOI CUCTEMU 3 BUKOPUCTAHHSIM MOJIEJI KOyBaHHS
IIapaMeTpiB, SKi HACTPOIOIOThCS, Y BUVISIAL aJAalITUBHOTO CTPYKTYPOBAHOIO MYJIBTUAHTHUTIJNA, IO IPU3BOAUTD 1O
nigBUIIeHHs e(PEKTUBHOCTI ii HaBUaHHS Ta 3MEHIIEHHSI KiJIbKOCTI HEIPOHIB B IPMXOBaHUX mapax. Po3pobyeHo

MOJI€JIb LITYYHOI IMyHHOI MepeXi, Ika BAKOPUCTOBYETLCS AJ151 PO3Mi3HABAHHS LIKIJIMBUX ITPOTPaM, Y BUTJIAL]



MYJIPTUAr€HTHOI CUCTEMHU, [0 POOUTS ii 6isiblI y3arajbHEHOIO Ta 103BOJIsIE 3MIHIOBATU IIapAMETPU i CTPYKTYpPY
iMyHHOI Mepexi. [IpoBefieHO ekcriepuMeHTaslbHi JOCiIP)KeHHS Ta TOPiBHSJIbHUI aHasIi3 po3po6IeHNX METOZIB i
Mogesieil 115l pisHUX CiMeCTB BipyCiB, sKi TOKa3ylOTb MifBUIIeHHS €(PEKTUBHOCTI pO3I1i3HaBaHHS LIKiIJIIUBUX
IIpOrpam.

2. The dissertation is devoted to development of methods and models of malware recognition based on artificial
immune systems that allow increasing the efficiency of computer security. The generalized model of malware
heuristic analyzer is proposed. It performs probabilistic recognition based on weighted estimation of features that
uses behavioural analysis based on emulator-derived data and analyses it using different intelligent technologies.
The method of malicious programs detection is developed using artificial immune network. This method increases
the accuracy and speed of recognition and can detect not only potentially malicious code but unknown viruses as
well. The model of malware heuristic analyzer based on artificial neural network is proposed. The artificial neural
network training is performed by the artificial immune system using the model of adaptive structured
multiantibody to encode adjustable parameters of the artificial neural network. It allows not only efficient
parameters identifying but also reducing number of neurons in hidden layers. To solve the task of malware
recognition the model of artificial immune network is developed. This model is represented in the form of
multiagent system to make it more generalized and able to change parameters and structure of the immune
network. Experiments and comparative analysis of proposed methods and models are carried for different families
of viruses and show the efficiency of the malware recognition.
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