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1. MeTonu Ta 3aco6u ynpasiiHHg [T-iHIugeHTamMu Ha 06'eKTax KPUTUYHOI iHPopmaniliHoi iHdpacTpykTypu

2. Methods and means of IT Incident Management at Criticallnformation Infrastructure Facilities.

Pedepar:

1. 3axuct kpuTH4HOi iHQpacTpyKTypu Bif, IT-3arpo3 € HarajbHOK NOTPE6OI0 B Cy4aCHOMY LIM(PPOBOMY CBITi,
OCKIiJIbKY Bifl IIbOTO 3aJI€XKUTh CTA0I/IBHICTD NE€P>KaBU Ta CYCIiIbCTBA. PO3p0o6Ka HOBMX METOZIB ynpasiHHg IT-
iHIMIeHTaMu 03BOJIMTh e()EKTUBHO pearyBaTy Ha 3arpo3u Ta 3abe3nednty 6esnepebiliny pob0Ty KpUTUIHO
BaXJIMBUX CUCTEeM. MeTolo JucepTaliliHOi poOOTH € yIOCKOHAJIeHHSI CUCTeMHU yrpasiiHHs [T-iHuuaeHTamu Ha
00'eKTax KpUTUYHOI iHpopMaLifiHOI iHPpaCTPyKTypH B yMOBax peasisallii 3arpo3 Ta 06MeKeHUX PeCypCiB 3aXUCTYy.
O6’eKTOM OCTiIKEHHS € ITpoLecH yrpasiiHHg IT-iHnuaeHTaMyu Ha 06’eKTax KPUTUYHOI iHpopMaliiiHoi
indpacTtpykTypu. [IpenmMeTom IOCIiIKEHHS € METOM Ta 32C00U YIIpaBJliHHS iHIUAEHTaMU Ha 06'€KTax KpUTUYHO]
iHdopmariitHoi iHppacTpyKTypy B yMOBax peasisallii 3arpo3 Ta 0OMe>XXeHUX PecypciB 3axucTy. HaykoBa HOBU3HA
OJIEP>KAaHUX Pe3yJIbTaTiB MOJISITa€ y HACTYIIHOMY: — BIleplie po3po6sieHO MeToZ, ynpasiiHHg IT-3arpo3amu, skuil 3a
PaxyHOK CUHTEe3Yy METOZiB 6araTOKpUTepiabHOrO NPUNHATTS PillleHb, MOZEJIOBAHHA 3arpo3 Ta (PyHKLii

[IepCIIeKTUBHOI LIiIHHOCTI, Jja€e 3Mory ineHTudikyBaTy, oLjiHIOBaTH Ta nipioputusdysaty IT-3arposu aJs



ONITMMAaJIbHOTO PO3MOJiNy PECYPCIB 3aXMCTy KPUTUYHOI iHPPaCTPyKTypH JepsKaBU. — YIOCKOHATIEHO METOT,
BU3HA4Y€HHS NpiopuTeTiB IT-IHIMEHTIB, IKUH 32 paxyHOK IIPELICTaBIEHHS i€epapXiYHUX CTPYKTYP €JIEMEHTIB
MIOTEHIITHYX 3arpo3 Ta PO3paxyHKy MMOBIPHOCTI iX pearisaliii, J03BoJIs€ KiIbKiCHO oLiHnTY nipiopuretnu IT-
iHIMIEHTIB Ta YNIPABJISITU HUMU 17151 3a0€3I1€4€eHHS] HEOOXiJHOTO PiBHS 3aXUCTY XXUTTEBO BAXKJIMBUX IHTEPECIB
rPOMaJIsiH, CYCIIiJIbCTBA, JE€PsKaBU Ta MPaBONOPSAKY; — OTPUMAaB MOAJbIIOTO PO3BUTKY METO/, OL[iHIOBaHHS PiBHSA
3aXUIIEHOCTI, IKUI 32 paXyHOK BUKOPHCTaHHS HOBUX iHuKaTopis IT-6e3neku Ta piBHs uudpoBoi TpaHncdopmallii, a
TaKOX pOo3p06JIeHUX PEKOMEHTALN 1711 ONTUMIi3allii 3aXUCTy Ja€ 3MOT'y BU3HAYUTH CTaH 3aXUIIEHOCTi 00'€KTIB
KPUTUYHOI iHQPaCcTpyKTypH (CEKTOPY /MifCEKTOPY YU JIeP>KaBU B LIIJIOMY), & TAKOXK YIIPABJISITH 3aXMCTOM

3a3HaYeHUX 00'EKTIiB B yMOBaX BUHMKHEHHs [T-iHIUeHTiB

2. Protecting critical infrastructure from IT threats is an urgent need in the modern digital world, as the stability of
the state and society depends on it. The development of new IT incident management methods will allow for
effective response to threats and ensure the uninterrupted operation of critical systems. The aim of the
dissertation is to improve the IT incident management system at critical information infrastructure facilities under
threat realization and limited protection resources. The object of research is the processes of IT incident
management at critical information infrastructure facilities. The subject of research is the methods and tools for
managing incidents at critical information infrastructure facilities under threat realization and limited protection
resources. The scientific novelty of the obtained results is as follows: - For the first time, a method for managing IT
threats has been developed, which, due to the synthesis of methods of multi-criteria decision-making, threat
modeling, and the prospective value function, allows identifying, assessing, and prioritizing IT threats for the
optimal allocation of resources for the protection of the state's critical infrastructure. - The method for
determining the priorities of IT incidents has been improved, which, due to the presentation of hierarchical
structures of elements of potential threats and the calculation of the probability of their implementation, allows
for quantitative assessment of IT incident priorities and management thereof to ensure the necessary level of
protection of the vital interests of citizens, society, the state, and law and order. - The method of assessing the
level of protection has been further developed, which, due to the use of new IT security indicators and the level of
digital transformation, as well as the developed recommendations for optimizing protection, allows determining
the state of protection of critical infrastructure facilities (sector /subsector or the state as a whole), as well as
manage the protection of these facilities in the event of IT incidents.
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dopma BracHOCTI: JlepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi
Biacue IpizBume Im's I10-6aTbKOBI Omapuenko Poman Cepriiiosud

rOJIOBH pagu



BaacHe IlpizBume Im's I10-6aTbKOBI Onapuenko Poman CepriiioBid
TOJIOBYIOYOTO Ha 3acCiiaHHi
BiznoBigasbHUH 3a MiATOTOBKY Hopxenko OneHa AHzIpiiBHa

00JIiKOBUX JOKYMEHTIB

PeectpaTop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi IOpuenko TeTsHa AHatosiiBHA

OisSIIBHOCTI




